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1. Overview

IDEAS

1.1 rf IDEAS Remote Card Reader Manager for Ricoh Overview

The rf IDEAS Remote Card Reader Manager for Ricoh allows technical service professionals to remotely manage rf IDEAS
readers attached to Ricoh MFPs. The current version of the application provides the ability to remotely update Secure
.hwg+ files (used to configure reader card types, reader settings, and data formatting), Secure Blob *.ini files (used to
configure Smartcard secure reader settings and security keys (sent to SAM card) for Legic, MIFARE and other Smartcards),
BLE HWG+ (used to configure BLE data settings and BLE keys into Bluetooth mobile reader), Onefile.zip (used to upload
multiple updates as one task (e.g. Firmware, Credential Settings, and Secure Settings) and EN.hex files (used to load

the firmware file into the reader) to rf IDEAS readers attached to G2, G2.5, and G3 SOPs. End users can either configure
readers individually, or a fleet of multiple readers simultaneously.

NOTE: RICOH Card Reader Management Tool (RCRMT) is now Ricoh's primary supported application for updating card
readers on a Ricoh device. This rf IDEAS RCRM application and plugin are still supported. The RCRMT transmits and
leverages the same rf IDEAS RCRM plugin which can be downloaded separately at https:/www.rfideas.com/RicohRCRM.
Please check back for updates, and in case of a version update to rf IDEAS RCRM and plugin, download and install the
plugin into the following RICOH CRMT folders, overwriting the previous RfldeasReaderPlugin file:
C:\ProgramData\Ricoh\RCRMT\VendorPlugins\RFIDeas - PcProx
C:\ProgramData\Ricoh\RCRMT\VendorPlugins\RFIDeas - PcProx Legic

1.2 Prerequisites & Supported Platforms
1.21 Ricoh MFP Prerequisites

In order to use the rf IDEAS Remote Card Reader Manager for Ricoh, you must make sure that the MFPs you are wishing to
remotely configure meet the following requirements.

Component Prerequisites

MFP G2, G2.5 or G3 SOP

SmartSDK Version 2.30 (and above) must be installed on each machine
The rf IDEAS Remote Card Reader Manager application is not compatible with SmartSDK versions lower than version 2.30. If the SOP(s) you want to
remotely configure do not have version 2.30 or higher, you will need to upgrade the SmartSDK to version 2.30 (and above) before you can remotely
configure the SOP.

Firmware Latest MFP firmware must be installed on each machine

HTTPS HTTPS must be enabled on each MFP

Energy Saving Mode

Make sure Energy Saving Mode is set to ‘Low Power Mode’ or ‘Off".

If the MFP is set to ‘Sleep Mode’ or Energy Saving ‘On’, then the Remote Card Reader Manager application will be unable to communicate to the reader
while the MFP is in deep energy save / sleep mode.

SOP Application

Applications must use the CIS Interface of the SmartSDK Version 2.30 (and above)

rxconfServlet.zip Plugin

Version 3.8.8 must be installed on each SOP using SDK/J

Prior versions of the rxconfServlet.zip plugin may not be compatible. To ensure compatibility, please install rxconfServlet 3.8.8 on all MFPs you wish to
remotely configure. If the MFP is using a 3rd party SOP application, that application must be able to install and run operations with rxconfServlet 3.8.8.
You may encounter compatibility issues if the 3rd party SOP application is using a prior version of the rxconfServlet.zip plugin.

Streamline NX

If Streamline NX is in use, version 23R1 or later is needed, and Embedded Authentication settings (Keyboard-emulation Reader Card Reader Settings)
must specify CIS Plugin Name as com.ridp.usb.cis.rfideas, as well as the correct Vendor ID and Product ID.
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CAUTION: To work properly with Streamline NX, the CIS Plugin Name needs to be configured for Keyboard-emulation
readers in the Card Reader Settings under Embedded Authentication Properties. This requires an additional change.
Specify CIS Plugin Name as com.ridp.usb.cis.rfideas, as well as the correct Vendor ID and Product ID.

[£] Device-specific Preferences
(5] Firmware
() SDKA Platform
[5] Embedded Applications
(2] Address Book
[5) Log Collection
[2) Configuration Tasks

= ] Streamiine NX Embedded Settings
[2) Embedded Login Screen
[5) Embedded Authentication
(2] Authentication Priority List
[5] Embedded Print
[ Embedded Setting

@ (] Streamiine NX PC Client Seftings

true’

=] ﬂ Server Settings

¥ Activation/Usage Report
@’ Display

¥ Mobile Device Access
& Networking

¢ System Data Management

&¥ Repository M

¥ Embedded Authentication Properti
Authentication and Accounting

Individual-Auth-less Scan Mode :

Card Reader Settings X

Q@ Qe

Vendor ID
oca7

Configuration Name* -

Description

SLNX Scan Auto Reset Timer

Product ID
3BFA

'CIS Plugin Name
com.ridp.usb.cis rfideas

Card Reader* : | Keyboard-emulatio... v

&¥ Device Log Management

¢¥ Email Addresses

¥ System Information and Settings

& Driver Distribution

¥ Advanced System Settings Editor
¥ Delegation Server Seftings s
¥ User Management and Accountin

= ] security
¥ Custom Properties
& Authentication Profile
& User Roles
& User Accounts
& Local Password Policy
= ] Notifications

Key “ v Type Value
core. supported.record. max config. abook Number 2000
core.ui.embedded.authentication. cisplugin.display Boolean true
| database.atRemote. version Text 1.02
|database base.version Text 224
| database rs.version Text 1.0.0
| debugleg.client.collect timeout Number 1200000
debuglog.client.download. timeout Number 1800000
devicelog core offertimeout Number 600000

g.core.poll.timeout Number 600000
devicelog.month.range. limit Number 3
ds.auth.connection.kdc. maxretry Number 1
ds.auth.connection kdc timeout Number 10000
ds.auth.connection.idap timeout Number 10000
ds.auth.guest. name Text guestuser
mobile access Number 0
Vv Details

General
Key* |.‘. plugin.d ‘
ype i Boolean ‘
Value : | true
Default :
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1.2.2 rf IDEAS Supported Readers

rf IDEAS Models/SKUs

RDR-80xx1xxU RDR-7Lx1xxU RDR-30xx1xxU-RSOP
RDR-80xx1xxU-RSOP  KT-80xx1xxU RDR-80Lx1xxU
KT-80xx1xxU-RSOP RDR-80xx1xxU-G3 RDR-8Xxx1xxU
RDR-75x1xxU RDR-30xx1xxU RDR-30xx1xxU-MXS

1.2.3 Supported Operating Systems

- Window 0S

The rf IDEAS Remote Card Reader Manager for Ricoh requires Java 8 SE. You can download the Java Runtime
Environment from one of the following OpenJDK sources:

1. Click here to download Runtime Environment from Amazon Corretto.
2. Click here to download Runtime Environment from Azul Zulu builds.

1.2.4 Required Files

« RfldeasReaderPlugin.zip v1.1.0 and RiDPConfigServletinstaller.zip v2.02.28 Ricoh Card Reader CIS Plugin
included in the following download package folder: rf IDEAS Remote Card Reader Manager for Ricoh\resources

+ .json file (parameters for CIS Plugin installation, removal, etc.) Sample included in the following download
package folder: rf IDEAS Remote Card Reader Manager for Ricoh\resources

« csvVfile (list of the target MFPs and their IP address) Sample included in the following download package folder:
rfIDEAS Remote Card Reader Manager for Ricoh\sample_ files

Secure .hwg+ file Sample included in the following download package folder: rf IDEAS Remote Card Reader Manager

for Ricoh\sample_files

Secure Blob *.ini file Sample included in the following download package folder: rf IDEAS Remote Card Reader
Manager for Ricoh\sample_files

1.2.5 Readers Supported per Host

« Number of readers supported per host: 1 connected to the SOP

1.2.6 RICOH INTERNATIONAL B.V. Product Development Notifications

User Manual

This product has been developed using Ricoh Company Ltd's proprietary embedded architecture or other proprietary
Ricoh products.

This rf IDEAS Remote Card Reader Manager for Ricoh User Manual includes information which has been

provided by Ricoh Company, Ltd, and such information is © Ricoh Company, Ltd or its licensors. Copying in whole orin
part of the Ricoh information without the permission of Ricoh is prohibited, except to the limited extent permitted by
mandatory applicable law.

Products

RfldeasReaderPlugin
1667760129

RiDPConfigServletinstaller
1667760130
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1.3 Summary of Features
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Single Device Configuration
i0 rf IDEAS Remote Card Reader Manager for Ricoh v1.5.0 = ] X
Documentation & Help v
Int.?ludes rf IDEAS CIS SRR | Muiti Device Configuration |
Plugin(s) deployment and
reader configuration

Device IP Address ‘

End-User License Agreement

Device Administrator Username ‘

User Manual

Device Administrator Password ‘

Host Device (i.e. MFP with rf

Reader Configuration Utilities

rf IDEAS reader-related Task——

IDEAS reader) access

Technical Support Request Form

[ CIS Plugin Installer |  Status | Configuration |

Suggest New Features or Enhancements

Mode: @ Deploy ) Undeploy ) Verify

Reader Plugin(s) Deployment File (.JSON)

Task mode

Task or Sub-Task initialization ——
File(s) required for the chosen Task or Sub-Task
Task or Sub-Task logs
Multi-Devi Fleet Configuration
Includes rf IDEAS CIS ——E—+HBEAS Remote-Card-ReaderMlanager for Ricoh v1.5.0
Plugin(s) deployment and = a -
reader configuration

Single Device Configuration Multi

ce C ‘

rf IDEAS reader-related Task

O X
File(s) required for the chosen Task  pocumentation & Help «

Device Administrator Username \admm

e

End-User License Agreement

rf IDEAS reader-related
Sub-Task(s)

CIS Plugin Installer | Fleet Configuration |

| Devi

Reader («
?evice List (CSVFile)  C:\Program Files (xB6)\f IDEAS Remaote Card Reader Manager for Ricohtsample_files\RCRM 8ample MFP list csv Select File |:

User Manual

]

Utilities

Technical Support Request Form

Suggest New Features or Enhancements

| |
[Crouse File Type a Upioad [ ] File(s) content visualization
TaskNo ‘ Reader Configuration File ‘ View Canfig file content ‘ Groups ‘ Total # of Readers |
1] Select Reader C on File | Py | select Device Grou... | [ | Remove

File(s) required for the
chosen Sub-Task

Please define rows correctly 1o proceed..

File(s) content
visualization

Configuration results

Task or Sub-Task initialization
Tasks Logs

Export to .CSV file

Task or Sub-Task logs

Sub-Task
addition

User Manual



2. Enabling the Ricoh MFP

21 Ricoh MFP

IDEAS

211 Determine Ricoh Card Reader Vendor ID (VID) and Product ID (PID)

tion 1 - Using the rf IDEA nfiguration Utilit
« Plug your rf IDEAS reader into the computer
- Start the rf IDEAS Configuration Utility

« Can be downloaded here:
rfideas.com/support/tools/downloads
« Click the Connecticon in the left hand nav.
« Once connected, you will see your reader appear
under Device List

I 105 Confiurstion Uity | WAVE DS Solo and WAVEID® Plus g

oevice usT CoNFIGURATION(S)

HID Prox:: ROR-608x Compatible. v
201 RDR-A0Sx1Axl]
USE Firmuare: 1620 ROR

X WO 070
Oz Deas

Disconnect  Write

oF
Connection Type
(@ USB (Universal Serial Bus) ports
O Seriak R5-232 snd virtusl COM ports
Use COM ports 1 through (255 Default 1.8 Baudrate | 9600
Tools
O Cthernet (Local IP 10.1030.154)
Test Area
+ + + +
1P Address 0 0 [ 0
Port 10001 Find Naxt IP
Ready #1USB LUID: 0/0x0000

« Copy the VID and PID shown under Device List

#01 RDR-805x1AxU

USE Firmware; 16.2.0 H
LUID: 0/0x0000 )
0C27:2BFA RF IDeas

VID PID

User Manual

tion 2 - Using Windows Device Man r
- Start Device Manager (Windows 0S)
« Locate and Expand Human Interface Devices

# Device Manager = o X
File Action View Help
< @ EEE

~ & RF-PWOAVWXZ ~
> i Audioinputs and outputs
> % Batteries
> 5] Biometric devices
> () Bluetooth
> @ Cameras
> [ Computer

> Disk drives

» [l Display adapters

> B Fimware

> G Human Interface Devices

> 5 Keyboards

> [ Memory technology devices:

> (@ Mice and other pointing devices
> I3 Manitors

5 3 Network adapters

> K? Other devices

» 550 Print queues

> 550 Printers

> [ Processors

> By Security devices

> I Software components

> B Software devices

> 1] Sound, video and game controllers
» G Storage controllers

+ Right-click on the USB input device and select
“Properties”

USB Input Device Properties x
T 5 " Genewal Diver Detals Everts R - o
Fie Acion View Help g USB bt Deves
e @ EHmBE
Devicotype:  Human teface Devies | ——
HID-complant vendor-def 5
HID-compliant vendor-defi Menfacher, e e doncen)
HID-compliant vendor-defi Location: Port_#0003 Hub_H0002
HID-compliant vendor-def
Devis st

CHD Devee
Intel(R) HID Event Filter
Logteth U5 it Dese
sl Conit
oo Deves Conl e
05 i s

U5 i e

U i eiee

USB Input Device & Change setings

U5 i e

s m =
> T3 Memory technology devices

5 (9 Mice and other pointing devices

- T

5 3 Network adapters

> E? Other devices

) S i

> = Printers

- Click the "Details” tab, then set Property to
“Hardware IDs”
+ Copy the VID and PID shown under Device List

USB Input Device Properties 4
& b General | Diver Detals | Everts m—
Fie Action View Help s USB ot Device
e @ E EmlE
Property
HD-complantvendor-3eh [ (poqus s - 7S

HID-compliznt vendor-defi
HID-compliznt vendor-defi  Value
HID-compliant vendor-defi [ isg\ViD_0C274PID_SBEARREV_1620
HID-complient vendor-defi | |sB\VID_0C274PID_3BEA
HID-compliznt wireless rad VID PID
12C HID Device
Intel(R) HID Event Fiter
Logitech USB Input Device.
Microsoft Input Configurat
Portable Device Control de
USB Input Device
USB Input Device
USB Input Device
USB Input Device
USB Input Device

USB Input Device —
= Keyboards.

> L1 Memory technology deices

> ® Mice and other pointing devices
= Monitors

> & Network adapters

> K Other devices

> 7 Print queues

= Printers



https://www.rfideas.com/support/tools/downloads

2.1.2 Set the Ricoh Card Reader Vendor ID and Product ID on Ricoh MFP
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tion 1 - Using the Web Im Monitor (WIM
+ Login into the Web Image Monitor with MFP username + password
WIM -> Device Management

-f IDEAS

i Status/Information » ®m Device Name

+ Go to Configuration
WIM -> Device Management -> Configuration

@ Device Management » Configuration

Address Book
@ Print Job/Stored File »
Main Power Off

- Click on Program/Change USB Device List
WIM -> Device Management -> Configuration -> Program/Change USB Device List

be

- Enter the four characters collected earlier into respective Vendor ID and Product ID field
+ e.g. Vendor ID: “0C27", Product ID "3BFA"

- Enter the characters below into respective Vendor ID and Product ID field
- e.g. Vendor ID: “0C27", Product ID "3CFA"

Program/Change USB Device List

[ 0K | cancel

: RICOH

Device Settings

 System

BT i s Pk

 Paper

 Date/Time

 Timer

™ Logs

® Download Logs

u Email

m Auto Email Notification

m On-demand Email Notification

 File Transfer

 User Authentication Management

W Administrator Authentication Management

® Program/Change Administrator

® Print Volume Use Limitation

™ LDAP Server

u Firmware Update

 Kerberos Authentication

 Device Setting Information: Import Setting (Server)
® Import Test

 Import/Export Device Setting Information

m Eco-friendy Counter Period/Administrator Message
m Compulsory Security Stamp

 Unauthorized Copy Prevention: Copier

= Unauthorized Copy Prevention: Document Server

 Program/Change US Device List

If settings are changed while the device is connected, reconnect the device or restart the machine to apply the

Enter hexadecimal numbers (0 - 9, a - f, A - F) with a maximum of 4 digits for each ID.

W Device 1
Vendor ID :
Product ID :

W Device 2
Vendor ID : 0C27

Product ID : éCi

[ oK |

ocz7
3BFA

Cancel

Program/Change USB Device List

( oK | cancel

If settings are changed while the device is connected, reconnect the device or restart the machine to apply the setting changes.

Enter hexadecimal numbers (0 - 9, a - f, A - F) with a maximum of 4 digits for each ID.
| Device No. | vendor ID

[ Product ID
Device 1 oc27

3BFA

3CFA

|
4
1

| Device 2 0627 |

| Device3s
Device 4

| Device 5

| Device 6
Device 7

| Device 8

”Dev'ice 9 7
Device 11 )

( oK | cancel




2.1.2 Set the Ricoh Card Reader Vendor ID and Product ID on Ricoh MFP

Setting Vi D and Product ID on G3 Machi

External Device

L - I I I I I+ I I+

oe

Introduction and Basic Operations
Copy
Document Server
Fax
Printer
Scan
Maintenance
Troubleshooting
Settings
Configuring the Authentication Server
Managing Devices
B System Settings Items
| Display/input

PN

TP 2

e

‘Sound

|Network/interface

|send (EmailFolder)

\Settings for Administrator

\Macninelcontrol Panel Information
Address Book Items
Tray/Paper Settings ltems
Copier/Document Server Settings ltems

Fax Settings Iltems

-f IDEAS

Setting Items

Description

Register/Change USB Device List

Register Product ID and Vendor ID information for an IC card reader device as a set to the device list to limit the usage of USB devices.

The "Product ID" and "Vendor ID" information for a USB device have been assigned by the manufacturer to identify the individual device. "Vendor
1D" input settings are between 0x0001 and OXFFFE and "Product ID" input settings are between 0 and OxFFFF. Up to ten pairs of "Product ID"

and "Vendor ID" information can be registered.

« Please reboot (switch off - then on) the device after making those changes.

User Manual
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2.1.2 Set the Ricoh Card Reader Vendor ID and Product ID on Ricoh MFP
Dotion 2 - Usi B
+ Login into the Panel
Panel -> User Tools

+ Go to Machine Settings
Panel -> User Tools -> Machine Settings

- Click on Program/Change USB Device List
Panel -> User Tools -> Machine Settings -> Program/Change USB Device List

- Enter the four characters collected earlier into respective Vendor ID and Product ID field
+ e.g. Vendor ID: “0C27", Product ID "3BFA"

- Enter the characters below into respective Vendor ID and Product ID field
+ e.g. Vendor ID: "0C27", Product ID "3BFA”

2.3 Complete Ricoh MFP Configuration

+ Set the "Screen Startup Mode” to Normal
- The default Screen Startup Mode is “Quick”. It boots the screen as fast as possible even though some
background applications may not be ready yet.
- The "Quick” startup mode may cause misunderstanding that device is ready to use.
« To avoid those misunderstandings, it is recommended to set “Normal” Screen Startup Mode.

+ Enable Human Detection Sensor
« This sensor should be enabled by factory. The settings organization has been changed when migrating
models from Classic screen type to the new Standard screen type.
+ The following subsections shows screenshots.
- Screen type Classic
- Press [Settings] on the Home screen. Press [Machine Features Settings].
« Press [System Settings] [General Features] tab [Human Detection Sensor], and then press
[Active].
« Press [OK]. After completing the procedure, press [Home]
- Screen type Standard
- Press [Settings] on the Home screen. Press [System Settings].
- Press [Machine][Power/Energy Saving][Human Detection Sensor].

User Manual 10
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3. Create Secure .HWG+ and Secure Blob *.INI Files and List of
MFPs to Target for Multi-Device Updates

3.1 Create Secure HWG+ file(s)

« You will need to use the rf IDEAS Configuration Utility (download here) to create a Secure .HWG+ file(s) that can be
used to remotely update readers with the rf IDEAS Remote Card Reader Manager for Ricoh application.
+  Secure .hwg+ files allow you to configure reader card types, reader settings, and data formatting.

I +f 1DEAS Configuration Utility | WAVE ID® Solo and WAVE ID® Plus - X

DEVICE LIST CONFIGURATION(s)
HID Prox : RDR-608x Compatible e
401 RDR-805X1AXU N
USD Firmware: 16.2.0 : (& RDR-758¢ Equivalent V) @
LUID: 0/0x0000 ° e o
3 0C27:38FA RF IDeas &
Connect  Disconnect ) [ —oF— =

Awid : RUR-698x Compatible
Cardax UID : RDR-6C8x Compatible
Conneclion Type CASI-RUSCO (GE Security, UTC) : RDR-628x Compatible
covI
CEPAS
__ @® USB (Universal Serial Bus) ports Cotag
Timing - Deister UID
DESFire CSN (Oyster, NFC 4) —
N DIGITAG
SDK o Serial: RS-232 and virtual COM ports Dimpna UID
+
Use COM ports 1 through | EM410x Altemate v
etag CSN (Secura Key)
Farpuinle Dala (Pyramid) PSC-1 26 Bil : RDR-647x Cumpalible
Farpointe Data (Pyramid) UID S

Home

Tools FeliCa (NFC 3) ———

QO Ethernet (Local IP 10.1030.154) GRroxll UIDSROR:668x Comp atible:

GProx-11 1N
Test Area ? HID iCLASS CSN i
+ +
P Address 0 ). (o).(Co).(Co
+
Port 10001 Find Nex! IP
Ready #1 USB LUID: 0/0x0000
n rf IDEAS Configuration Utility | WAVE ID® Solo and WAVE ID® Plus = X
#01 RDR-805x1AxU : - OFF — v) ®

(@) Enable Extended Mode

Data Format Delimiters Extended Hashing
Connect Disconnect

ABC 123 : 987654321 XYZ T GN

liome

Wiegand to keystroke data format Advanced Settings
Timing Parity bits [ only read cards wit this bit count = +
Strip leading bit count -0 I+

ok oo g bit count o ) [ Display hexadecimal in lowercase (a-9)
s tip trailing bit count R

[ use numeric keypad for 0 9 (European)

Send FAC @ ) ot [ AzerTY keyboard shift lock

[T send FAC as hexadecimal number

[ Fac extended predision math on

Tools

D extended precision math on

Send ID @ or

T > Send ID as hexadecimal number Reverse Wiegand bytes
1D field bit count -(40 )+ [ Reverse wieaa
Invert Wiegand bits

Fix length FAC / ID fields @ o O-
| Facdioits . +

D digits (1) +

©
Ready #1 USB LUID: 0/0x0000

Sample Secure HWG+ files are included with the rf IDEAS Remote Card Reader Manager for Ricoh tool installer package, to
help you understand the format and content within a Secure .HWG+ file.
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3.2 Create Secure Blob *.ini files

-f IDEAS

. You will need to use the rf IDEAS Smartcard Manager (download here) to create a Secure Blob *.INI file that can
be used to remotely update secure Smartcard readers with the rf IDEAS Remote Card Reader Manager for Ricoh

application.

« Secure Blob *.INI files are used to configure Smartcard secure reader settings and security keys (sent to SAM card) for

Legic, MIFARE and other Smartcards.

v Smartcard Manager —
File Options Help

General Settings ~ MIFARE Classic Settings

Card Configuration Index (Al numbers are in hex}

Hey
Enter card key A: [000000000000 | B: [00DD0D0D0DOD |
Key I

Encrypt Keys

File Data Configuration
Read Block or Sector: @ Block (0 Sector

Block/Sector £:

Offset in File:
Length:

File Key Corfiguration
Autherticate with Key Aor Key B: @A (OB

Key Reference:
(Generally Key Reference = Key |D above)

Write card settings | ‘ Wite keys | ‘ Wiite everything to reader

Connected to reader, FW:22.2, LUID:0000

Smartcard Manager = X
File Options Help

General Settings ~ Legic Seftings

Card Configuration Index

Segment Identfication

() Use Stamp Address
(®) Use Segment Number

Enter Legic Stamp:
{Stamp is in hex)

Segment:
Stamp Length

Data Fomat

Data Offset:

FIE || EE

Data Length:

Byte order: (®) Standard
(O Reversed

Output Base

(®) Hex
() Decimal

Write card settings | | Wirite keys ‘ ‘ Write everything to reader

Connected to reader, FW:20.5, LUID:0000

Sample Secure Blob *.INI files are included with the rf IDEAS Remote Card Reader Manager for Ricoh tool installer
package, to help you understand the format and content within a Secure Blob *.INI file.

Further Conﬁguratlon guides are available at:

the-same-card-type/
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IDEAS

3.3 Create Secure BLE .hwg+ file

+ You will need to use WAVE ID Mobile Configurator, download from here.
. Open the utility and connect the mobile Bluetooth reader.

+  Once connected, change required BLE configuration settings in the reader and save them in reader by Write
Config button. (Write Key as needed, see Mobile Configurator manual for details.)

(- WAVE ID® Mobile Configurator = % D
@ \\\\? File Connect Device Mavigation Help gs Mors
Briichias %‘ ! Open hwg+ file Mobile Access
h Open secure hwg+ file
Open and send hwg+ key file
Open and send secure hwg+ key file :I
Save hwg+ file
Save secure hwg+ file Fh bt
Save hwg+ key file
Save secure hwg+ key file
Exit Zone 1D Result Message
4dBm v AABBCCDD | [oFoFoFoFOFOF | |Access vaid
Read Config Wite Corfig White Default Config
VID/FID
0C27:3BFA ~ |
Connect Disconnect Beep Test
Model: RDR-305¢1BxU

oy Te & 8

- Gotothe file tab at top left of the Wave ID Mobile Configurator Utility and select save secure HWG+ file option for
saving BLE .HWG+ file, and if required, select save secure HWG+ key file option for saving BLE .HWG key file

«  Click OK on pop up and choose the location where the secure BLE .HWG+ file, and if required, where the BLE
HWG+ key file needs to be saved.
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3.4 Obtain a secure EN.HEX firmware file

Secure EN.HEX firmware files are provided by rf IDEAS Technical Support or an rf IDEAS Pre-Sales Engineer. If you would
like to request a firmware file you will need to contact rf IDEAS Tech Support.

+  The following are ways you can request a firmware file from rf IDEAS:
+  Submit the request here

. Send an email to techsupport@rfideas.com
+ Initiate a live chat through the website

Once the request is submitted, rf IDEAS will review your submission. If your request is approved, then the secure
EN.HEX firmware file will be sent to you by the rf IDEAS Tech Support team. If your request is not approved, the rf
IDEAS Tech Support team will provide guidance on your submission.

3.5 Create Onefile.zip

. You will need to use the rf IDEAS Configuration Utility (download here) to create a Onefile.zip file(s) that can be used
to remotely update readers with the rf IDEAS Remote Card Reader Manager for Ricoh application.

+ Instead of uploading files individually, you can use the "One File” feature under Tools > One File to combine them
into a single file, to be uploaded as a single task.

n rf IDEAS Configuration Utility | WAVE ID® Solo and WAVE ID® Plus

Select a device v - Not Available - )i O

& Card Analyzer Cloning One File Smartcard Manager Configuration Card Manager
= —

Connect Disconnect Write

Create a One File zip to update reader with multiple files in one remote task.

What's a One File?

Click to Load or Drag and Drop files here to add to the One File archive.
Timing Load Files
SDK

Remove All Files

Format

Tools

Test Area

Disconnected

Click “Load Files" and select the required update files from your local storage, or simply drag and drop the files.
+  Once the selected files appear in the file list area, click Save One File as shown in below image.
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3.5 Create Onefile.zip
n rf IDEAS Configuration Utility | WAVE ID® Solo and WAVE ID® Plus

Select a device

--- Not Available ---

Card Analyzer Cloning One File

Connect Disconnect

What'’s a One File?

Home

Timing

Load Files

D SecureHwg.hwg+

D Securelni.ini

Remove All Files

Format

Test Area

Save One File

Once you click on Save One File, a onefile.zip will be created in local spac

See the Configuration Utility User Manual within the Help menu of the rf IDEA
on One File.

Smartcard Manager

IDEAS

Configuration Card Manager

Create a One File zip to update reader with multiple files in one remote task.

WN5020500UPX360_EN.hex

Disconnected
e.

S Configuration Utility for more information

3.6 Compile the List of MFPs Hosting Ricoh Card Readers Requiring Configuration

Login

RICOH

1. Log onto the SLNX admin page

Profile
User Name
Passworc d

Language

Streamline NX

Default (Internal

English
Login

RICOH Streamli
| oeees |
% (J Host Name -

& (1P Address
& ¢ Modes
& (J Certficate groups

a3

2. Navigate to the Devices tab

# (J Location

# (JProcess.

Elyyugug

User Manual

Device Display Name
'SP 84000N (

P 4054 (

Pro 8210 (1

Pro CO210€-86 ( 107
Pro CT210SX E-86A (1 107
a ) 107 107

107
107
107
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3.6 Compile the List of MFPs Hosting Ricoh Card Readers Requiring Configuration

User Manual

3. Right click on the name header and select “Columns”.

4. Ensure the following “column” objects are selected (you
can select others, the following is the minimum
requirement):

+ Device Display Name

- Address

« Network: IP Address

+ Operational Panel

- Group
NOTE: The tool may or may not ignore unneeded columns

5. Click on “Views" and select “Save as”

RICOH Streamline NX

[ sething B-0oH 4001
@ ¢J1PAddress F""T T
& @ Models o
@ (] Certificate groups 2 bt bl .
a gt @ w3500 (1( J3 Sort Descending
(J Process 2 40001 O conture ot
@ w5000 (1{ % Clear Sort
@ w8000 (1B Auto Fa Al Cous
hia ] w9000 (1 AvtoFe
-3 ™ €2500 (f
-y 1 c2500 (ffid Courms
i3 M €2510 (
a 1C300 1| E Freeze Deviee Display Name
i<y M C3010 (|
@ mcasoo(|  Add Calculated Column
-3 M €3500 (
- micao0 (1| = Right Algn
-3 M caso0 (= LetAign
______ R — _
Device Type K
m v Devics Dspiay Name
g-085 4901 7 o
— v Network P Address
— T ot e
3800 (1€ 87 SertDescenang s
e ' Sonun v anutactues Name
M 5000 (1€ 7 CearSont
e oo c1c 5] Avte Fe Al Conmns L] t
M 5000 (1€ = awore st
Device: Wi Comment
m C2500 ( E —
Fe) @ ) :n- Last Other Pot
mc2sto T —
Delegation Server
300 (1 ] Freeze Device Daplay Name %
w c3010 ¢ B Bl
3500 484 Calcuated Coum g
e Network: Subnet Hask
m C3500
Network: Netware lode
w400 (¢ B Rgh Aln T
4 Cas00 (- B Lenaign Network: Netiare Prit Ser
e casio (- mesmwe
. Status: Coper

- - S .l

- — Ll
 ameas
e B Sy — e N — . G —
bt - . -
. D — -
- u - -

-4
=

IO OTery

6. Enter a name for your new view and click the "OK" button

7. Now you will have the new View Name you just saved via the View

dropdown for future use.

¥S Please enter a value

Enter View Name* :

Card Readers|

=

| Basic
Status
Counters
Card Readers

Ve [comersos < B BB O 1%

=
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8. To Export the device, select the CSV export icon. View v Card Readers

VI‘EEIEQI?I
— i

9. The exported CSV file will be downloaded to your browser's default location.
See sample .CSV file below included in
rf IDEAS Remote Card Reader Manager for Ricoh\sample_ files

# Format Version: https://protect-us.mimecast.com/s/Cr8RCxkw1jum3VZcWAH7P?domain=5.1.1.0
# Generated at: 09/30/2021 14:17:44
# Function Name: Device List

# Device Display Name Address Network: P Addre Operation Panel
dev_displayname dev_address dev_ipaddress operation_panel
MP C2004ex (10.10.30.130) RNP583879294B2F.tc.ds 10.10.30.130 Smart
MP C2004ex (10.10.30.142) RNP002673B7A55C.tc.ds 10.10.30.142 Smart

Group

dev_real_group_name

Groupl
Group2

17



IDEAS

4. Installing and uninstalling the rf IDEAS Remote Card Reader
Manager for Ricoh.

4.1 Verify Java (JRE or Default IDK) Version

The rf IDEAS Remote Card Reader Manager for Ricoh is a Java application. Use the following commands to determine if
Java 8 SE is currently installed on your PC.

- Type java —version and hit ENTER, this command checks the version of the Java Runtime Environment (JRE) installed on
your system. JRE is needed to run Java applications.

Ve on 1.
Runtime Er

4.2 Install or Update Java

+ You can download the Java Runtime Environment from one of the following OpenJDK sources:

1. Click here to download Runtime Environment from Amazon Corretto.

2. Click here to download Runtime Environment from Azul Zulu builds.

How to download and install Java on Windows?

Click here for the online user manual for Amazon Corretto.

Amazor Loretts Click here for the offline user manual for Amazon Corretto.

>
N
=

Click here for the user manual for Azul.
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-f IDEAS

4.3 Install rf IDEAS Remote Card Reader Manager for Ricoh

4.31 Download rf IDEAS Remote Card Reader Manager for Ricoh.zip

Click here to download the rf IDEAS Remote Card Reader Manager installation file (.zip file), which contains the
rfIDEAS Remote Card Reader Manager for Ricoh.exe. Extract installation file from the .zip file.

4.3.2 Install rf IDEAS Remote Card Reader Manager for Ricoh

Double-click on the installation file.

The installer will show the prerequisite information, indicating that Java is required to run the application.

Click "OK" to proceed and follow the installation steps.

To proceed with the installation, accept the License Agreement and select “Next".

Choose the installation path;
The default Destination Folder path is “C:\Program Files (x86) \rf IDEAS Remote Card Reader Manager for Ricoh".
Alternatively, you can enter your desired path.
Click the “Install” button to begin the installation.

When installation is successfully completed, click Finish to close the installer.
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4.4 Run rf IDEAS Remote Card Reader Manager for Ricoh

User Manual

- Navigate to the rf IDEAS Remote Card Reader Manager for Ricoh installation folder:

- Ifthe installation path was set to the default location, the folder will be located at: C:\Program Files (x86) \rf
IDEAS Remote Card Reader Manager for Ricoh.

If a custom path was selected during installation, the folder will be in your chosen location.

To launch the rf IDEAS Remote Card Reader Manager for Ricoh application, double click the rf IDEAS Remote Card
Reader Manager for Ricoh vx.x.x.

T > ThisPC > Windows (C:) > Program Files (x86) » rf IDEAS Remote Card Reader Manager for Ricoh

MName Type Size
T lib File folder
7 resources File folder
T sample files File folder
1D lcon lean 3TKB
£ rf IDEAS Remote Card Reader Manager for Ricoh v1.5.0 Executable Jar File 365 KB
18, uninstall Application 85KB
5 rf IDEAS Remote Card Reader Manager for Ricoh v1.5.0 O X
Documentation & Help v
Single Device C don | Muiti Device C ion | End-User License Agreement
R e % Li:l:::‘:l;gwifml\ Utilities
DEvice; ’ e, ‘ Technical Suppoit Request Form
Device i Password | Suggest New Features or Enhancements

CIS Plugin Installer T Status. rr- \

Mode:  ® Deploy C Undeploy O Verify

Reader Plugin(s) Deployment File (.JSON) nlectiie,

20
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4.5 Uninstallation
There are two methods to uninstall the rf IDEAS Remote Card Reader Manager for Ricoh

. Usi Application Fold
«  Navigate to the Application Folder
«  Goto the folder structure where the application is installed.
«  Double-click on the Uninstall executable.

16, uninstall Application 85KB

ID rf IDEAS Remote Card Reader Manager for Ricoh v1.5.0 Uninst... —

Uninstalling —
Please wait while rf IDEAS Remote Card Reader Manager for Ricoh v1.5.0 is being ID
uninstalled. i
|
I0 rf IDEAS Remote Card Reader Manager for Ricoh w1.5.0 Uni...
e Do you want to continue the uninstallation?
Yes Mo
tf IDEAS Remote Card Reader Manager for Ricob w1.5.0
Close Cancel
2. Using the Start Menu
«  Using Control Panel
«  Click on the Start Menu.
- Goto Menu > All or Menu > Apps.
- Right-click on rf IDEAS Remote Card Reader Manager for Ricoh.
Q rf IDEAS Remote Card Reader Manager for Ricoh
<P Pinto Start
More >
TJ Uninstall
«  Click on “Uninstall”.
- Control Panel window will open.
«  Search for the application in Uninstall or change a program.
+  Right-click on rf IDEAS Remote Card Reader Manager for Ricoh.
- Click on Uninstall/Change. — = —
1D f IDEAS Remote Card Reader Manager for Ricoh v1.5.0 Uninst...  —
Uninstalling —
Please wait while rf IDEAS Remote Card Reader Manager for Ricoh v1.5.0 is being | D
uninstalled. —
ID f IDEAS Remote Card Reader Manager for Ricoh v1.5.0 Uni...

0 Do you want to continue the uninstallation?

Yes No

. To continue Uninstallation, select “Yes".

User Manual 2
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5. Configure the rf IDEAS Remote Card Reader Manager for Ricoh
5.1 Single Device Configuration (one rf IDEAS Card reader connected to Ricoh MFP)

511 Login & Verify that CIS Plugin is Installed

+ Click on the Single Device Configuration tab

- Enter the IP address + Admin credentials (Username and Password) for the Host MFP (MFP onto which the rf IDEAS
reader is connected to)

+ Click on the “CIS Plugin Installer” tab

- Set the CIS Plugin installer's mode to “Verify”

Single Device Configuration | Multi Device Configuration |

Device IP Address 101021112 |

Device A or Username [zdmin |

Device Administrator Password ‘ll.. |

CIS Plugin f Status rConﬁnura ion |

Mode: ) Deploy ) Undeploy @N’er’ﬂ'};

Reader Plugin{s) Deployment File {.JSON) Select File

\ Proceed i Reset

+ Click on the Select file button to load the rf IDEAS plugin “deployment” .json file

Single Device Configuration r Multi Device Configuration |

Device IP Address  [10.10.211.12 |

Device Admini or Username \admin ‘

Device Administrator Password ‘u--- ‘

CIS Plugin | status | Configuration |

Mode: ' Deploy ) Undeploy @ Verify
Reader Plugin(s) Deployment File {JSON)

It Open H

Look In: ‘ﬂ resources "| E
| ¥ depmcammerﬂ]'

File Name:  [deploycardreaderjson |

Files of Type: |Jsou (Comma delimited) (*.json) |v|

+ Select the following file:

rf IDEAS Remote Card Reader Manager for Ricoh\resources\deploycardreader.json, and click Open
+ Click “Proceed” button
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511 Login & Verify that CIS Plugin is Installed

Note: If reader and VID/PID is changing, then follow the below steps for CIS Plugin installer.

-f IDEAS

(For other applications like Streamline or CloudStream, the Plugin and VID PID may not be correct by default. Please see

documentation of those tools for how to upload rf IDEAS plugin or set correct VID PID.)

Steps to change VID/PID:

- Check the reader VID/PID and if it is changing, update the VID/PID in json file and re-install CIS Plugin (using “Deploy”)

+ Example: if VID should be 0C27 and PID should be 3B4C, then under deploycardreader.json file, edit to:

“cis_plugin_settings":{
“class”:"KSR",

“package_name":"com.ridp.usb.cis.rfideas”,

“name”:"pcProx Card Reader”,
“vendor_id":"0C27",
“product_id":"3B4C"

3

- Save the file and use that file while performing CIS Plugin Installation (“Deploy”)

Sample Responses
Plugins are installed on MFP

single Device C ion | Multi Device C ion |

Device IP Address [10.10.211.12 |
Device Admini [admin |

Device i F |luo |

CIS Plugin Installer | Status | Configuration |

Mode: () Deploy O Undeploy @ Verify
Reader Plugin(s) Deployment File (.JSON) C:\Program Files\uf IDEAS Apps\f_IDEAS_ Select File

Proceed I Reset |

C:\Program Files\f IDEAS Apps\f_IDEAS Remote_Card_Reader_Manager_for_Ricoh_alpha_v1.3.0-alpha+328\r

2024-03-19 14:06:09 . Info: Processing device 10.10.211.12 - CIS Plugin installation status verification.

2024-03-19 14:06:11 : Debug: [10.10.211.12] Trying to connect.

2024-03-19 14:06:11 ; Debug: [10.10.211.12] Checking device compatibiliy...

2024-03-19 14:06:40 : Debug: [10.10.211.12] isSOP = true. Connected to mop success.

2024-03-19 14:06:40 ; Debug: [10.10.211.12] Checking if sendet conf needed,

2024-03-19 14:06:40 : Info: [10.10.211.12] RxConfSendet is not needed

2024-03-19 14-06:48 : Debug[10.10.211.12] received app info list 39
2024-03-19 14:06:48 : Info: [10.10.211.12] Verification success! App is installed. 1667760129
2024-03-19 14.06:48 . Info: [10.10.211.12] Verificaion success! App is inslalled. 1667760130

0ods; 1070, 5 gl [
2024-03-19 14:06:52 : [Info|10.10.211.12] setting reader were fetched...
2024-03-19 14:06:52 : [Info|10.10.211.12] setting authentication is enabled. SUCCESS

2024-03-19 14:06:52 : [Info|10.10.211.12] setting <USB_CLASS= is equal: KSR SUCCESS

2024-03-19 14:06:52 : [Info|10.10.211.12] selting <FLUGIN=> is equal: com.ridp.usb.cis rMdeas SUCCESS
2024-03-19 14:06:52 ; [Info|10.10.211.12] sefting <READER NAME= is equal: pcProx Card Reader SUCCESS
2024-03-19 14:06:52 : [Info|10.10.211.12] setting <VENDOR_ID= is equal: 0C27 SUCCESS

2024-03-19 14:06:52 ; [Info|10.10.211.12] sefting <PRODUCT_ID> is equal; 3BFA SUCCESS

2024-03-19 14:06:52 : [Info|10.10.211.12] sefting <READER USED= is equal: USB SUCCESS

2024-03-19 14:06:52 : [10.10.211.12] Process complete.

User Manual

dreaderjson

2024-03-19 14:06:10 : Reading Reader Configs from file: C:\Program Files\f IDEAS Apps\i_IDEAS_Remote_Card_Reader_Manager_for_Ricoh_alpha_v1.3.0-alpha+328\resources\deploycardreader json
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511 Login & Verify that CIS Plugin is Installed

Plugins are not installed on MFP

Single Device C ion | Multi Device C ion |

-f IDEAS

Device IP Address [10.10.211.12 |

Device Administ tor Username |admir| |

Device Administrator Password [sess |

CIS Plugin Installer | Status | Configuration |

Mode: (O Deploy O Undeploy ® Verify

Reader Plugin(s) Deployment File (JSON) C:\Program Files\f IDEAS Apps\r_IDEAS_

Proceed /[ Reset

'C-\Program Filesuf IDEAS Apps\rf_IDEAS _Remote_Card_Reader_Manager_for_Ricoh_alpha_v1.3.0-alpha+328\ \

ploycardreader.json selected.

2024-03-19 15:14:40 : Info: Processing device 10.10.211.12 - CIS Plugin installation status verification.

2024-03-19 15:14:41 : Debug: [10.10.211.12] Trying to connect.
2024-03-19 15:14:41 : Debug: [10.10.211.12] Checking device compalibility...
2024-03-19 15:15:08 : Debug: [10.10.211.12] isSOP = true. Connected to mop success.
2024-03-19 15:15:08 : Debug: [10.10.211.12] Checking if sendet conf needed,
2024-03-19 15:15:08 : Info: [10.10.211.12] RxConfServiet is not needed

2024-03-19 15:15:16 . Wam: [10.10.211.12] Verification failed! App is missing. 1667760129
2024-03-19 15:15:16 : Wamn: [10.10.211.12] Verification failed! App is missing. 1667760130
20280510 15,1516 . [T0. 10211 121 Process complete

—i

51.2 If rf IDEAS Plugin is not Installed

- If the rf IDEAS plugins are not installed, please set the CIS Plugin Installer's mode to “Deploy”

[ single Device Configuration | Multi Device Configuration |

2024-03-19 15:14:40 : Reaaing Reader Configs from file: C:\Program Files\i IDEAS Apps\_IDEAS_Remote_Card_Reader_Wanager_for_Ricon_alpha_v1.3.0-alpha+328Iresourcesideploycardreader json

Device IP Address [10.10.211.12 |

Device Administrator Username  [admin |
Device Admini or Password [eess |
CIS Plugin | status | Configuration |

Mode: ® Deploy ) Undeploy (0 Verify

Reader Plugin(s) Deplayment File (.JSON)

| Proceed | | Reset| |

« Click on the Select file button to load the rf IDEAS plugin “deployment” .json file
« Select rf IDEAS Remote Card Reader for Ricoh\resources\deploycardreader.json
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51.2 If rf IDEAS Plugin is not Installed

single Device Configuration |  Multi Device Configuration |
Device IP Address [10.10211.12
Username [admin |
Password [vess ]
CIS Plugir [ “status | Configuration |
Mode: ® Deploy © Undeploy O Verify
Reater Pai(s) Delorment i S0H)
Proceed I Reset
10 Open x
ookl [resources -]
[ deploycardreader json|
File Name: |, json |
Files of Type: [JSON (Comma delimited) (~json) -]
T

+ Click the "Proceed” button
« Click "Yes" for the rf IDEAS CIS Plugin(s) to be installed on the target Ricoh MFP

Log File Responses
Plugins have been successfully deployed
L = 1

Device IP Address [10.10.211.12 ]

Device Administrator Username  [agmin |

Device Administrator Password [sess ]

CIS Plugin Installer | Status | Confi ]

Mode: @ Deploy O Undeploy O Verify
Reader Plugin(s) File (JSON) C\U OneDrive - MDEASDes} | Select File |

Proceed Il Reset ]

CWsers\jcidulka\OneDrive - MIDEAS\DeskiopWf_IDEAS_Remote_Card_Reader_Manager_for_Ricoh_alpha_v1.3.0-alpha+328\resources\deploycardreader json selected.

2024-03-25 09:56:50 : Info: Processing device 10.10.211.12 - CIS Plugin instaliation

2024-03-25 09:56:51 : Debug; [10.10.211.12] Trying fo connect.

2024-03-25 09:56:51 : Debug: [10.10.211.12] Checking device compatibility...
2024-03-25 09.57.26 : Debug; [10.10.211.12] isSOP = true. Connected to miop success
2024-03-25 09:57:26 : Debug: [10.10.211.12] Checking if serviet conf needed.
2024-03-25 09 5726 - Info (10 10 211121 BxC: ispotneeded

‘Info: [10.10 211 12]Installation success: com ridp usb.cis rideas
+Info: [10.10.211.12] Installation success: com.ridp.ufils.configsendet
20240325 0057 37 1 [10.10.211.12] a55/Gn reader 1o CIS piugin _

2024-03-25 09:57:40 : [Info|10.10.211.12] setfing reader were fetched..

2024-03-25 09:57.42 : Rebooting Device, this may take a few minules...

2024-03-25 10:08:29 : Reboot completed successfully.

The Remote Card Reader Manager application will automatically reboot the MFP after plugin installation.

Undeploy Function:

2024-03-25 09:56:50 : Reading Reader Configs from file: C:\sersycidulka\OneDrive - MIDEAS\Desklop\_IDEAS_Remote_Card_Reader_Manager_for_Ricoh_alpha_v1.3.0-alpha+328\resources\deploycardrea

-f IDEAS

+ You can Undeploy any plugin file uploaded to the MFP via the rf IDEAS Remote Card Reader Manager for Ricoh

application by selecting the “Undeploy” radio button, then clicking the “Select File” button.

« Itis not able to Undeploy plugin files installed via WIM or RIM.
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25



-f IDEAS

5.1.3 Using Ricoh's Remote Installer Manager (RIM) to install RfldeasReaderPlugin &
RiDPConfigServletinstaller

1. Install RIM

2. Start RIM NOTE: Don't forget to set the Ricoh MFP admin credentials under File\Environment Setting\Device
Communication Settings\Authentication Settings!

3. Right-click on Device List

4. Click on Add, and Select > Manual Entry to input the IP address of one Ricoh MFP with a Ricoh Card Reader
(Manufactured by rf IDEAS)

5. Right click on the Ricoh MFP, Select Offline Operations > Install [2visit course]...> 1. Install [Device]

6. Select RfldeasReaderPlugin.zip, and click Open

7. Click Yes in the Remote installer Manager Popup window NOTE: Do not turn the device's power off while the process is
being performed

8. Wait for the process to be completed. NOTE: you can also access the Ricoh MFP locally (Panel) or via WIM to
confirm that the plugin was installed

9. Repeat steps 5 thru to 8 for RiDPConfigServletinstaller.zip

10. Close RIM

5.1.4 Using WIM to Install RfldeasReaderPlugin & RiDPConfigServletinstaller

- RfldeasReaderPlugin.zip v1.1.0 and RiDPConfigServletinstaller.zip v2.02.28 can be installed/removed via WIM using
below

1. WIM --> Device Management --> Configuration --> Install.

: RICOH N
\

i Status/Information » B Device Name

Configuration
Address Book

@ Device Management »

E Print Job/Stored File »
Main Power Off

. Browse to the RFldeasReaderPlug-in.zip on your local PC.

. Click "Display Extended Feature List".

. Select the Radio button in the Total Applications list.

. Click "Install” button.

. Verify that RfldeasReaderPlugin.zip v1.1.0 is installed successfully. Information regarding the installed applications
can be confirmed from the Extended Feature Setting’s Extended Feature Info screen and the Startup Setting screen.
6.1 Click on Extended Feature Info (Startup Setting) from the Extended Feature Settings menu. Up to 4 applications

can be displayed at once. Changes are not possible. Changing pages is done by clicking on the index button.
6.2 Click on the properties button of the application that you wish to display information for. Return to the
“Extended feature Info” page with the “Back” button.
7. Repeat steps 2-6 above for RiDPConfigServletinstaller.zip

(SN O I S ONE V)
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5.1.4 Using WIM to Install RfldeasReaderPlugin & RiDPConfigServletinstaller

User Manual

8. Register the CIS plugin. The CIS plugin needs to be registered to the MFP. In January 2019, Ricoh released a new

model generation with G2.5 panels. Therefore, different arrangements of the MFP configuration for CIS plugin
registration are described in the following subsections.
8.10n G3 Panels
+ Press “Settings”.
+ Press “System Settings”.
- Press “Network/Interface”.
« Press “Control Panel: External Interface Software Settings”.
- Select “IC Card Software Settings” and ensure that “Proximity Card Reader” is enabled.
- Select "Proximity Card Reader”. This window will ask you to connect your card reader.
« Plug your rf IDEAS Card Reader to the left or back of the SOP panel.
+ A dialog will be shown that your card reader was registered.
- Click "OK".
+ The "Proximity Card Reader Settings” page will display as follows: Please verify that Vendor ID: “0c27" and
Product ID “ToDo" are set. In addition, the "Auth.” checkbox must be enabled.
8.2 0n G2.5 Panels
- On the Home Screen of the SOP click "User Tools".
« Select “Screen Features”.
- Scroll to the bottom of the list and select “Screen device settings”.
- External Interface Software Settings.
- Select “IC Card Reader” and ensure that “Proximity Card Reader” is enabled.
« Select "Proximity Card Reader Settings”. This window will ask you to connect your card reader.

- Plug your RF ideas Card Reader to the right side of the SOP panel. (You may need to remove the bracket first).

- If the cabling is unclear, please refer to the “Service Manual” of the specific Ricoh MFP for more detailed
instructions.

+ The "Proximity Card Reader Settings” page will display as follows: Please verify that Vendor ID: “0c27" and
Product ID “3BFA" (alternatively 3CFA) are set.

« In addition, the "Auth.” checkbox must be enabled. Click “Ok”".

+ Use the "OK" and "back” button to return to home screen.

+ Reboot the device.

8.3 0n G2.5 Panels with ACT 1.2s

+ Press “System Settings”.

- Press “Network/Interface”.

- Press “External Interface Software Settings”.

- Select “Proximity Card Reader”.

« Press "Proximity Card Reader Software Settings”

+ Plug the card reader into the tablet.

+ A "Toast” message pops up “The card reader has been registered”. This message will disappear after a few
seconds.

+ Enable checkbox Authentication to "Active”.

- Select as Software to use “RFldeasReaderPlug-in”.

+ Press “OK".

+ Go back to home screen.

+ Reboot the MFD.

8.4 On G2 Panels

- On the Home Screen of the SOP click "User Tools".

« Select "Screen Features”.

- Scroll to the bottom of the list and select “Screen device settings”.

- ICCard/Bluetooth Software Settings.

- Select “IC Card Software Settings” and ensure that “Proximity Card Reader” is enabled.

« Select "Proximity Card Reader Settings”. This window will ask you to connect your card reader.
Plug your rf IDEAS Card Reader to the right side of the SOP panel.

+ A dialog will be shown that your card reader was registered.

- Click "OK".

+ The "Proximity Card Reader Settings” page will display as follows: Please verify that Vendor ID: “0c27" and
Product ID “ToDo" are set. In addition, the "Auth.” checkbox must be enabled.
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5.1.5 Checking reader status in Single Device Configuration

« Click on the Status tab
« Click on the “Get Status” button

Log File Responses
Successful Results

Single Device Configuration r Multi Device Configuration |

Device IP Address [10.10.211.12 |

Device Administrator Username |30m|n |

Device Administrator Password |uu |

[ C18 Piugin Installer | Status | Configuration |

024-03-25 10:16:36
Connecting to & Checking status of FIDEAS reader@Ricoh MFP with IP Address=10.10.211.12
Reader status = RemoteCardReaderStatus [cisMName=com.ridp.usb.cis.fideas, pluginld=1667760129, stateCode=ATTACHED, manifacturer=Rfldeas, model=PcProx, firmware=, lastFwChange=, configuration=,
Request sentto rf IDEAS reader@Ricoh MFP with IP Address= 10.10.211.12 processed successfully.
Reader(=Rfideas, PcProx, , ., J@Ricoh MFP with IP Address=1010.211.12
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51.6 Upload Secure .HWG+ file

Configure reader card types, reader settings and data formatting.

« Click on the "Configuration” tab

« Click the arrow next to “Choose File Type to Upload” and select .HWG+(secure)

- Click on the "Select File” button

+ Choose the Secure .HWG+ file you would like to send to the reader, and then click “Open”.

NOTE: the current version of RCRM does not allow you send to Secure .HWG+ and Secure Blob .INI files at the same
time. This is a feature we plan to release in the future.

+ You will see the Configuration File settings below

[ CIS Plugin Installer |  Status | Configuration |

|.HWG—!{5ec‘ure) | v| H\4 - Customers\Ricoh\TestingiM| Testing\Ankush Files\John C Testing\LEGIC CARD 1 SECURE.hwg+ Select File | | Upload

12024-03-2510:46:18
H:\& - Customers\RicohiTestingliNI TestinglAnkush FilesUohn C TestingLEGIC CARD 1 SECURE hwg+ selected

'— rf IDEAS Configuration File Start—
Configuration #1 HID_PROX_RDR608X_COMPATIBLE(H10201 by default), High Priority= OFF

I

COMMUNICATION PROTOCOL

| - Keystroke

|

FORMAT: DATAFORMAT Mode

| - Strip leading bit count=1
- Strip trail bit count =1
- 1D Field bit count = 16
- 1D format = Decimal

-Beep on card read = ON

I

I

I

I

READER + CARD READ STATUS INDICATOR
I

| - LED = AUTO(Reader)

SAMPLE QUTPUT: <= < <= =|Dx== < ===

(— rf IDEAS Configuration File End—/

+ Click the "Upload” button
+ Choose "Yes” when ready to proceed with configuring a single rf IDEAS reader.

[ Single Device Configuration | Multi Device Configuration |

Device IP Address [10.10.211.12 |

Device Admini: or Username  [aamin |

Device Administrator Password |I..l |

[ CIS Plugin Installer |  Status | Configuration |

‘.HWG—-{secure} |v| H:\A - Customers\Ricoh\TestingliMI Testing\Ankush Files\John C Testing\LEGIC CARD 1 SECURE.hwg+ Select File

Upload

[2024-03-25 10:47:27

H:AA - Customers'\RicohiTesting\iMI TestinglAnkush Files\John C TestingLEGIC CARD 1 SECURE.hwg+ selected.
Waiting for user's input..

Confirmation X

Would you like to proceed?
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5.1.6 Upload Secure .HWG+ file
Log File Responses
Successful Results

Single Device Ct | Mutti Device Configuration |

Device IP Address [10.10.211.12 |
Device Administrator Username |admm |

Device Administrator Password [sses |

CIS Plugin Installer | Status | € |

HWG+(secure) ] - | HAA - Customers\Ricoh\TestingUNI Testing\Ankush Files\John C Testing'LEGIC CARD 1 SECURE hwg~ Select File | | Upload ]

2024-03-25 10:47:27
HWA - Customers\RicohiTestingMI TestinglAnkush Files\ohn C TestinglLEGIC CARD 1 SECURE hwg+ selected.
Mvaiting for users input...

[2024-03-25 10:49:07
[The user selected Yes.
(IConnecting to & Configuring rf IDEAS reader@Ricoh MFP with IP Address=10.10.211.12

Reader configuration result = 201,
(Configuration successfully uploaded to if IDEAS reader@iIP Address = 10.10.211.12.

Connecting to & Checking status of rf IDEAS reader@Ricoh MFP with IP Address=10.10.211.12

Reader status = RemoteCardReaderStatus [cisMame=com.ridp.usb.cis fideas, pluginld=1667760129, stateCode=ATTACHED, manifacturer=Rfideas, model=PcProx, firmware=, lastFwChange=, configuration=1
Request sentto 1 IDEAS reader@Ricoh MFP with IP Address= 10.10.211.12 processed successfully.
Reader(=Rfideas, PcProx. ., LEGIC CARD 1 SECURE hwg+, 2024-03-25 11:16)@Ricoh MFP with IP Address= 10.10.211.12

5.7 Upload Secure Blob *.ini file

Configure Smartcard secure reader settings and security keys (sent to SAM card) for Legic and MIFARE Smartcards.
Note: If you are updating both Secure Blob *.INI and Secure .HWG+ files, you must update the Secure Blob *.INI
before updating the Secure .HWG+ file.

«  Click on the "Configuration” tab
«  Click the arrow next to “Choose File Type to Upload”, and select .INI(Blob*, secure)

- Navigate to the appropriate Secure Blob *.INI file for the customer, and then click “Open”
«  You will see the Configuration File settings below

Single Device Configuration | Multi Device Configuration |

Device IP Address [10.10.21112 |

Device Administrator Username |adm|n |

Device Admini ir Password [sess |

[ CIS Plugin Installer |  Status | Configuration |

‘JNI{Bbb‘,secureJ | X ‘ Select File | | Upload

D Open X

Look In: ||j John C Testing |'| E

[ LEGIC CARD 1 SECURE.ini

D LEGIC CARD 2 SECURE.ini

D MIFARE Classic Card 1 Secure.ini

D MIFARE Classic Card 2 Secure.ini

D MIFARE DESFire Secure Card 1_2 Secure.ini

File Name:  |LEGIC CARD 1 SECURE.ini |

Files of Type: ‘ Reader Configuration File (.INI)
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5.7 Upload Secure Blob *.ini file

« Click the "Upload” button
+ Choose "Yes" when ready to proceed with configuring a single rf IDEAS reader.

Single Device Configuration | Multi Device Configuration |

Device IP Address [10.10.211.12 |

Device Administrator Username ‘admm |

Device Admini or Password [sees |

[ CIS Plugin installer | Status | Configuration |

|JIII[B{0h"’, secure) ‘v‘ H:\& - Customers\Ricoh\TestingUNI Testing\ankush Files\ohn C TestinglLEGIC CARD 1 SECURE.ini Select File | | Upload

12024-03-25 12:58:34
H\A& - Customers'Ricoh\TestingNI Testing\Ankush FilesUohn C Testing\LEGIC CARD 1 SECURE.ini selected.
\Waiting for user's input...

Confirmation X

Would you like to proceed?

Log File Responses
Successful Results

Single Device Configuration | Multi Device Configuration |

Device IP Address [10.10.211.12 |

Device Administrator Username |adm|n |

Device Administrator Password [sses ]
“"CIS Plugin Installer |  Status | Configuration |

JNI{Blob*, secure} |v[ H:\A - Customers\RicohiTestingViNI TestinglAnkush Files\John C TestinglLEGIC CARD 1 SECURE.ini Select File l [ Upload

[2024-03-25 13:00:56
H\A - Customers\Ricoh\TestingUNI Testing\Ankush Files\John C Testing\LEGIC CARD 1 SECURE.ini selected.
Waiting for user's input.

[2024-03-25 13.00:58
The user selacted Yes
(Connecting o & Configuring f IDEAS reader@Ricoh MFP with IP Address=10.10.211.12

Reader configuration result= 201,
(Configuration successfully uploaded to if IDEAS reader@IP Address = 10.10.211.12

iConnecting to & Checking status of rf IDEAS reader@Ricoh MFP with IP Address=10.10.211.12

Reader status = RemoleCardReadersStatus [cisName=com.ridp.usb.cis.Mdeas, pluginld=1667760129, staleCode=ATTACHED, manitacturer=Rfideas, model=PcProx, firmware=, |astFwChange=, configuration=L
Request sentto if IDEAS reader@Ricoh MFP with IP Address= 10.10.211.12 processed successfully.
Reader(=Rfldeas, PeProx, ,, LEGIC CARD 1 SECURE. ini, 2024-03-25 13:28)@Ricoh MFP with IP Address= 10.10.211.12
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5.8 Upload a Secure EN.hex file

Loading .hex firmware file into reader

+ Click on the “"Configuration” tab

+ Click the arrow next to “Choose File Type to Upload” and select .hex secure file

+ Click on the "Select File” button

« Choose the EN.hex file you would like to send to the reader, and then click “Open".
+ You will see the selected file below with the path.

[ CIS Plugin Installer |  Status | Configuration |

|.HEx (en.hex, secure) | - | D:\Hex filsWWNC010400UPX700-16728_EN.hex

H Upload

[2024-12-02 12:08:51
D:\Hex fileWYNCO010400UPX700-16728_EN.hex selected.

+ Click the "Upload” button
+ Choose "Yes” when ready to proceed with configuring a single rf IDEAS reader.

[ CIS Plugin Installer |  Status | Configuration |

|.||Ex|en.nex, secure) |v‘ D-\Hex fileWNC010400UPX700-16728_EN hex Select File | | Upload

|2024-12-02 12:13:58
DriHex fileWNC010400UPX700-16728_EN.hex selected.
Waiting for users input...

Confirmation X

Would you like to proceed?

Once firmware upgrade has started then “Firmware update is still in progress” message will display on screen until
complete. Re-start the same process if there is an interruption.
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51.8 Upload a Secure EN.hex file

[ CIS Plugin Installer | Status | Configuration |

|.HEx{en.I|ex, secure) ‘v| DriHex file\ NC240100UPXTMO_EN hex Select File | ‘ Upload

FEX eV Z30 TOUUF AT WO _ETVITE ETECET.
aiting for users input..

2024-12-02 12:23:08
[The user selecled Yes
Connecting to & Configuring rf IDEAS reader@Ricah MFP with 1P Addres s =] N

Firmware update started

Firmware update is still in progress.
Firmware update is still in progress.
Firmware update is still in progress
Firmware update is still in progress.
Firmware update is still in progress.
Firmware update is still in progress
Firmware update is still in progress.
Firmware update is still in progress
Firmware update is still in progress.
Firmware update is still in progress.
Firmware update is still in progress
Firmware update is still in progress.
Firmware update is still in progress.
Firmware update is still in progress
Firmware update is still in progress.
Firmware update is still in progress
Firmware update is still in progress.
Firmware update is still in progress.
Firmware update is still in progress

The user selected Yes.
Connecting to & Configuring rf IDEAS reader@Riceh MFP with IP Address=/ENG_:

Firmware update started.

Firmware update is still in progress...
Firmware update is still in progress..
Firmware update is still in progress...
Firmware update is still in progress..
Firmware update is still in progress...
Firmware update is still in progress..
Firmware update is still in progress..
Firmware update is still in progress...
Firmware update is still in progress..
Firmware update is still in progress...
Firmware update is still in progress..
Firmware update is still in progress...

Feader canfiguration result = 201
File successfully uploaded to f IDEAS reader@IP Address = [ ENENEEEE
Connecting to & Checking status of rf IDEAS reader@Ricoh MFP with IP Address =R
Feader status ={
"cisMame™ "com.ridp.usb.cis.fideas”,
"pluginld™ "1667 7601297,

“cardReaderDetails™ {
"manufacturer”. "Rfldeas”,
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5.1.9 Upload a Secure BLE .hwg+ file

Configure reader card types, reader settings and data formatting for mobile Bluetooth reader.
NOTE: same steps apply for a BLE settings and BLE key file.

+ Click on the “Configuration” tab

- Click the arrow next to “Choose File Type to Upload” and select .HWG+ (secure BLE)

« Click on the "Select File” button

« Choose the Secure BLE .HWG+ file you would like to send to the reader, and then click “Open”.

10 rf IDEAS Remote Card Reader Manager for Ricoh v1.7.0

* single Device Configuration " Muiti Device Configuration |

-f IDEAS

— m} X

Documentation 8 Help v

Device IP Address _

Device Administrator Username |adrr|in |

Device Administrator Password | |

[ CIS Plugin Installer |  Status | Configuration |

Upload

|,HWG+ {secure BLE) | - | D:\OrangePackData\OrangePackData hwg+ Se)et:l File | ‘

2025-03-27 18:41:50
D-\OrangePackData\OrangePackData hwg+ selected

« Click the “Upload” button
+ Choose "Yes” when ready to proceed with configuring a single rf IDEAS reader.
+ Log File Responses for Successful Results:

[ C15 Plugin Installer |  Status | Configuration |

‘ .HWG+ (secure BLE) | - | DAOrangePackData\OrangePackData. hwg+ Select File

| | Upload

2025-04-0115:32:24
D:\OrangePackDataiOrangePackData.hwg+ selected.
Waiting for users input...

2025-04-01 15:32:26
[The user selected Yes.
Connecting to & Configuring rfIDEAS reader@Ricoh MFP witn 1P address=| | | |

1201 Reader configuration result

File successfully uploaded to rf IDEAS reader@IP Address = NN I

Connecting to & Checking status of f IDEAS reader@Ricah MFP with 1P Address =] NGTGTzcN

Reader status = {

“cigMame”: "com.ridp.usb.cis.Mideas”,
"pluginld™ "1667760129%,
“cardReaderDetails™ {

“manufacturer”: "Rfideas”,

"model”; "PcProx",

“cardReaderStatus™ "ONLINET,

"connectionStatus™ "ATTACHED",

“firmware™ ™,

“firmware_version™ "WN5020500UPX360 02.05.0-18904",
“lastFWChange™ ™,
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5110 Upload Onefile.zip

Loading Onefile.zip file into reader:

+ Click on the "Configuration” tab

- Click the arrow next to “Choose File Type to Upload” and select .Zip (One File)

+ Click on the "Select File” button

« Choose the onefile.zip file you would like to send to the reader, and then click “Open".
+ You will see the selected file below with the path.

0 1f IDEAS Remote Card Reader Manager for Ricoh v1.8.0 e *
Documentation & Help v
single Device C ion | Muilti Device C ion_|

Device Administrator Username ’admin—\

Device Administrator Password \ |

[ CIS Plugin Installer |  Status | C ion |

‘ZIP {One File) |v| C:\Program Files (x86)\rf IDEAS Remote Card Reader Manager for Ricoh\sample_files\test onefile.zip 'Select File ‘ | Upload

12025-11-28 14:55:58
C\Program Files (xB6)\f IDEAS Remote Card Reader Manager for Ricoh\sample_files\est onefile zip selected.

“created_date™ "2025-11-28T09:23:32",
“hash_algerithm™ "SHA258",
"manifest™ {
"ENCRYPTED_NOTATED_HEX"™ {
“hash™ "01ab8i874775d2e64i6e2a81c10debe04225dccd 156186eM36323462741ca2547,
“path”™ "WHN5020900UPX7L0-20029_EN.hex”
)
“INI_BLOB™ {
"hash™ "cbd3edf7fe4204c6d6564f9f28508bfA665c57736cc11932bf639h4db77c8eBd”,
“path™ “latest leaf MFP 8.ini"

h
"SECURE_HWG™ {
“hash™ "3ffc3c38441229b313fb8e3570356d19fc893038d41a7b6e7ceB5617 1cdeecy”,
“path™ "Hwag for onefile.hwg+"
¥
h
“strategy™ [
"ENCRYPTED_NOTATED_HEX",
“INI_BLOBE",
"SECURE_HWG"
1
“version™ ™1.0"

+ Click on Upload Button.
+ Choose "Yes" when ready to proceed with configuring a single rf IDEAS reader with multiple files via a One File.

1D f IDEAS Remote Card Reader Manager for Ricoh v1.8.0 ] X

Documentation & Help v

Single Device Configuration r Multi Device Configuration ‘

Device IP Address _

Device Administrator Username |admm |

Device Administrator Password | |

[ CIS Plugin Installer |  Status | Configuration |

‘ZIP({}ne File) ‘ v‘ C:\Program Files (xB6)\f IDEAS Remote Card Reader Manager for Ricoh\sample_filesitest onefile zip Select File ‘ ‘ Upload

|2025-11-28 17:45:10
C:\Program Files (x86)uf IDEAS Remote Card Reader Manager for Ricohisample_files\test onefile zip selected.
Waiting for user's input

Confirmation X

Would you like to proceed?

User Manual 35



-f IDEAS

5.2 Multi-Device / Fleet Configuration

Note: If reader and VID/PID is changing, then follow the below steps for CIS Plugin installer.

(For other applications like Streamline or CloudStream, the Plugin and VID PID may not be correct by default. Please see
documentation of those tools for how to upload rf IDEAS plugin or set correct VID PID.)

Steps to change VID/PID:

- Check the reader VID/PID and if it is changing, update the VID/PID in json file and re-install CIS Plugin (using “Deploy”)
« Example: if VID should be 0C27 and PID should be 3B4C, then under deploycardreader.json file, edit to:

“cis_plugin_settings"{
“class”"KSR”,

“package_name":"com.ridp.usb.cis.rfideas”,
“name”:"pcProx Card Reader”,
“vendor_id":"0C27",

“product_id":"3B4C"

- Save the file and use that file while performing CIS Plugin Installation (“Deploy”)

5.21 Login & Verify that CIS Plugin is Installed

+ Click on the "Multi Device Configuration” tab

+ Enter the Admin credentials (Username and/or Password) for the target MFPs (= MFPs onto which the rf IDEAS reader
is connected to)

+ Click on "Select File” to load the .CSV containing all the target MFPs

[ single Device Configuration |~ Multi Device Configuration |

Device Administrator Username  [admin Device Administrator Password e

Device List {{CSV File)  H1A- Customers\Ricoh\Testing\Fleet MFP CSVS\RCRM_Sample_MFP_List_2MFPS_1Group csv |

Select File | | View .CSV file Content
CIS Plugin Installer | Fleet Configuration |
Mode: () Deploy () Undeploy ® Verify
Reader Plugin{s) Deployment File (.J SON)
File selection cancelled by user.
1D Open *

Look In: ‘U Fleet MFP CSVs

.@ .E .E .nn-E
|v| BE

|ﬂ Fleet Config Results Export

- Select your fleet .csv, and click “Open”
« Click on the "View .CSV file Content” button to review the list of target MFPs

( Single Device Configuration r Multi Device Configuration |

Device Administrator Username |admm Device Administrator Password ssse

Device List (.CSV File)  H\A - Customers\RicohiTesting\Fleet MFP CSVs\RCRM_Sample_MFP_List_2MFPs_1Group.csv ‘ Select File | ‘ View .CSV file Content
lf o = 1 Sz
I Device List *®
Device Display Name Address IP Address Operation Panel Group Comment

RdIM C2510 RNPO0267387A55Ctcds  [10.10.211.14 Smart Group1 Supported device

[MF' IM 550 RNPO02673B7A55Ckc.ds  |10.10.211.13 Smart Groupt Supported device

ﬁ
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5.21 Login & Verify that CIS Plugin is Installed

+ Click on the “CIS Plugin Installer” tab

+ Set the CIS Plugin Installer mode to "Verify”

+ Click on the “Select” file button to load the rf IDEAS plugin deployment .json file

- Select rf IDEAS Remote Card Reader Manager for Ricoh\resources\deploycardreader.json, and click Open

| Single Device Configuration | Multi Device Configuration |

Device Administrator Username |adm|n Device Administrator Password saee

Device List (CSVFile)  H:\A- CustomersiRicohiTesting\Fleet MFP CSVs\RCRM_Sample_MFP_List_2MFPs_1Group.csv | Select File ‘ ‘ View .CSV file Content

CIS Plugin Installer | Fleet Configuration |

Mode: () Deploy ( Undeploy @ Verify
Reader Plugin(s) Deployment File {.J SON)

File selection cancelled by user.

10 Open x
e g
[ deploycardreaderjson|

File Name: ‘deploycardre ader.json |

Files of Type: ‘JSGN (Comma delimited) {* json) ‘v|

carc

+ Click "Proceed”
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5.21 Login & Verify that CIS Plugin is Installed
« Click "Yes" to start rf IDEAS reader CIS plugin(s) installation on the Ricoh MFP

User Manual

Single Device Ct ion | Multi Devie don |
Usemame [gamn | Device Admi Password [ooss ]
Device List (.CSV File) HwCusmmers\Rmnn\Tesmng\nemMFPcsvS\RCRM,Samp\e,MFP,UstMFPsJsmupnsu\ Select File H View .CSV file Content
CIS Plugi Fleet C
Mode: () Deploy O Undeploy ® Verity
Reader File (JSON)  C:lL OneDrive - MDEAS\DesH

File selection cancelled by user.
C:\Wsersyeidulka\OneDrive - MIDEAS\Deskiop\f_IDEAS_Remote_Card_Reader_Manager_for_Ricoh_alpha_v1.2.0-alpha+328\resources\deploycardreader json selected.

Confirmation x

Would you like to proceed?

Log File Responses
Plugins are installed on MFPs

Single Device Configuration | Multi Device Conlig

Device i Usemame  [agmin | Device Password |
Device List [CSV File]  HA MFP GSVSIRCRM_Sample_MFP_List_2WFPs_1Group csv selectfie || View .SV file Content _

CIS Plugin Installer | Fleet Configuration

Mote: ) Depioy © Undeploy ® verty
Reader JSON) ¢ Orve - Selectle
[ Proceed I Reset

2024-03-25 14:23:10 - Dabug: [10.10.211.14] Tring fo connect.

2024-03-25 14:23:10 - Debug: [10.10.211.14] Checking device compatibility.
2024-03-25 14.23:30 - Debug: [10.10.211.14] ISSOP = rue. Connected o niop success.
2024-03-25 14:23:30 - Debug: [10.10:211.14] Checking if Serviet cont needed.
2024-03-25 14:23:30  Info: [10.10.211.14] RxConfSendet is notneeded

2024-03-25 14:23:36  Info: [10.10.211.14] Verification success| App (s installed. 1667760129
2024-03-25 14:23:36 2 Info: (10.10.211.14] Venfication SUCCess! App is Installed 1667760130
IO T IO O 2T TSI
2024-03-25 14:23:39  INf0I10.10 211.14] SeMing readsr were fefched

2024.03-25 142339  info}10.10.211.14] setting authentication is enabied SUCCESS

2024-03-25 142339  INfol10.10 211 14] setting <USB_CLASS= Is equak KSR SUCCESS

2024-03-25 142339 [Ino]10.10.211.14] setting <PLUGIN> i3 equal com ridp usb.cis rideas SUCCESS

2024-03-25 14:23:39  [Inol10.10 211 14] setting is £quat: peProx SUCCESS

|2024-03-25 142339 - [Ifo}10.10 211 14] sefing <VENDOR_ID> s equal 0C27 SUCCESS

2024-03-25 14:23:39  Iinol10.10 211 14] seting <PRODUCT_ID> i5 equal J8FA SUCCESS

12024-03-28 10.211.14] setting equal JCCES:

2024-03-25 14:23:30 - [10.10.211.14] Process complete.

2024-03-25 14:23:30 - Info: Processing device 10.10.211.13 - CIS Plugin installafion stahus verificatian.

|2024-03-25 142330 - file: CUsersijcidulkaiOneDrive - MIDEAS\Desktapi_IDEAS_Remate_Card_Reader_Manager_for_Ricoh_alpha_v1 3 0-alpha+328iresources\deploycardr(
2024-03-25 14:23.40 - Debug: [10.10.211.13) Trying 1o connect

2024-03-25 14:23:40 - Debug: [10.10 211 13] Checking device compatibilty._
2024-03-25 14:24.04 : Debug: [10.10.211.13)isSOP = true. Connected o mop success.
2024-03-25 14-24:04 - Debug: [10.10 211 13] Checking if serviet conf needed
2024-03-25 14:26:04: Info: [10.10.211.13] ReConfSenvet iz notnesdsd

2024-03-25 14:24:10  Info: [10.10.211.13] Verification success! App is installed. 1867760129

2024-03-25 14.24:10 - Info: [10.10.211.13] Veriication success! App is installed. 1567760130
& TEIETTITO IO T ™ TTETR

2024-03-25 14:24:15 - [INf0]10.10.211.13] sething readar were felched

2024-03-25 14:24:15 - Inf0]10.10.211.13] 818ng aumenticanon is enaviad. SUCCESS

2024-03-25 14:24:15 - Info[10.10.211.13] sefing <USB_CLASS> is equal’ KSR SUCCESS

2024-03-25 14:24:15 Infol 10.10.211.13] seting <PLUGIN= is equal. com ridp.usb.cis.rdeas SUCCESS

2024-03-25 14:24:15 - Info[10.10.211.13] seting qual: pePIox SUCCESS

2024-03-25 14:24:15 Infol 10.10.211.13] seting <VENDOR_JD> is equal: 0027 SUCCESS

2024-03-25 142415 Info[10.10 211.13] seting <PRODUCT_ID> is #qual 38FA SUCCESS

2024-03-25 14:24:15 - Infol 10.10.211.13] seting <READER USED> s equal USB SUCCESS

2024-03°25 1472300 Info. Processing dewice 10 10.211.14 - CIS Plugin instaliation S{alus venhication. T

2024-03-25 142310° fle G OneDrive - MDEASIDesKlop\1_IDEAS_Remate_Card_Reader_Manager_for_Ricoh_alpha_v1.3 0-alpha+328\esourcesideploycarar{

2024-03-25 14:24:15:110.10.211.13] Pracess complete.

Plugins are not installed on MFPs

Device Administrator Usemame  [agrmin Device Administrator Password euee
Device List (CSVFie)  H1A- Customers\RicohiTesting\Fiset MFP CSVs RCRM_Sample_UFP_List 2UFPs_1Group csy | selectrile || view csv e content

Mode: O Deploy C Undeploy ® Verity

igin(s) JSON) il Des) Seloct

[ Proceed 1 Reset

2024-03-25 1424152 Info: Processing devce 10.10.211.14 - CIS Plugin instaliation status verification

120240325 14:41.52 onfigs from fle:

2024-03-25 14:41:53: Debug: [10.10.211.14] Tring to connect.

12024-03-25 14:41:53 Debug: [10.10.211.14] Checking device compatbily..

[2024-03-25 14:4214 Debug. [10.10.211.14] ISP = true. Connected to mop success.

[2024.03-25 14:4214 Debug: [10.10.211.14] Checking if serfet conf needed.

2024-03-25 14242 14 . Inf0: [10.10.211.14] RXConfServet s notneeded

Warm: [10.10.211.14] Verification failed! App s
m jrification failed!

T10.10 211 18] FrocEss Complete.

{IDEAS_Remote_Card_Reader_lanager_for_Ricoh_alpha_v1.3.0-alpha+328Wesources\depioycardry

ing. 1667760120
ing. 1667760130

[2024-03-25 14:42.20: Info: Processing device 10.10.211.13 - CIS Plugin installaion status verification

12024-03-25 14:4220 Configs from file:C:
[2024-03-25 14:4220 : Debug: 10.10:211.13] Trying to connect

[2024.03-25 14:4220  Debug: [10.10.211.13] Checking devics compabilty..
[2024:03-25 14:4245 - Debug: [10.10.211.13]iSSOP = tue. Connected to rop success.
[2024-03-25 14:42:46  Debug. [10.10:211.13] Checking If sendet conf needed.
12024-03.25 14:42.48 - Info: [10.10.244.43] RaConfSenviet is not needed

{_IDEAS_Remote_Card_Reader_Hanager_for_Ricoh_ipha_v1.3.0-alphas328\resources\depioycarcry

[2024-03-25 14:4252 - Wam [10.10.211.13] Verification failec! Appis missing. 1667760129
[2024-03.25 14:4252 - Wam: [10.10 241 13] Verificaion failed! Appis missing 1867760130
ZErRbE e,
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5.2.2 If rf IDEAS Plugin is not Installed

User Manual

- If the rf IDEAS plugins are not installed, please set the CIS Plugin Installer ‘s mode to “Deploy”
+ Click on the “Select File” button to load the rf IDEAS plugin deployment .json file
- Select rf IDEAS Remote Card Reader Manager for Ricoh\resources\deploycardreader.json, and click Open

[ Single Device Configuration |  Multi Device C ion |

Device Administrator Username admin Device Administrator Password LIres
Device List (.CSV File)  H:A - CustomersiRicohiTestingiFleet MFP CSVS\RCRM_Sample_MFP_List_2WMFPs_1Group.csv | SelectFile ‘ | View .CSV file Content

CIS Plugin Installer | Fleet C ion_|

Mode: @ Deploy ) Undeploy O Verify

Reader Plugin(s) Deployment File (JSON)

Proceed | ‘ Reset

0 Open %

Look In: ‘U resources. "|
[ deploycardreaderjson|

File Name:  [deploycarareaderjson |

Files of Type: ‘JSON (Comma delimited) {*json)

+ After loading the .json file click the "Proceed” button
- Click on "Yes" for the rf IDEAS CIS Plugin(s) to be installed on the target Ricoh MFPs

Log File Responses
Plugins have been successfully deployed to MFPs

Single Device Configuration | Multi Device ¢

Device Administrator Username |admin ‘ Device Administrator Password |
Device List (.CSV file)  H\A - Customers'Ricoh\Testing\Fleet MFP CSVS\RCRM_Sample_MFP_List_2MFPs_1Group.csv ‘ Select File | | View .CSV file Content

[ €IS Plugin Installer | Fleet |

Mode: ® Deploy O Undeploy O Verify
Reader Plugin(s) Deployment File {./SON) ~ ClUsers\jcidulkaiOneDrive - MDEASIDesh

L Proceed

I
o

CUsers|cidulkaiOne|

p‘Tla~323‘V‘e§uu‘r'wé1n; c}ilbﬁ‘aﬁ‘a{.:é{méal‘é

2024-03-25 14:54:34 - Info: Processing device 10.10.211.14 - CIS Plugin installation

2024-03-25 14:54:34 - Reading Reader Configs from file: C:\Users\jcidulka\OneDrive - MIDEAS\Desktop\f_IDEAS_Remote_Card_Reader_Manager_for_Ricoh_alpha_v1.3.0-alpha+328\resources\deploycardreal

2024-03-25 14:54:34 - Debug: [10.10 211.14] Trying to conned.

2024-03-25 14:54:34 : Debug: [10.10.211.14) Checking device compatibility...

2024-03-25 14:54:54 - Debug: [10.10.211.14] isSOP = true. Connected to mop success

2024-03-25 14:54.54 - Deby 0.10.211.14) Checking if serviet conf needed.
024-03- R g 2d

2024-03-25 14:55:09 [10.10.211 14] Instaliation succe nidp.usb.cis Mdeas

2024-03-25 145522 110.10.211.14] Instaliation succe: nidp.ufils.configserdet
T TS T TN =

IO TUZ T 1A BTSN TEa0eT e
2024-03-25 14:55:25 - [Info|10.10.211.14] sefting reader were fetched.
2024-03-25 14:55:26 : Rebooting Device, this may take a few minutes ..
2024-03-25 14:58:50 - Reboot completed successfully

2024-03-25 14.58:50 - Info: Processing device 10.10.211.13 - €IS Plugin installatien.

2024-03-25 14:58:50 - Reading Reader Configs from file: C\sers\jcidulkalOneDrive - fIDEAS\Deskiopyf_IDEAS_Remote_Card_Reader_Manager_for_Ricoh_alpha_v1.3 0-alpha+328\esources\deploycardreal

2024-03-25 14:58:50 : Debug: [10.10.211.13) Trying te connect

2024-03-25 14:58:50 - 9 [10.10.211.13] Checking device compatibility...

2024-03-25 14:59:16 : Debug [10.10.211.13} isSOP = true. Connected to mop success

2024-03-25 14:59:16 - Debug: [10.10.211.13) Checlang if serdet conf needed.
18- Infg- xConfSendetis notpeeded

2024-03-25 14.59:33 - Infu: [10.10.211.13] Installation success: comridp.usb.cis fideas

2024-03-25 14:59:46 - Info: [10.10.211.13] Instaliation success: com ndp.ulils configsendet

Bragin
2024-03-25 14.59.49 - Inf0]10.10.211.13] selling reader were felched..
2024-03-25 14:59:50 - Rebooting Device, this may take a few minutes...
2024-03-25 15:03:12 - Reboot completed successfully

The Remote Card Reader Manager application will automatically reboot the MFPs after plugin installation.
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5.2.2 If rf IDEAS Plugin is not Installed

User Manual

Undeploy Function:

« You can Undeploy any plugin file uploaded to the MFP via the rf IDEAS Remote Card Reader Manager for Ricoh application by
selecting the “Undeploy” radio button, then clicking the “Select File” button.

- Itis not able to Undeploy plugin files installed via WIM or RIM.

5.2.3 Using Ricoh's Remote Installer Manager (RIM) to install
RfldeasReaderPlugin & RiDPConfigServletinstaller

1. Install RIM

2. Start RIM NOTE: Don't forget to set the admin credentials under File\Environment Setting\Device
Communication Settings\Authentication Settings!

3. Right-click on Device List

4. Click on Add, and Select > Specify File to load .CSV containing multiple MFP(s)

5. Right - click on MFP(s), Select Offline Operations > Install [2visit course]...> 1. Install [Device]

6. Select RfldeasReaderPlugin.zip, and click Open

7. Click yes in the Remote installer Manager Popup window NOTE: Do not turn the device’s power off while the process is
being performed.

8. Wait for the process to be completed. NOTE: you can also access the MFP locally (Panel) or via WIM to
confirm that the plugin was installed

9. Repeat steps 5 thru to 8 for RiDPConfigServletinstaller.zip

10. Close RIM
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5.2.4 Select a Secure .HWG+ File for a “Group” of Readers

The Fleet Configuration function allows you to configure multiple readers, with the same Secure .HWG+ files, simultaneously.
+ Click on the Fleet Configuration tab

« Click the arrow next to “Choose File Type to Upload” and select .HWG+(secure)

- Click the "Select Reader Configuration File” button in the task table to load in your Secure .HWG+ file

Single Device Configuration | Multi Device Configuration |

Device Administrator Username |adm in Device Administrator Password e
Device List (CSV File)  H\A- CustomersiRicoh\Testing\Fleet MFP CSVS\RCRM_Sample_MFP_List_2MFPs_1Group.csv ‘ Select File | ‘ View .CSV file Content
(" CIs Plugin Installer |”Fleet Configuration |
|.HWG-l{secure} | - |
TaskNo. | Reader Configuration File [ View Configfile content [ Groups | Totai#ofReaders |
1 Select Reader Configuration File | . |  selectDevice Grou... | 0/0 | Remove
0 Open X

Please define rows correctly Look In: ||j John C Testing |V| |'E.E.| L | Add Another Task
Upload [ LEGIC CARD 1 SECURE.hwg+

Tasks Logs [ LEGIC CARD 2 SECURE.hwg+

[ LEGIC CSN ONLY.hwg+

D MIFARE Classic Card 2 Secure 1000ms.hwg+
[} MIFARE Classic Card 2 Secure.nwg+

[ MIFARE CSN ONLY.hwg+

File Name:  [MIFARE Classic Card 2 Secure.hwg+ |

Files of Type: | Reader Configuration File {HWG+) ‘ il ‘

+ Choose the Secure .HWG+ file you would like to send to the readers, and then click “Open”
+ Your selected Secure file appears in the task bar

+ Click on the "View Config file content” button to view configuration settings
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5.2.4 Select a Secure .HWG+ File for a “Group” of Readers

NOTE: the current version does not allow you send to Secure .HWG+, Secure Blob *.INI and EN.hex files at the same time.

Please check back for this feature in the future.

-f IDEAS

- Click on the “Select Device Group(s)” button to choose the MFP that the above chosen Secure .HWG+ file should be
applied to.

[ single Device Configuration | Multi Device Configuration |

Device Administrator Username ‘admm Device Administrator Password sene
Device List (.CSV File)  H:\A- Customers\RicohiTesting\Fleet MFP CSVs\RCRM_Sample_MFP_List_2MFPs_1Group.csv | Select File | | View .CSV file Content
[ CIS Plugin | "Fleet C
[miron, secure) |~
Task No ‘ Reader Configuration File | View Config file content | Groups ‘ Total # of Readers |
1 HW-C s\Ricoh\TestingliNI Te... | View Config file content | Group1 | 012 | Remove
10 Select Device Group(s) * Add Another Task
Tasks Logs
Group1 (2)

+  With the RCRM, you have the ability to send different Secure .HWG+ files to different cohorts of readers simultaneously,
by creating additional groups in the MFP CSV file.
« Itisrecommended that you begin using the utility with a single group (Group 1).
+ Then as you become more proficient, you have the option to send multiple Secure .HWG+ files to multiple MFPs by
adding additional Groups in the MFP CSV file.

NOTE: the current version of RCRM does not allow you send to Secure .HWG+ and Secure. Blob *.INI files at the same time.
This is a feature we plan to release in the future.

«  Click the “Upload” button to upload the HWG+ files to the targeted MFPs

User Manual
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5.2.4 Select a Secure .HWG+ File for a “Group” of Readers

Log File Responses

Single Device C ion | Wauiti Device Configuration |

Device Administrator Usemame  admin Device Adminisirator Password

Device List (CSV File]  HOA - Customers\RicomiTestingiFleet MFP CSVSIRCRM_Sample_MFP_List 2MFPs_1Group.csv Select File View .C5V file Content
" CIS Plugin Installer | Fleet C |

TaskMo. | Reader Configuration File [ View Config file content | Groups | Tolal # of Readers
1 Hw.C RicohiTesting NI Testing... | View Config file content I Groupl 1 22

oo | I S sommeset [ e |

[2024-03-25 15:40:36

ICenfig: HOA - CustomersiRicohiTestingUMI TestinglAnkush Filesiohn C TestingMIFARE Classic Card 2 Sacure. hw+
iGroups. Group1

Total # of reader 1o be configured: 2

I

12024-03-25 15:40:36

iConnecting o & Configuring rf IDEAS reader@Ricoh MFP with IP Address=10.10.211.14
D024 0008 4540 En

IReader configuration rasult = 201.

(C Sl el d1o M IDEAS readen@iP Address = 10.10.211.14.

[2024-03-25 15:40°55
IConnecting to & Chacking status of if IDEAS readen@Ricoh MFP with IP Address=10.10.211.14

\Reader status = RemoteCardReaderStatus [cisMame=com.nidp.usb.cs Mideas, pluginld=1867760129, stataCode=ATTACHED, manifacturer=Rfldeas, model=PcProx. firmwares, lastFwChanges, configuratio
IRequest sent1o rMIDEAS readen@Ricoh MFP with IP Address= 10.10.211.14 processed succassiully.
iReader(=RNgeas, PcProx, ,  MIFARE Classic Card 2 Secure hwg+, 2024-03-25 1540 )@Ricon MFP with IP Addréss= 10.10.211.14 T

12024-03-25 15:40:57
(Connecting o & Configuring rf IDEAS reader@Ricoh MFP with IP Address=10.10.211.13
g et bk

(Readar configuration rasult = 201.
c L L d1o M IDEAS readen@iP Address = 10.10.211.12.

2024-03-25 15:41.18
IConnecting 1o & Chacking status of f IDEAS readen@Ricoh MFP with IP Address=10.10.211.13

(Reader status = RemoteCardReaderSlatus [cisMamascom.ridp.usb.ds rfideas, pluginld= 1867760129, slateCode=ATTACHED. manifacturer=Rfldeas, model=PcProx, firmwares, lastFwChanges, configuratia
(Request sentlo M IDEAS reader@Ricoh MFP with IP Address= 10.10.211.13 processed successiully.
IReader(=RNldeas, PcProx, , . MIFARE Classic Card 2 Secure hwg+, 2024-03-25 14:15)@Ricoh MFP with IP Address= 10.10.211.13

[2024-03-25 15:41:20

Conie. =
T
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5.2.5 Select a Secure Blob *.INI File for a “Group” of Readers

User Manual

NOTE: the current version does not allow you send to Secure .HWG+, Secure Blob *.INI and EN.hex files at the same time.
Please check back for this feature in the future.

The Fleet Configuration function allows you to configure multiple readers, with the same Secure Blob *.INI files simultaneously.
Note: If you are updating both Secure Blob *.INI and Secure .HWG+ files, you must update the Secure Blob *.INI before
updating the Secure .HWG+ file.

«  Click on the Fleet Configuration tab

« Click the arrow next to "Choose File Type to Upload” and select .INI(Blob*, secure)

+  Click the “Select Reader Configuration File” button in the task table to load in your Secure Blob *.INI file

+  Choose the Secure Blob *.INI file you would like to send to the readers, and then click “Open”

single Device Configuration | Multi Device Configuration |

Device Administrator Username  [admin Device Administrator Password

Device List (CSVFile)  HiA- Customers\Ricon\Testing\Fleet MFP CSVS\IRCRU_Sample_MFP_List 2UFPs_1Group.csv Select File | [ view_csv me content

CIS Plugin Installer | Fleet Configuration

[ e |

TaskNo._| Reader Configuration File [ View Config file content [ Groups. [ Tota#orreaders |
i select Reader Configuration ile___| 5 | SetectDevice Grou | o0 [_Femowe
Please define rows correctyy] '° Open X Add Another Task
Upoad Lookin: [ John € Testing [~ Beset
Tasks Logs

[) LEGIC CARD 1 SECURE.ni

[) LEGIC CARD 2 SECURE.ini

) MIFARE Classic Card 1 Secureini

) MIFARE Classic Card 2 Secure.ini

[} MIFARE DESFire Secure Card 1_2 Secureni

File Name:  [MIFARE Classic Card 1 Secure.ini |

Files of Type: [Reader Configuration File (IN) [=]

« Your selected Secure Blob *.INI file appears in the task bar
«  Click on the "View Config file content” button to view configuration settings
. Click on the “Select Device Group(s)” button to choose the MFPs that the above chosen Secure Blob *.INI file should be

applied to.
[ single Device C. tion | Multi Device C on |
Device Administrator Username  [agmin Device Administrator Password asen

Device List (CSV File)  HMA- Customers\Ricoh\Testing\Fleet MFP CSVS\RCRM_Sample_MFP_List_2MFPs_1Group.csv | Select File ‘ ‘ View .CSV file Content

[ CIS Plugin Installer | Fleet C on |

(et e[+

Task No. ‘ Reader Configuration File ‘ View Config file content ‘ Groups | Total # of Readers ‘
1] H:A - CustomersiRis ingiiNI Te... | View Config file content | Groupi | 0i2 | Remove
E———— x
Tasks Logs
¥l Group1 (2)
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5.2.5 Select a Secure Blob *.INI File for a “Group” of Readers

With the RCRM, you have the ability to send different Secure Blob *.INI files to different cohorts of readers
simultaneously, by creating additional groups in the MFP CSV file.

It is recommended that you begin using the utility with a single group (Group 1).

Then as you become more proficient, you have the option to send multiple Secure Blob *.INI files to multiple MFPs by
adding additional Groups in the MFP CSV file.

NOTE: the current version of RCRM does not allow you send to Secure .HWG+ and Secure. Blob *.INI files at the same time.

This

is a feature we plan release in the future.
Click the "Upload” button to upload the Secure Blob *.INI files to the targeted MFPs

| Single Device Configuration |~ Multi Device Configuration |

Device Administrator Usemame  admin Device Administrator Password
Device List [C5V File)  HOA- Customers\Ricoh\Testing\Fleet MFP CSVs\RCRM_Sample_MFP_List_2MFPs_1Group.csy Select File View .CSV file Content
" CI5 Plugin | Fleetc
HWG(securc) [+
TaskMo. | Reader Configuration File [ Viiew Conifig file content | Groups | Total # of Readers
1| Hwa-c rsiRicoh TestingUN| Testing... | View Config file | Groupl | FiF

e o sofesst [ mest |

Add Another Task

19024-03-25 15:40:36
Config H
iGroups: Group1

Tatal # of readel 10 b configured: 2

D

W - Cusfomers\Ricoh\TestinglN| Testing\Ankush Files\John C TastngWIFARE Classic Card 2 Secure hwg+

2024-03-25 15:40:36
‘Connecting to & Configuring rf IDEAS readen@Ricoh MFP with IP Address=10.10.211.14
202407 08 e g e

ally jed to il IDEAS readen@iP Address = 10.10.211.14.

iReader configuralion resull = 201,
[Cor

Reader st

2024-03-25 15:40:55
IConnecting to & Checking status of if IDEAS reader@Ricoh MFP with IP Address=10.10.211.14

IRequést 2ent 1o i IDEAS reader@Ricoh MFP wilth IP Address= 10.10.211.14 processed successiully,
Readen=RNgeas, PCProx, , | MIFARE Classic Card 2 Secure hwg+, 2024-03-25 13:40)@Ricoh MFP wilh IP Address= 10.10.211.14 S

atus = RemoteCardReaderStatus [cisMame=com.nidp.usb.cis fideas, pluginld=1867760128, slateCode=ATTACHED. manifacturer=Rfldeas, model=PcProx firmwares, lastFwChange=. configuratio

2024-03-25 15:40:57
‘Connecting to & Configuring rf IDEAS readen@Ricoh MFP with IP Address=10.10.211.13
Sl e

I[ (Readear configuration result = 201.
C

ally ug d to M IDEAS reader@IP Address = 10.10.211.13.

2024-03-25 15:4118
iConnecting to & Checking status of if IDEAS readen@Ricoh MFP with IP Address=10.10.211.13

(Reader status = RemoteCardReaderStatus [cisMame=com.ridp.usb.cis rfideas, pluginld=1867760129, stateCode=ATTACHED, manifaciurer=Rildeas, medel=PcProx, fismware=, lastFwChange=, configuratio
IRequest 2ent 1o M IDEAS reader@Ricoh MFP with IP Address= 10.10.211.13 processed successiully.
IReaden=RNdeas, PCProx, , . MIFARE Classic Card 2 Secure hwg+, 2024-03-25 14:19)@Ricoh MFP with IP Address= 10.10.211.13

Bnlvne..

[2024-03-25 15:41:20
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5.2.6 Select a Secure BLE .hwg+ File for a “Group” of Readers

NOTE: the current version does not allow you to send Secure .HWG+, Secure Blob *.INI, BLE .hwg+ and EN.hex files at the
same time.

Please check back for this feature in the future.

The Fleet Configuration function allows you to update multiple readers with the same BLE .hwg+ files simultaneously.
NOTE: same steps apply for a BLE settings and BLE key file.

+  Click on the Fleet Configuration tab

«  Click the arrow next to “Choose File Type to Upload” and select .HWG+ (secure BLE)

+  Click the “Select Reader Configuration File” button in the task table to load in your BLE .hwg+ file.

+ Choose the BLE .hwg+ file you would like to send to the readers, and then click “Open”

[ single Device Configuration |* Multi Device Configuration |

Device Administrator Username |admin Device Administrator Password
Device List (CSVFile)  C:\Users |0 - wnloads\RRCRM Sample MFP Correct csv | Select File | | View .CSV file Content
[ €IS Plugin Installer [ Fleet Configuration |
|.HWG+ {secure BLE) | - |
Task No. | Reader Configuration File | Groups | Total # of Readers |
1| Select Reader Configuration File | Select Device Group(s) | 0/0 |
10 Open X
Look In: ||j OrangePackData |v| E
[T 30531 Ble hwg.hwg+
[ 30531 hwyg key.nwg+
D 30531 SAVE SECURE hwg key.hwg+
Upload [ 30531.hwg+
Tasks Logs | [} orangePackData.nwg+
D OrangePackKey.hwg+ T
File Name:  |OrangePackData hwg+ |
Files of Type: ‘Reader Configuration File {.HWG+) | - |
coce

+  Your selected BLE .hwg+ file appears in the task bar
«  Click on the “Select Device Group(s)” button to choose the MFP that the above chosen BLE .hwg+ file should be

applied to.
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Single Device Configuration ‘Multi Device C i |

Device Administrator Username |aom|n Device Administrator Password

Device List (CSV File)  C:\Users I ownloads'\RRCRM Sample MFP Correct csv | Select File ‘ ‘ View .CSV file Content

[ CI5 Plugin Installer | Fleet C ion |

HWG+ (secure BLE) :

Task No. ‘ Reader Configuration File | " Select Device Group(s) *

Total # of Readers

1 DiOR ackDal

0iD

Group1 (1)

Please define rows correctly to proceed...

ml
Tasks Logs. Group3 (1)

Add Another Task

«  To send different BLE .nwg+ files to different cohorts of readers simultaneously, create additional groups in the MFP

CSV file. Then select “Add Another Task".

NOTE: the current version does not allow you send to Secure .HWG+, BLE .hwg+, Secure Blob *.INI and EN.hex files at the

same time. Please check back for this feature in the future.

«  Click the "Upload” button to upload the BLE .hwg+ files to the targeted reader.

WT IWEAD KEMOTE Lara REAaer MIaNager Tor KICeN vi,4.u

Single Device Configuration Multi Device Configuration ‘

o [ ~

Documentation & Helj

Device Administrator Username admin Device Administrator Password

Device List (.CSV File) |C:\Users IEEND ownl0oads\RRCRM Sample MFP Correct.csv Select File ‘ ‘ View .CSV file Content

CIS Plugin Installer | Fleet Configuration |

HWG+ (secure BLE) -

Task No. | Reader Configuration File ‘ Groups

Total # of Readers

1 | D:\OrangePackData\OrangePackKey.hwg+ | Group1, Group3

22

Tasks Logs

Add Another Task

Soft Reset | Reset

12025-03-28 17:17:45

(Config: D:\OrangePackData\OrangePackKey. hwg+
(Groups: Group1, Group3

Total # of reader to be configured:: 2

12025-03-28 17:17:45
IConnecting to & Configuring rf IDEAS reader@Ricoh MFP with IP Address:_
il it

Configuration successfully uploaded to fIDEAS reader@IP Address = __I

Connecting to & Checking status of f IDEAS reader@Ricoh MFP with 1P Address=/INEEEEEE

Reader status ={

“cisName”: "com.ridp.usb.cis rfideas”,
“Aluninld®: " AETTANARA

[ T*
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5.2.7 Upload a Secure EN.hex File for a Group of Readers

NOTE: the current version does not allow you send to Secure .HWG+, Secure Blob *.INI and EN.hex files at the same time.
Please check back for this feature in the future.

The Fleet Configuration function allows you to update multiple readers with the same EN.hex files simultaneously.
«  Click on the Fleet Configuration tab

«  Click the arrow next to "“Choose File Type to Upload” and select .hex secure file

«  Click the "Select Reader Configuration File” button in the task table to load in your EN.hex file

Single Device Configuration | Multi Device Configuration ‘
Device Administrator Username ‘aﬁmm Device Administrator Password ’-—7
Device List {.CSVFile)  C\Users| D ovnloads\RRCRM Sample MFP Correct.csv | Select File | | View .CSV file Content
CIS Plugin Installer | Fleet Configuration |
(oo e[

Task No. | Reader Configuration File ‘ Groups ‘ Total # of Readers ‘
1| Select Reader C ion File | Select Device Group(s) | 00 | Remove
10 Open X
Look In: ‘dﬂexﬁie ‘V‘ E
_EN (2).hex D LNC170000UBPT00_EN.hex D LNC210003UPXTLO_EN.hex D LNC240100UPX7M0_EN.hex D WN5020500UPX360-18904_E
_EN.hex D LNC170003UPX700-12189_EN.hex D LNC220200UPX7TMO_EN.hex D LNC160903700-11889_EN.hex D WN5020600UHPTNO-18834_E Add Another Task
whex [7 LNC170700UHP7NO_E.hex [7 LNC220700UPX7LNS_EN.hex [T LNR020400_EN.hex [7) WN5020600UPX310-18828_E
Upload hex [ LNC200100UPXTMO_EN.hex [ LNC230206UPX700-15290_EN.hex [ ) LNRO20401_EN.hex [} wnco1006UIMT00_E.hex
Tasks Logs 36_EN.hex D LNC200300UPXTLS_E.hex D LNC230306UIM700_EN.hex D W55020500UBP32M-18785_E.hex D WNC010000UPXT700-14760_E
_EN.hex D LNC200500UPXTLS2_EN.hex D LNC230306UPXT00-15762_EN.hex D WN5020500UHP360-18764_E.hex D WNC010003UPXT00-14760_E
4] [ I [ [»

File Name:  [LNC240100UPX7MO_EN.hex |

Files of Type: ‘Reader Configuration File (HEX) | - |

+ Choose the EN.hex file you would like to send to the readers, and then click "“Open”
«  Your selected EN.hex file appears in the task bar
«  Click on the “Select Device Group(s)” button to choose the MFP that the above chosen EN.hex file should be applied to.
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5.2.7 Upload a Secure EN.hex File for a Group of Readers

Single Device Configuration | Multi Device Configuration |
Device Administrator Username |adm|n Device Administrator Password |s..

Device List {.CSVFile)  C:AUsers/ T ovnioads\RRCRNM Sample MFP Correct csv | Select File | | View .CSV file Content

[ IS Plugin Installer | Fleet C ion |

.HEX (en.hex, secure) =

Task Mo | Reader Configuration File 1t Select Device Group(s) X Total # of Readers |
1| D:\Hex file\LNC240100UPX7MO_EN| 0/0 | Remove:

[] Group2 {1)
Please define rows correctly to proceed... Add Another Task
Upload
Tasks Logs
[] Group3 {1)

- To send different EN.hex files to different cohorts of readers simultaneously, create additional groups in the MFP CSV
file. Then select "Add Another Task”.

NOTE: the current version does not allow you send to Secure .HWG+, Secure Blob *.INI and EN.hex files at the same time.
Please check back for this feature in the future.

«  Click the “Upload” button to upload the EN.hex files to the targeted reader

Documentation & Help

Single Device Configuration | Multi Device Configuration ‘

Device Administrator Username  admin Device Administrator Password

Device List {.CSV File) cUsers IR O ownioads\RRCRM Sample MFP Correct csv SelectFile | | View .CSV file Content

[ CIS Plugin Installer | FleetC ion_|

.HEX (en.hex, secure) :

Task No. ‘ Reader Configuration File ‘ Groups | Total # of Readers |
1] D:\Hex file|LNC220200UPX7MO_EN.hex | Group1, Group3 | 2i2 | Remove

soeset | mew |
Tasks Logs

Firmware update is still in progress.. -
Firmware update is still in progress

Firmware update is still in progress

Firmware update is still in progress..

Firmware update is still in progress

Firmware update is still in progress

Firmware update is still in progress..

Firmware update is still in progress

Firmware update is still in progress

201 Readerconfigurationresult e
(Configuration successfully uploaded to rf IDEAS reader@IP Address = H
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5.2.8 Upload Onefile.zip for a group of readers

The Fleet Configuration function allows you to update multiple readers with the same Onefile.zip files simultaneously.
«  Click on the Fleet Configuration tab
- Click the arrow next to "“Choose File Type to Upload” and select .Zip (One File)
«  Click the “Select Reader Configuration File” button in the task table to load in your onefile.zip file

I f IDEAS Remote Card Reader Manager for Ricoh v1.8.0 = X

Documentation & Help v

Single Device Configuration | Multi Device Configuration |
Device Administrator Username ‘admin Device Administrator Password ’7
Device List (.CSV File)  C:\Program Files (x86)\f IDEAS Remote Card Reader Manager for Ricoh\sample_files\RCRM Sample MFP list csv | Select File | | View .CSV file Content
CIS Plugin Installer | Fleet Configuration |
o]

Task No. | Reader Configuration File | View Config file content | Groups | Tolal # of Readers ‘
1| Select Reader C ion File | ” | Select Device Group(s) | 00 | Remove
11 Open X

Look In: |ﬁ sample_files |'| E

[} test.onefile.zip
Please define rows correctly to pr Add Another Task
Upload

Tasks Logs

File Name: |tastoneﬂle 7ip

Files of Type: |Reader Configuration File {ZIP) ‘ -|

- Choose the onfile.zip file you would like to send to the readers, and then click "“Open”

« Your selected onfile.zip file appears in the task bar.

«  Click on the “Select Device Group(s)” button to choose the MFP that the above chosen onefile.zip file should be
applied to.

= x

I f IDEAS Remote Card Reader Manager for Ricoh v1.8.0

Documentation & Help v

Single Device Configuration | Multi Device Configuration |
Device Administrator Username ‘admln Device Administrator Password

Device List {(CSV File)  C:\Program Files (x86)uf IDEAS Remote Card Reader Manager for Ricohi\sample_files\RCRM Sample MFP listcsv | Select File | | View .CSV file Content

CIS Plugin Installer | Fleet Configuration |
ZIP (One File) |~

Task No. | Reader Configuration File | 0 Select Device Group(s) X Groups | Total # of Readers ‘
1] CiProgram Files (x86)\rf IDEAS Remote Ca... | evice Group(: | 0/0 | Remove

Group1 (1)

Please define rows correctly to proceed... Add Another Task
Upload

)
Cd
Tasks Logs Group2 (1)

=

User Manual 50



5.2.8 Upload Onefile.zip for a group of readers

-f IDEAS

«  To send different onefile.zip files to different cohorts of readers simultaneously, create additional groups in the

MFP CSV file. Then select “Add Another Task”.

«  Click the “Upload” button to upload multiple files via a One File to each targeted reader.

1D rf IDEAS Remote Card Reader Manager for Ricoh v1.8.0

Single Device Configuration | Multi Device Configuration |

= x
Documentation & Help v

Device Administrator Username  admin Device Administrator Password

Device List LC8V File)  C\Program Files (x86)wf IDEAS Remote Card Reader Manager for Ricoh\sample_files\RCRM Sample MFP list 1.csv Select File ‘ ‘ View .CSV file Content
CIS Plugin Installer | Fleet Configuration |
ZIP (One File) [~]
Task No. | Reader Configuration File ‘ Wiew Config file content | Groups | Total # of Readers
1| C:iProgram Files (x86)irf IDEAS Remote Card Rea... | View Config file content | Group1 | 101

oo
Tasks Logs

Add Another Task

Soft Reset i Reset |

¥ Frog
Firmware update is in progress
Firmware update is in progress.
Firmware update is in progress.
Update for "WN5020900UPX7L0-20029_EN hex” complete

Beginning update for "latest leaf MFP 8.ini"
Update for "latest leaf MFP 8.ini" complete.

Beginning update for "Hwg for onefile.hwg+"
Update for "Hwg for onefile.hwg+" complete.

One File update completed successfully.
[201: Reader configuration result.

v

4] I
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5.2.9 Export Results from Multi-Device Configuration

- To export results of your fleet configuration, click the button(s) below the “Total # of Readers” table heading.
+ Click the “"Export” button in the pop-up window.

[ single Device Configuration |~ Multi Device Configuration |

Device Administrator Username  admin Device Administrator Password
Device List (LCSV File)  HMA- CustomersiRicoh\Testing\Fleet MFP CSVS\RCRM_Sample MFP_List 2MFPs_1Group.csv Select File ‘ | View .C SV file Content
CIS Plugin Fleet Cs i
|.I||l(BIod:|", secure) |V|
TaskNo. | Reader Configuration File | View Gonfig file content | Groups | Total # of Readers
1| HA-C s\Ricoh\TestingliNI Testing... | View Config file content | Group1 | 22
D Programmed MFPs X
Config File IP Address Group Is Processed Is Successful Message
HA\A - CustomersiRico 10.10.211.14 Group1 Yes Yes Reader configuration result = 201. Configuration successfully uploaded to f IDEAS reader@IP Address = 10.10.21
HM- Customers'\Rice...| 10.10.211.13 Group1 Yes Yes Reader configuration result = 201. Configuration successfully uploaded to f IDEAS reader@IP Address = 10.10.21..
0 Save X

Save In: | Test Results "‘

Connecting to & Configuring i
12024-03-25 17:53:26

Reader configuration result =
Configuration successfully up

12024-03-25 17:53:31
Connecting to & Checking staf

File Name: |RCRM_Samp\e_MFF'_L\st_ZMFstGrnup- Configuration Results \

Reader status = RemoteCardl piag of Type: |C_w (Comma delimited) (*.csv) ‘v| FwChange=, configuratic
Request sent to rf IDEAS read|

Reader(=Rfldeas, PcProx, ,,

[2024-03-25 17:53:33

Mana =

User Manual 52



-f IDEAS

6. Have Additional Questions/Need Assistance?

Tech Support
Click here to submit a help request to rf IDEAS Tech Support.

Troubleshooting FAQs
Click here access Troubleshooting FAQs.

rf IDEAS Knowledge Base
https:/knowl Rail .com

—
IDEAS

rf IDEAS® and WAVE ID® are registered trademarks of rf IDEAS, Inc. Trademarks not belonging to rf
IDEAS are property of their respective companies.

©2026 rf IDEAS, Inc. All rights reserved. Products are subject to change without notice.
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