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1 Scope
The document covers the functionality of the WavelD Mobile Configurator application used in conjunction with the WAVE ID
Mobile reader.

2 Common Control
21 File Tab

This tab contains selection to open hwg+ files, save device data data to hwg+ files, open and send as well as save a hwg+ key
file, and exit the application.

e WANVE IDF Mabule Conhigurator
File Connett Device HNavigation Help

Dpen hwge file..
Save device data to hwg file

Dipen and send beg= key Tile..
save hwog+ key file
Euit

2.2 Connect Tab

This tab contains selections to connect and disconnect from the reader.

s WANVE IDE Mokale Conhgurator
File | Connect Device Mavigation Help

e Connect BLE Beacon
Disconnect
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2.3 Device Tab

This tab contains selections to reset to default Bluetooth settings (does not affect non-Bluetooth settings), read Bluetooth
settings and write Bluetooth settings.

= WANVE IDS Mobile Configurator
File Connect Dence Mangastien Help
Orange: Pack 10 Reset to Default Bluetooth settings

Head Blustooth sethings
Lone Masber P
,H Wiite Bluetooth settmgs
T .

24 Navigation Tab
This tab selects between the Orange Pack ID, Mobile Credential, Bluetooth Beacon, and Mobile Access tabs.

= WUVE IDS Mobile Conligurator
File  Comnect Uewce  Nawnigation  Help

Orange Pack 10 Mobde € Orange Pack ID
Maobile Credential

Fi Flmsher K
il .y Bluetcoth Beacon

o > hMobile Access

25 Help Tab
This tab selects the About box which contains the application version number and firmware version numbers of the three reader
microprocessors. CPUOQ is the control microprocessor, CPU1 is the radio microprocessor and CPU2 is the Bluetooth

microprocessor.

Abcart Wereelll Mobile Configurator ! == WANVE ID® Mabile Configurater

File Conmect [Dewn Mavigats Helg
A TR Rt e e onr EiLE vigation | Help |

Copryright [¢] 2018, AF I0¢as Inc. Orange Pack 1D Mohis Credential - BL Ahaut I
Application: 0.5.0

Farevwnne: OPUG Apglcrtisn 1600
Fammwang: CPUG Daotioader 01.5.2
Furmvwsne OPUD RF Modem 01,40

Firevwmin: TP Applicalign 0010
Firrwane- SPUA Bostloader 01.4.7

Flrmsamne CPUD Appdiatien 1.7.5719
Fimsrnre: JPUZ Boodloager | L9527

e ]

rf IDEAS 4



2.6 VID/PID
This drop down box sets the VID/PID setting

2.7 Connect Button
Connects to the reader.

VID/PID

== Lo

[ Cannect b reader |

Mk corinsted

2.8 Disconnect Button
Disconnects from the reader.

VID/FID

== o

Connected tn rmader | Disconnect from reader |

29 Beep Test Button
If the reader is connected, allows performing a beep test to verify connection.

BT e

|Pu'fnrrnﬂup'l'ut|
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3.0 Orange PackID Tab

= WENE II1® Maokhale L'nnhgumd'nr
File Connect Device Mavigation Help

Orange Pack Il MobdeC| Ovange Pack ID |
Mabile Credenteal
e '“'tm" :Hms Bluetooth Beazon
Mabile Access

31 Zone Master Key

311 Write Key Button

The Zone Master Key is set by each client to ensure confidentiality during contactless exchanges. This 128-bit AES key
will match the value configured when the Pack ID web application is set up. The Write Key button will store the value
entered in the edit box above this button.

Orarnpe Pack I Mobide Credential  BLE Baacon  Mabile Access

Zore Master Key
|4]n11:-?::3-|45.5c1|; TR AARBCCDEEF T |

Wirde Hey -HHMHHH

] Stores above key in reader | 2

3.1.2 Write Default Key Button
The Write Default Key button will restore the factory default rf IDEAS Zone Master Key value. The Zone Master Key
is unique in that it cannot be read and is unaffected by the other Write Default buttons.

Urangé Fack I} Mobia Credential  BLE Baacon  Moble Access

Zone Master ey
[00112233445566778099AABBCCDDEEFF |

Vinte Key I Wiee Defout Key J

| Restores factory default key |
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3.2 Configuration
3.21 Tx Power

This drop down box sets the transmit power in the range of -26dBm to +3dBm.

Contactless D Fena 1D Hesul Mageags
|ﬂ:|u-m=1 | |mum3w:-ms | |1.mm wald |
Wirte Config Wite Defaul Cordig

3.2.2 Contactless ID

Each Pack ID client is assigned a contactless ID. This edit box allows setting the four byte contactless ID identifier.

Configuration
Tx Posmear Contactiess 1D Lok 1D Repk Mageage
Ocbm  ~ |m | |wm:u-:um | | |
Read Condig [ Waelorby | Wite Delenst Cordly

3.2.3 ZonelD
Each Pack ID client can administrate zones (groups of readers such as Credential RF IDeas, Parking or Printing)
identified by a zone ID. This edit box allows setting the six byte zone ID identifier.

Cemiigralion
Tx Power Cordaciless 1D Resud Message
o oo
Flead Corfig Wite Contig Wite Deft Corfig.
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3.2.4 Result Message
A client can set the message that is displayed on the icon and the mobile device at the end of a BLE exchange.
The default value is “Access valid”. This edit box allows setting a message up to sixteen characters long.

Confrguration
Tt Pewer Cortactieas (D Zone ID Resul Measage
oen |
Read Canfig Vine Corfly | Wit Defaut Corfig

3.2.5 Read Config Button
This button reads all Bluetooth configurations from the reader and updates the values displayed by the Wave ID
Mobile Configurator.

Configuration
T Power Contactiess 1D Zone ID Fesut Measage
-
| ResdContg | Wite Cofly | | Wite Defaut Corfi

| Heads conbiguratien from reader h

3.2.6 Write Config Button
This button writes all Bluetooth configurations from the Wave ID Mobile Configurator to the reader with the exception
of the Zone Master Key.

Corfiguraben
T Poweer Contactizas D Zone ID
ogbm | [oo000001 | 010203040506 | _

| Stores above configuration in reader ]
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3.2.7 Write Default Config Button

This button writes the factory default Bluetooth configuration to the reader with the exception of the Zone Master Key.

Lanfiguration
Tn Power Comtactieas ID Zone 1D Feault Messape
Odbm | [ooooo001 | 010203020506 | [Accessveld |
Read Corf | WneColg Vite Defauk Corfg

| Restores 'F.H'I!nr].'
. oo

4 Mobile Credential Tab

- WAVE ID® Maobibe Configurator
File Connect Device MNavigation Help
Orange Pack 1D Mobde € Orange Pack (D

TR
! m el e o o e
00112233445 Ehastooth Bescon
2 Mobile Access

411 128-bitID
The 128-bit ID is used to identify the reader of a specific client. The 128-bit ID is part of the Bluetooth advertisement
and is used by a mobile application to filter the reader of a specific client from other clients using rf IDEAS readers.
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41.2 Major
The major number identifies a subset of a clients’ readers within a large group, such as printers in a department of a
company. This edit box allows setting the one byte major number.

Configuration
12864 D Mayor Mror
0011223344556 7788 90AABBCCDDEEFF | ] | |
41.3 Minor

The minor number identifies a specific clent reader, such a specific printer in a department of a company. This edit box
allows setting the one byte minor number.

Corfiguration
12562 1D Magor i

|MI!WDBEEFF | ||a | [1 |

41.4 TxPower
This drop down box sets the transmit power in the range of -26dBm to +3dBm.

Configuration
12804 ID Mayor Minor
0012233445566 778899AABBCCODEEFF | 0 | 1 |
1% Fower Rl Wessmge
(dBm | Bcees vabd |
B

41.5 Result Message
A client can set the message that is displayed on the mobile device at the end of a BLE exchange. The default value is
“Access valid”. This edit box allows setting a message up to sixteen characters long.

T Power Fesul Metsags

(dBm - Pocess vaid [
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41.6 Read Config Button
This button reads all Bluetooth configurations from the reader and updates the values displayed by the Wave ID
Mobile Configurator.

T Power Hesult Measage
S
Aleed Cordig " Wee Colg :-'I'-lrhﬂ-u.ltwﬂ.y:

41.7 Write Config Button
This button writes all Bluetooth configurations from the Wave ID Mobile Configurator to the reader with the
exception of the Zone Master Key.

Tn Poweer Fesll Mevsags
I:Hﬂ'rl .\r Acieny wald

41.8 Write Default Config Button

This button writes factory default Bluetooth configuration to the reader with the exception of the Zone Master Key.

Iz Povwer Hen il Mesnage
-
Rend Corfig WaoCoollp Wrte Defau Corfig

5 BLE Beacon Tab

= WAVE ID= Mobile Configurator
Fele  Conmect  [Dewvece I'-I.l!mglhm Hrlp

Orarge Pack 1D Mobde¢  Orange Pack ID

Mlahile Credential
o Masher Ky X '_'.'I: " .'II I n
00112233445 i :
Mobile Access
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51 All Beacons
511 TxPower

This drop down box sets the transmit power in the range of -26dBm to +3dBm.

Orange Pack I)  Mobds Credential  BLE Beacon  Mohie Accrss

&) Beacons
e Power Adversing Min inerval Agvermising Max nerval
0dBen v 100ma v 0ma
34Bm
ZdBm e {7) Public Addreas Publc Addr:  00:00:00-00:00:00
14 B

5.1.2 Advertising Min Interval

This drop down box sets the Advertising Min interval in the range of 20ms to 10 seconds.

Orange Pack ID  Mobde Credential  BLE Beacon  Mobile Access

Al Beacons
Tx Fower Adtverdising Man Indencal
OB 200ms -
{®) Random Address Pl Adkdr,  D0.00000.00.00.00

5.1.3 Advertising Max Interval

This drop down box sets the Advertising Max Interval in the range of 20ms to 10 seconds.

Orange Pack 1D Mobde Credergial PLE Beacon  Moble Access

Al Beacons
Tu Penver Adverting Min interval Aahvertinng Max Intenval
OB - 00 v s
: . E?En s
{#) Fandom Address ) Public. Address Fubl 1 0000
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51.4 Random Address
This selection sets the beacon address to a randomly generated value. This value will be different each time the
reader is powered.

Al Bsacona
Tx Porwer Adverising Min Interval Advertising Max Interval
OdEm Woms Homs
(®) Random Address {3 Publc Address Pubbe Adde. (00.00:00,00.00.0C

5.1.5 Public Address
This selection sets the beacon address to a fixed value assigned at the factory to each Bluetooth reader.
Each reader has a different address.

Al Beacona
T Power HAdvestizang Min interyal Advahieng Max intarval
Odim Woms s v
(¥ Fandam Addreaa 9 Pubbe Address Public Addr  00:00:00:00-00:00

5.1.6 Read Config Button
This button reads all Bluetooth configurations from the reader and updates the values displayed by the Wave ID
Mobile Configurator.

Read Conlig Wete Cordig Wik Defant Cordig

5.1.7 Write Config Button
This button writes all Bluetooths configuration from the Wave ID Mobile Configurator to the reader with the exception
of the Zone Master Key.

Read Config Wrte Config ﬁmwntufq'
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5.1.8 Write Default Config Button

This button writes factory default Bluetooth configuration to the reader with the exception of the Zone Master Key.

52 iBeacon

5.21 128-bit UUID
This edit box allows setting the iBeacon 128-bit UUID that identifies a specific beacon.

iBeagan
1286a UILND Pelajoer Mlinor

ot | |

) i Beacon

5.2.2 Major
This edit box allows setting the iBeacon two-byte major number that allows identification of a subset of beacons
within a large group.

iBaacon
12842 UUID Major Mbrvor
(@) iBescon E2CS60B50FFB4802B06000FSAT1096ED ] 1
5.2.3 Minor

This edit box allows setting the iBeacon two-byte minor number that allows identification of a specific beacon.

iBearn
1284 UUD Higor Mror

(8) iBeacon COD0COCO0M00CIC0000000000000000 | |ﬂ | |ﬂ |
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5.3 AltBeacon
5.31 MfgID

This edit box allows setting the two-byte manufacturer's company code from the Bluetooth SIG assigned numbers
database. The default value is the Silicon Labs code of 02FF.

ARBeacon
Mg ID Baacon ID Major Minor Mg Res

@ MBescn [ | 0011223345564 7Tes30AABBCCODEEFF | [0 | [T | [0 ]

5.3.2 BeaconlID

This edit box allows setting the first sixteen bytes of the beacon identifier. The sixteen bytes should be unique to the
advertiser’s organizational unit.

ARleacon
Mg D Beacon 1D Maer  Minor  Wg Fes

(® MtBeacon |07 P 1P | [®]

5.3.3 Major
This edit box allows setting a two-byte major number to identify a subset of beacons within a large group.
The major value is bytes seventeen and eighteen of the beacon identifier.

AlBancon
Mg ID Heacon I My  Minor MpgHea
{®) AtBeacon i|:|:.,l'|r| |[ﬂ11??ﬂuhhmam.mam3nn‘m | ﬁ | |l | Im|
5.3.4 Minor

This edit box allows setting a two-byte minor number to identify a specific beacon. The minor value is bytes nineteen
and twenty of the beacon identifier.

A Eeacon
Mbg 1D Beacan |0 Majer  Minor Mg Hea
(@ MBeacon ||:|:.'n | |{|:m:-:-':ml.ﬂ.5.rmmmuu:imi EFF | ||] ii | ||:l] |
rf IDEAS
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5.3.5 MfgRes

This edit box allows setting the one-byte manufacturing reserved value. This value is defined by the manufacturer for
special features.

Bk Beacon
MFg 1D Beacon 10 WMajer Minor Mg Flea

(@) AtBeacon |D.?FF| |NT1EMEEEEWDDEEFF | |u | It | |ﬁ|

54 Eddystone UID Beacon

5.41 Namespace
This edit box allows setting the ten-byte namespace value. The namespace may be used to group a particular set

of beacons.
Eddvetore UID Baacon
iretancs
(@) Eddystona LUID DO0C0000000

5.4.2 Instance
This edit box allows setting a six-byte instance value. The instance may be used to identify individual devices in a group.

Eddyatone UID Baacon
MNameepacs

() Eddystone UID (00112233445566 778205

5.5 Eddystone URL Beacon
The Eddystone-URL frame broadcasts a URL using a compressed encoding format in order to fit more within the limited advertise-

ment packet.

Once decoded, the URL can be used by any client with access to the internet. For example, if an Eddystone-URL beacon were
to broadcast the URL http:/www.rfideas.com, then any client that received this packet could choose to visit that URL.

The Eddystone-URL frame forms the backbone of the Physical Web an effort to enable frictionless discovery of web content
relating to one’s surroundings.
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5.51 URL Prefix
This drop down box allows selecting four different URL prefixes. They are: (1) http:/www. (2) https:/www. (3) http:/
and (4) https://.

Eddystone URL Beacon
LIEL Prefix Ercoded LIRL

{8) Eddystone URL

5.5.2 Encoded URL

This edit box allows setting the remainder of the URL address after the prefix, such as “rfideas.com”.

Eddveione LIEL Beacon
URL Prefix Encoded URL

@) Bddystone URL (e -

6 Mobile Access

= WANE ID'E Mobile Coanfigurator

File <Teonnect Device Mavigaticn  Help

Orange Pack 10 Mobde ¢ Orange Pack ID |
Mobile Credential
EBluetooth Beacon

00112231445 pem———

Zone Master Key

61 Configuration

611 Tx PowerConfiguration
This drop down box sets the transmit power in the range of -30dBm to +4dBm

Orange Pack ID  Mobie Credential  BLE Beacon  Mobile Acvess

I'sp In Hangs
S0dem -

AL Facka | ks Made N Faclia
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6.1.2 TapIn Range

This drop down box has a range of -30dBm to +4dBm which sets the RSSI threshold to determine the reader’s

distance to recognize a smartphone running the HID Mobile Access App and transmit its UID.

Orange Pack I Mohde Credertial - BLE Beacon  Moble Access

Condfuguration
Tx Power Tap b Range

dBn o~

6.1.3 Read Config Button

This button reads the Bluetooth configuration from the reader.

Lanfiguration
To Power Tap In Range

-4dBm b S0dfm

—| F!.-:.:r.la.- l'.l'.lllflgl.l.ldtll'.lﬂ from reades |

6.1.4 Write Config Button

This button writes the Bluetooth configuration from the Wave ID Mobile Configurator to the reader.

Corfiousat
Ix Power l'ap In Hangs
adBe | T

| Hores above configuration an reader |
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6.1.5 Write Default Button
This button writes the default Bluetooth configuration to the reader.

Lorfiguration
T, Povwer Tap In Range
Read Cortlg Virte Conig | Weke Detauk Corti |

| Retores Factony delault confeguration
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