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Enable More Time for Care with " 4
Highly Efficient Workflows.

Discover how rf IDEAS delivers secure and compliant
authentication beyond the door.

Right now, healthcare organizations are spending far too much time and money on password management. Because passwords
are often reused and fairly easy to ‘hack’, they are today’s number one cause of more than 80%"' of hacking-related breaches.
They're also a massive IT cost burden, as people are constantly forgetting and needing help to reset their passwords.

& &=

The average clinician Security breaches cost From 2021-2022, average
manually enters the healthcare industry healthcare data breach

PIT costs rose 9.4% to
7 passwords ~$6 93 billion ?
per shift . in 2021 $1 0.1 million
Source: Imprivata Sources: IBM - HIPAA Journal Source: IBM

Why not remove passwords altogether with highly secure tap-and-go authentication?

1. 2022 Verizon Data Breach Investigations Report (DBIR)

Why 80% of Hospitals Today Use WAVE ID®

Greater Improved Workflow Strengthened
Data Security Productivity + Seamless Regulatory Compliance
Integration
Since passwords leave Protected Constantly re-entering and As healthcare regulations such as
Health Information (PHI) vulnerable resetting passwords for multiple HIPAA, EPCS, and GDPR shift and
to attack, passwordless business applications and medical change over time, facilities today
authentication, using existing devices wastes valuable time each find themselves struggling to
credentials, is an ideal way to keep day that could be better spent on maintain compliance. rf IDEAS can
up with evolving data security patient care. With WAVE ID, nearly help hospitals with compliance by
protocols without disrupting all your major healthcare systems migrating from less secure
productivity. are already pre-integrated. passwords and proximity

credentials to highly secure
authentication credentials.

Use your Save up to 45
#5) ID Badge @)Smartphone minutes per shift, HIPAA, EPCS, GDPR
per provider LV\A compliant

@ Biometrics Security Key Source: Imprivata
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Empower Secure Authentication
Across the Hospital.

Simplify logical access in every area while ensuring greater compliance.
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Applications
1 Single Sign-0n

2 Embedded Authentication (patient
monitoring, infusion pumps, medication
dispensing, time clocks, etc.)

3 Secure Print Release

4 Electronic Prescription (EPCS)

5 Cashless Cafeteria

6 Mustering

000
7 Visitor Management

8 Attendance Tracking
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WAVE ID® Plus Mini

WAVE ID® Nano WAVE ID® Mobile Mini WAVE ID® Embedded OEM ~ WAVE ID®SP Plus ~ WAVE ID® Bio

WAVE ID: One Technology.
Endless Healthcare Possibilities.

Meet the industry-leading platform that allows you to leverage nearly any existing physical or mobile credential worldwide for
efficient, compliant logical access. Choose between integrating into existing business applications or embedding into medical
devices to achieve better access control across the facility.
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Embed WAVE ID authentication technology into the following
medical devices:

- IV pumps - Patient monitoring devices . In-room call stations

© Dialysis machines o Supply cabinets . Hand Washing stations
- Nurses’ stations - Pharmacy dispensing systems - Vending machines

- Handheld diagnostic tools - Fixed diagnostic devices - Multi-function printers
- Medical carts on wheels - Mobile diagnostic devices - Laptops and more

- All-in-one computers - Handheld EKG and ultrasound
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Why rf IDEAS for Healthcare Authentication

h

When it comes to

rf IDEAS, they're a
reliable partner and
somebody that you
want to go to battle
with. They have the
unique ability to bring
forth the best
experience for our
customers.
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Healthcare System Integrations

Seamlessly integrated solutions with

Trusted Leadership healthcare systems, applications, and
Nearly 30 years of global market experience. devices from providers such as:

« Imprivata - Workday - BD
- Certify Health -« GE Healthcare < And more
- Cerner « Philips

Innovations
ol (PRGSO AL eIy vl ey 000 rf IDEAS offers secure credential
- - advancing credentials from NFC/Digital s
’\ Wallet to IgIDO2 security keys to /P @ provisioning, key management, and
= . . . . . h deployment services to ensure optimal
© biometrics such as fingerprint, facial, performance
and voice recognition. ’

Services and Support

rf IDEAS for Healthcare:
Secure. Frictionless. Compliant.

www.rfIDEAS.com/healthcare \
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