IDEAS

Remote Card
Reader

Manager for
Rlcoh

on 1.2.3 | February 2024




-f IDEAS

Contents

B 0 L= 3
1.1 rf IDEAS Remote Card Reader Manager for RICON OVEIrVIEW .......cccccceeirerienenienenee e 3
1.2 Prerequisites & Supported Platforms ...ttt s n 3
1.2 RICON MFEP Prer@QUISITES ..vieiiieiieeeteee ettt ettt ettt seenenis 3
1.2.2 rf IDEAS Reader Prer@QUISITES .......v ettt 3
1.2.3 Supported Operating SYSTEIMS ...ttt en 4
124 REQUITEA FIIES .ottt ettt et s et a et ettt s et et e st ss et te s s esseaens 4
1.2.5 Readers SUPPOrted PEFHOST ..ottt 4
1.2.6 RICOH INTERNATIONAL B.V. Product Development Notifications.........ccccoeoevevcccccecee 4
1.3 SUMMATY Of FERATUIES ...ttt s e e et s e st e e e e e e e aeenesne e e nnen 5

2. ENabliNg the RICON MFP ...t st sse s s e s s e sassaesaesse s e s e st s snssn e nesae e s e snesssssnnsnsnnans 6
2ARICON MEP ettt ettt et s e e st e e e e e e e e seeeaeeaeeae et et e e e e ennesneeneenean 6
211 Determine Ricoh Card Reader Vendor ID and ProdUCt ID ... 6
2.2 Set the Ricoh Card Reader Vendor ID and Product ID on Ricoh MFP ... 7
2.3 Complete Ricoh MFP CoNfIQUIatioN ... 9

3. Creating Secure .HWG+ Files and Installing rf IDEAS Remote Card Reader Manager for Ricoh ... 10

R ] oY ST Yo UL =Y L LRl 1111 ) [ 10
311 View & Modify Card CoNfIQUIaTioNS ...t eneeen 10
3.1.2 Save the Configuration as a Secure HWGH File ... "
3.2 Compile the List of MFPs Hosting Ricoh Card Readers Requiring Configuration .................. 12
3.3 Verify Java (JRE or Default IDK) VEISION .....c.ccceereieieieieecete et sse e s nenis 14
3.4 INStall Or UPAAte JAVA ...ttt r s s st et s e e e s e ae e nn e e e e e e e nnennne 14
3.5 Install rf IDEAS Remote Card Reader Manager for RiCON ... 15
3.5 Download rf IDEAS Remote Card Reader Manager for RiCON.jar......cococeervrininineeceeee e 15
3.5.2 Install rf IDEAS Remote Card Reader Manager for RICONJar .....cccoovvvieeeeeeeceeeeeee e, 15
3.6 Run rf IDEAS Remote Card Reader Manager for RiICON ......ccccovceeriicniennccscece e 16
4. Configure the rf IDEAS Remote Card Reader Manager for RiCOh ........ccccccieeirccmiccnnsccnncse s 17
4.1 Single Device Configuration (one rf IDEAS Card reader connected to Ricoh MFP)................. 17
411 Login & Verify that CIS PIugin is INSTAled ... 17
4.2 If rf IDEAS PIUGiN iS NOT INSTAIEA ..eviiiii s 19
4.3 Using Ricoh’s Remote Installer Manager (RIM) to install RfldeasReaderPlugin &
RIDPCONTIGSErVIETINSTAIIET. ... 20
41.4 Using WIM to Install RfldeasReaderPlugin & RiDPConfigServletinstaller ........ccooveeeeecnine. 21
4.5 Checking reader status in Single Device Configuration ..., 23
41.6 UPIoad SECUME [HWGH Tl et 24
4.2 Multi-Device / Fleet ConfIguration ...t ee e sesenanans 26
4.2 Login & Verify that CIS Plugin iS INSTalled .......ccoooiiiicicieeeeeeee e 26
422 If rf IDEAS Pluging iS NOt INSTAIEA .....cvieiiiiee s s 29

4.2.3 Using Ricoh's Remote Installer Manager (RIM) to install RfldeasReaderPlugin &

RIDPCONTIGSEINVIETINSTAIET ... 30

4.2.4 Select a Secure .HWGH File for a “Group” 0f REAAETS ......vovceeeeeeeeeeeeceeeeeee e 31

4.2.5 Select a Secure .HWG+ File for another “Group” of Readers .......ccceeeeeoeeeeecceeeeeeeeeeeeea 32

4.2.6 Program Readers or Groups 0f REAAETS .......cciiiurueieieieiesieieeeieieieie e 34

5. Have Additional Questions/Need ASSISTaNCe? .......iicrcrcscrcc s eneane 36

User Manual 9



IDEAS

1. Overview

1.1 rf IDEAS Remote Card Reader Manager for Ricoh Overview

The rf IDEAS Remote Card Reader Manager for Ricoh allows technical service professionals to remotely manage rf IDEAS
readers attached to Ricoh MFPs. The current version of the application provides the ability to remotely load Secure .HWG+
card reader configuration files to rf IDEAS readers attached to G2, G2.5, and G3 SOPs. End users can either configure
readers individually, or a fleet of multiple readers simultaneously.

1.2 Prerequisites & Supported Platforms
1.2.1 Ricoh MFP Prerequisites

In order to use the rf IDEAS Remote Card Reader Manager for Ricoh, you must make sure that the MFPs you are wishing to
remotely configure meet the following requirements.

Component Prerequisites

MFP G2,G2.50r G3 S0P

SmartSDK Version 2.30 (and above) must be installed on each machine
The rf IDEAS Remote Card Reader Manager application is not compatible with SmartSDK versions lower than version 2.30. If the SOP(s) you want to

remotely configure do not have version 2.30 or higher, you will need to upgrade the SmartSDK to version 2.30 (and above) before you can remotely
configure the SOP.

Firmware Latest MFP firmware must be installed on each machine
HTTPS HTTPS must be enabled on each MFP
Energy Saving Mode Make sure Energy Saving Mode is set to ‘Low Power Mode’ or ‘Off". If the MFP is set to ‘Sleep Mode’ or Energy Saving ‘On,

then the Remote Card Reader Manager application will be unable to communicate to the reader while the MFP is in deep energy save / sleep mode.

SOP Application Applications must use the CIS Interface of the SmartSDK Version 2.30 (and above)

rxconfServlet.zip Plugin | Version 3.8.8 must be installed on each SOP usi

Prior versions of the rxconfServlet.zip plugin may not be compatible. To ensure compatibility, please install rxconfServlet 3.8.8 on all MFPs you wish to
remotely configure. If the MFP is using a 3rd party SOP application, that application must be able to install and run operations with rxconfServlet 3.8.8.
You may encounter compatibility issues if the 3rd party SOP application is using a prior version of the rxconfServlet.zip plugin.

1.2.2 rf IDEAS Reader Prerequisites

The current version of the rf IDEAS Remote Card Reader Manager for Ricoh only supports remote configuration
using Secure .HWG+ files. Future versions will support remote reader management for using Secure .INI files as well
as .HEX reader firmware files.

Supported Readers Partially Supported Readers*
EMEA EDP Code America EDP Code rf IDEAS Model EMEA EDP Code America EDP Code rf IDEAS Model
934189 RDR-805R1AKU 945548 RDR-30581BKU
942022 RDR-800R1AKU 953247 RDR-30541BKU-RSOP
953246 RDR-80541AKU-RSOP 953248 RDR-80M41AKU-RSOP
- KT-80041AKU-RSOP 954177 RDR-80LH1BKU
959015 RDR-75R1AKU 9P02589 RDR-8XMR1AKU
971968 RDR-7L81AKU 9P25422 RDR-30531EKU
984190** KT-80581AKU** 9P25423 RDR-30MR1CKU-MXS
9P28629 RDR-805R1AKU-G3

*These model readers may require a Secure .INI+ file for full configuration. Support for this file type will be added in future application releases.
**984190 / KT-80581AKU readers are older units and are likely to have outdated reader firmware. If you are having issues connecting or sending new

configuration files to this reader model (409 error message), contact rf IDEAS Technical Support.
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1.2.3 Supported Operating Systems

- Window 0S

The rf IDEAS Remote Card Reader Manger for Ricoh runs on Java 8 SE. Click here to download Java 8 SE Runtime
Environment from Oracle. Oracle account registration required to download.

1.2.4 Required Files

- RfldeasReaderPlugin.zip v1.00.10 and RiDPConfigServletinstaller.zip v2.02.28: Ricoh Card Reader CIS Plugin
included in the following download package folder: rf IDEAS Remote Card Reader Manager for Ricoh\resources

- .json file (parameters for CIS Plugin installation, removal, etc.); Sample included in the following download package
folder: rf IDEAS Remote Card Reader Manager for Ricoh\resources

- csv file (list of the target MFPs and their IP address); Sample included in the following download package folder: rf
IDEAS Remote Card Reader Manager for Ricoh\sample_ files

- Secure .HWG+ file; Sample included in the following download package folder: rf IDEAS Remote Card Reader Manager
for Ricoh\sample_files

1.2.5 Readers Supported per Host

« Number of readers supported per host: 1 connected to the SOP

1.2.6 RICOH INTERNATIONAL B.V. Product Development Notifications

This product has been developed using Ricoh Company Ltd’s proprietary embedded architecture or other proprietary
Ricoh products.

This rf IDEAS Remote Card Reader Manager for Ricoh User Manual includes information which has been
provided by Ricoh Company, Ltd, and such information is © Ricoh Company, Ltd or its licensors. Copying in whole orin

part of the Ricoh information without the permission of Ricoh is prohibited, except to the limited extent permitted by
mandatory applicable law.

Products

RfldeasReaderPlugin
1667760129

RiDPConfigServletinstaller
1667760130
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1.3 Summary of Features

Single Device Configuration

Includes rf IDEAS CIS — —
Plugin(s) deployment and T
reader configuration Device Administrator Usermame . - Host Device (i.e. MFP with rf IDEAS reader) access
Device Adminstatorpessword [
rf IDEAS reader-related Task cigpiugn nsiater | Situs | Conguraon |
Wote: ® Deploy O Undepiay O Veriy Task mode
Reader Pugs) Deployment e (JSON) [seoare ]
Task or Sub-Task initialization H—@ |
File(s) required for the chosen Task or Sub-Task
Task or Sub-Task logs ———F——
Multi-Devi Fleet Configuration
Includes rf IDEAS CIS
Plugin(s) deploymentand ..... - s x
reader configuration i = [~ Host Device (i.e. MFP with rf IDEAS reader) access
Device Administrator Username  [agmin | @bece st possues J‘ \‘ ConnectionType " Nrrp‘ File(s) re quired for the chosen Task
Device List (CSVFile) C: m FlesiRF ._CSV_filesiSample MFP listcsy Selectfile View CSV il Content
rf IDEAS reader-related Task — Cosucqgoraion | L File(s) content visualization
—— R i i —E—— . = I
rf IDEAS reader-related ————
Sub-Task(s)
File(s) required for the File(s) content Configuration results
pesse setne rows corry wonocees.. CNOSE@N SUb-Task visualization + Ada Angyer Task
Task or Sub-Task initialization ——# \ Export to .CSV file
Sub-Task
addition

Task or Sub-Task logs
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2. Enabling the Ricoh MFP

2.1 Ricoh MFP
211 Determine Ricoh Card Reader Vendor ID (VID) and Product ID (PID)

Option 1 - Using the rf IDEAS Configuration Utility tion 2 - Using Windows Device Man r
« Plug your rf IDEAS reader into the computer - Start Device Manager (Windows 0S)
- Start the rf IDEAS Configuration Utility « Locate and Expand Human Interface Devices
+ Can be downloaded here: F— S

rideas.com/support/tools/downloads P

- Click the Connect icon in the left hand nav. v & FrLenoswe 3

) i ; ::::!pm and outputs.
-+ Once connected, you will see your reader appear ) somenc asice:

» @ Bluetootn

H B > ©® Cameras
under Device List . 5 Compurer
> w Disk drives
> [l Display adapters
> B Firmware
> { Human Interface Devices
» E= Keyboards
» T3 Memory technology devices
-f Device Lst CONFIGURATION(s) > @ Mice and other pointing devices
f » [ Monitors
HID Prox: ROR-608« Compatible: v e + P Nebworlk adapters
RDR-758x Equivalent v) O > K7 Other devices
N > =0 Printers
> u Processors.
> 7 Security devices
Connection Type > I Software components
> U Software devices
@ USB (Universal Serial Bus) ports > i Sound, video and game controllers.
g » S Storage controllers

D 0EAS Configurtion Uity | WAVE D% Solo and WAVE ID® Plus -

I x

#01 RDR-80Sx1A)
v X USB Firmuare: 1620
LUID: 0/0:0000

0C27:38FA RF Dess

Connect  Disconnect

— OFF —

Home

O seriak RS-232 and virtusl COM ports

Use COM ports 1 through (255 Default 1.8 Baudrate | 9600

+ Right-click on the USB input device and select
“Properties”

1P Address [ [ [ [ USB Input Device Properties X

O Ethemet (Local IP 10.10.30.154)

P— " Genersl Diver Detals Events -

Port 10001 Find Next IP Fle Acion View Hep s USB it Devics
. o m B EEE
Deviostype:  Human teface Devies

- Petaint: Monfacter (Sandrd system devices) o
4 HID-compliant vendor-defi Location: Por_#0003 Hub_#0002

HID-compliant vendor-defi
[+) oo Devio sats

= 1050070000 oot
4 Intel(R) HID Event Filter
% Logitech USB Input Device
% Microsoft Input Configurat
{4 Portable Device Control de-
B B % USB Input De
+ Copy the VID and PID shown under Device List 24 S8 nptDeice
B U e
o US3np Deie e s
% USB Input Device
by =
.3 Memory technology devices
5 [ Mice and other pointing devices
2 it
#01 RDR-805x1AxU F Networkadapers

USB Firmware: 16.2.0 : S et
LUID: 0/0x0000 -
0C27:2BFA RF IDeas

VID PID

- Click the "Details” tab, then set Property to
“Hardware IDs”
- Copy the VID and PID shown under Device List

USB Input Device Properties x
a0 General Diver Detole Everts o
File Action View Help e USBInput Devee

e mEHm B

% HID-compliant vendor-defi
% HID-compliant vendor-defi
% HID-compliant vendor-defi  Value
% HID-complant vendor-defi  ["(153\1D_0C78PI0_3BEABREV_1620
% HID-compliant vendor-defi | )SgVID_OC7EPID_IBFA
4 HID-compliant wireless rad VID PID
4 12 HID Device
4 Intel(R) HID Event Fiter
% Logitech USB Input Device
% Microsoft Input Configurat
% Portable Device Control de
% USB Input Device
% USB Input Device:
% USB Input Device
% USB Input Device
% USB Input Device
% USB Input Device

2 Kepbourds Caral

£3 Memory technology devices
9 Mice and other pointing devices

Propety
Hardware Ids <

1 Monitors
> @ Network adapters
> K Other devices

> 2 Print queues

> 23 Printers
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2.1.2 Set the Ricoh Card Reader Vendor ID and Product ID on Ricoh MFP

Option 1 - Using tt bl Monitor (WIM)
« Login into the Web Image Monitor with MFP username + password
WIM -> Device Management

-f IDEAS

i Status/Information » | | ® Device Name

+ Go to Configuration

. . @ Device Management
WIM -> Device Management -> Configuration

Address Book

@ Print Job/Stored File »

- Click on Program/Change USB Device List
WIM -> Device Management -> Configuration -> Program/Change USB Device List

- Enter the four characters collected earlier into respective Vendor ID and Product ID field
+ e.g. Vendor ID: “0C27", Product ID "3BFA"

« Enter the characters below into respective Vendor ID and Product ID field
- e.g. Vendor ID: “0C27", Product ID "3CFA"

Program/Change USB Device List

( 0K | cancel

If settings are changed while the device is connected, reconnect the device or restart the machine to apply the
Enter hexadecimal numbers (0 - 9, a - f, A - F) with a maximum of 4 digits for each ID.

W Device 1
Vendor ID : 0C27
Product ID : 3BFA
W Device 2
Vendor ID : 0C27

Product ID : 3CFA

0K | Cancel

Program/Change USB Device List

oK | cancel |

Configuration

: RICOH

Device Settings

® System

' Eunction Kev Allocation/Function Priority
 paper

® Date/Time

 Timer

. Loos

® Download Logs

= Email

™ Auto Email Notification

® On-demand Email Notification

 File Transfer

® User Authentication Management

m Administrator Authentication Management

® Program/Change Administrator

m Print Volume Use Limitation

™ LDAP Server

m Firmware Update

m Kerberos Authentication

m Device Setting Information: Import Setting (Server)
™ Import Test

® Import/Export Device Setting Information

m Eco-friendly Counter Period/Administrator Message
™ Compulsory Security Stamp.

® Unauthorized Copy Prevention: Copier

™ Unauthorized Copy Prevention: Document Server

m Program/Change US8 Device List

If settings are changed while the device is connected, reconnect the device or restart the machine to apply the setting changes.

Enter hexadecimal numbers (0 - 9, a - f, A - F) with a maximum of 4 digits for each ID.

| Device No. | Vendor ID
Device 1 0c27

1 Product ID j
3BFA
'Device2 | oc27 |3cra |
| Device 3 | [
Device 4
| Device 5
Device 6
Device 7
| Device 8
| Device 9
| Device 10 |

oK | cancel
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2.1.2 Set the Ricoh Card Reader Vendor ID and Product ID on Ricoh MFP

Setting Vi D o ID on G3 Machi

External Device

L - I - I I+ I I+

o

Introduction and Basic Operations
Copy
Document Server
Fax
Printer
Scan
Maintenance
Troubleshooting
Settings
Configuring the Authentication Server
Managing Devices
B System Settings Items
| Display/input

PN

| D i 2

terTTErTeT

‘Sound

|Network/interface

|send (EmailFolder)

\Settings for Administrator

\Macnine/Control Panel Information
Address Book Items
Tray/Paper Settings ltems
Copier/Document Server Settings ltems

Fax Settings Items

-f IDEAS

Setting Items

Description

Register/Change USB Device List

Register Product ID and Vendor ID information for an IC card reader device as a set to the device list to limit the usage of USB devices.

The "Product ID" and "Vendor ID" information for a USB device have been assigned by the manufacturer to identify the individual device. "Vendor
ID" input settings are between 0x0001 and OXFFFE and "Product ID" input settings are between 0 and OxFFFF. Up to ten pairs of "Product ID"

and "Vendor ID" information can be registered

« Please reboot (switch off - then on) the device after making those changes.

User Manual
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2.1.2 Set the Ricoh Card Reader Vendor ID and Product ID on Ricoh MFP
Option 2 - Using the Panel

- Login into the Panel
Panel -> User Tools

- Go to Machine Settings
Panel -> User Tools -> Machine Settings

- Click on Program/Change USB Device List
Panel -> User Tools -> Machine Settings -> Program/Change USB Device List

- Enter the four characters collected earlier into respective Vendor ID and Product ID field
- e.g. Vendor ID: “0C27", Product ID "3BFA”

- Enter the characters below into respective Vendor ID and Product ID field
+ e.g. Vendor ID: "0C27", Product ID "3BFA"

2.3 Complete Ricoh MFP Configuration

« Set the "Screen Startup Mode” to Normal
+ The default Screen Startup Mode is "Quick”. It boots the screen as fast as possible even though some
background applications may not be ready yet.
« The "Quick” startup mode may cause misunderstanding that device is ready to use.
- To avoid those misunderstandings, it is recommended to set “Normal” Screen Startup Mode.

« Enable Human Detection Sensor
- This sensor should be enabled by factory. The settings organization has been changed when migrating
models from Classic screen type to the new Standard screen type.
- The following subsections shows screenshots.
« Screen type Classic
- Press [Settings] on the Home screen. Press [Machine Features Settings].
- Press [System Settings] [General Features] tab [Human Detection Sensor], and then press
[Active].
« Press [0K]. After completing the procedure, press [Home]
- Screen type Standard
- Press [Settings] on the Home screen. Press [System Settings].
- Press [Machine][Power/Energy Saving][Human Detection Sensor].

User Manual 0
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3. Creating Secure .HWG+ Files and Installing rf IDEAS Remote
Card Reader Manager for Ricoh

3.1 Create Secure HWG+ file(s)

« You will need to use the rf IDEAS Configuration Utility (Windows, Linux, and macQS) to create a Secure .HWG+ file that
can be used in the rf IDEAS Remote Card Reader Manager for Ricoh application.
- Sample Secure HWG+ files are included with the rf IDEAS Remote Card Reader Manager for Ricoh tool
installer package, to help you understand the format and content within a Secure .HWG+ file.
- Please follow the steps below to create the appropriate configuration for the end-user RFID card(s) (current and future),
and then create a Secure .HWG+ file that can be used in the rf IDEAS Remote Card Reader Manager for Ricoh.

311 View & Modify Card Configurations

B «f IDEAS Configuration Utility | WAVE ID® Solo and WAVE ID@® Plus - X

. . rf DEVICE LIST Select the Configuration that
Click “Write” to save your 9 ) Comreen you wish to amend or add.
. rox : RDR-608x Compatible N )
choices to the reader. [ #01 RDR-805x TAXU .
USB Firmware: 162.0 RDR-758x Equivalent ) ©
v X & LUID: 0/0x0000 : ° —— o
Click “Connect” to access G s e 00273874 RF IDeas o [ or— Select the Technology / Card
the reader(s) plugged into 2 | Awid : RDR-698x Compatible Type that you want to program
Cardax UID : RDR-6C8x Compatible .
your PC. Connection Type CASI-RUSCO (GE Security, UTC) : RDR-628x Compatible into the reader.
covi
CEPAS
. —(® USB (Universal Serial Bus) ports Cotag
Timing Deister UID
DESFire CSN (Oyster, NFC 4)
. DIGITAG
QO Serial: RS-232 and virtual COM ports Dimpna UID
+ EM 410x : RDR-6E8x Compatible
Use COM ports 1 through | EM 410x Alternate v
Format etag CSN (Secura Key)
Farpointe Data (Pyramid) PSC-1 26 Bit : RDR-647x Compatible
Farpointe Data (Pyramid) UID
Tools FeliCa (NFC 3)
ko Ethernet (Local IP 10.10.30.154) GProx-Il UID : RDR-6G8x Compatible
GProx-Il 1D
Test Area HID iCLASS CSN v
o . .
Place your mouse cursor in 6 1P Address 0 o) - (9 0
the section directly below ) . ) )
- ” +
Test Area”. Present your port 10001 ——
card on the reader to see N
the output values.
Select the reader connection
type
Ready #1 USB LUID: 0/0x0000
n rf IDEAS Configuration Utility | WAVE ID @ Solo and WAVE ID® Plus - X
o — __ Select the configuration for which
rf #01 RDR-805x1AxU : EM 410x : RDR-6E8x Compatible v) @ you VQ-IaI‘"lt to amend" how the card
Click “Write" to save your data is “outputted”.
choices to the reader. v x @) Enable Extended Mode
Data Format Delimiters Extended Hashing

Connect Disconnect

ABC 123 : 987654321 XYZ T GN

Wiegand to keystroke data format Advanced Settings
Timing Parity bits [T only read cards with this bit count - +
Strip leading bit count -0 I+

[ pisplay hexadecimal in lowercase (a-)

Strip trailing bit count -0 I+
[ use numeric keypad for 0-9 (European)
Click “Format” to Change ® D AZERTY keyboard shift lock
how the card data is Send FAC > Of
outputted [ send FAC as hexadecimal number | [ #Ac extended precision math on
) Tools D extended th
extended precision math on
e Send ID @ oft
Test Area Send 1D as hexaciocimal number Reverse Wiegand bytes () To change the bytes order.
Place your mouse cursor in % 1D field it count -0 )+ L] reverse wiega
the section directly below Invert Wiegand bits
“Test Area”. Present your Fix length FAC / 1D fields o o [ erotee I
card on the reader to see | eacaigns - +
the output values. - et @ To set the number of digits that
should be in the reader output.
Reaﬁ #1 USB LUID: 0/0x0000
User Manual - 10
To change thereader  Enable ability to
output from decimal change reader

to hexadecimal. output length.
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3.1.2 Save the Configuration as a .HWG+ File

1. Click the + icon at the bottom right- hand corner of the rflDeas Configuration Utility.
2. Choose “Save” device data to Secure hwg+ file.

Connection Type

Home

@ 0r oo Comp
Timing
=

' ®

[ Open hwg file
@ USE (Universal Seral Bus) ports Format pen g =
, Torestore reader with previously (o L

O Serisk RS-232 and virtusl COM ports Tools saved secure .HWGH file L
. . I

UseCOMports (1) through (255 Defaut 1.8 Baudrate | 9600 — N i Save device dsta to g+ e (@
O Ethernet (Local 1P 101030154 1> To create a secure .HWGH file Save device data to Secure hwg+ file b,
P Address 0 o 0 o install libusb for NTWCC reader | %
Port 10001 Find Next IP Save USB device hex raw data to (SDK) file ¥y

#1 USB LUID: 0/0x0000

esdy #1USB LUID: /00000 @

the-same-card-type/

User Manual m



-f IDEAS

3.2 Compile the List of MFPs Hosting Ricoh Card Readers Requiring Configuration

User Manual

1. Log onto the SLNX admin page

2. Navigate to the Devices tab

3. Right click on the name header and select “Columns”.

4. Ensure the following “column” objects are selected (you
can select others, the following is the minimum
requirement):

« Device Display Name

- Address

- Network: IP Address

« Operational Panel

- Group
NOTE: The tool may or may not ignore unneeded columns

5. Click on “Views" and select “Save as”

Login

RICOH
Streamline NX

Profile - Default (Internal)

. —

Password

Language : English

HE—oe 4 @ O ¢
DevceT.  Device Daplay Name Address ~ Network P
(=] SP 84000 ( ) 107 107
-] WP 4054 ) 107 107
(=Y Pro €210 (1 ) 0r 107
[~Y Pro Ca210 £-86 ( 07 107
Y Pro CT210SX E-884 (1 107 107
a “ ) 107 107
RICOH Streamline NX
@ (J Host Name BE-0H & 00
@ P Address - .
me ~
@ ¢ Models
@ (] Certificate groups 2 W0 o T2 Sothacenng
a @ w3500 (1 8% Sort Descending
: a @ 1 4000 (1( G Configure Sort.
. -] 145000 (1{ W Clear Sort
@ umo(u‘m Auto Fit All Columns.
2 usm(iJ‘B Auto Ft
-3 M C2500 (_
@ i c2s00 (J@ Coumns
) w210
@ i c300 (1| ] Freeze Device Display Name
- mowo (T
@ mcasoo(  Add Calculated Colmn
3 M C3500 (
@ 400 (1] = Right Algn
@ 1 Caso (| = LeftAign
,,,,,, T =
m b evice Dapiy Name
B-0H 4901 7
e v Network P Adaress
v il s s
Lol ety Network MAC Adaress
4000 (1€ OF Configure Sort P
I 5000 (1€ a1 ClarSont " "“_
8000 (1 I Avto Feal Conens e H
9000 (1€ S asore Device: Wi Locaton
Device: WH Comment
M C2500 (-
e - — = :urm Last Other Pot
mcasto (- .
Delegaton Server
€300 (10 [ Freeze Device Dsplay Name e
mca0t0 (- - DEEEEE— m’ v
488 Cakcuated Coum _—_e
e Network: Sutnet ask
M 3500 (-
Network: Netware lode
1 Ca00 (10 B Ron Aign o
- ey Network Netware Prt Serdhe
1 Cas00 (
Status: System
M 4810 ( BIPSEMTER e Printer
Status: Coper

e

i T .]

. —
. e

Rl

e S - —— S -
- - - .
. G — -

: - . “ - .

*FOOrTe Ty
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¥S Please enter a value

Enter View Name* :
Card Readers| ]

6. Enter a name for your new view and click the "OK" button

ook | caneer |

Vou = [comemer ] B @101 %

7. Now you will have the new View Name you just saved via the View

dropdown for future use. B 2
8. To Export the device, select the CSV export icon. IR Card Readers M | %llﬁ?] LU
| = -

9. The exported CSV file will be downloaded to your browser’s default location.
See sample .CSV file below included in
rf IDEAS Remote Card Reader Manager for Ricon\sample CSV files

# Format Version: https://protect-us.mimecast.com/s/Cr8RCxkw1jum3VZcWAH7P?domain=5.1.1.0
# Generated at: 09/30/2021 14:17:44
#Function Name: Device List

# Device Display Name Address Network: IP Addre Operation Panel Group
dev_displayname dev_address dev_ipaddress operation_panel dev_real_group_name
MP C2004ex (10.10.30.130) RNP583879294B2F.tc.ds 10.10.30.130 Smart Groupl
MP C2004ex (10.10.30.142) RNP002673B7A55C.tc.ds 10.10.30.142 Smart Group2
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3.3 Verify Java (JRE or Default IDK) Version

The rf IDEAS Remote Card Reader Manager for Ricoh is a Java application. Use the following Command Prompts to
determine if Java 8 SE is currently installed on your PC.

- Start Command Prompt (or Terminal)

Bl Command Prompt

- Type java -version, and then hit ENTER & Command Prompt

C:A\WINDOWS \system32>_

- Type Exit, and then hit ENTER

3.4 Install or Update Java

« Click here to download Java 8 SE Runtime Environment from Oracle. Oracle account registration required to
download.

How to download and install Java on https:/www.java.com/en/download/help/windows__manual__download.html
Windows? https:/www.java.com/en/download/help/windows__offline__download.html
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3.5 Install rf IDEAS Remote Card Reader Manager for Ricoh

3.51 Download rf IDEAS Remote Card Reader Manager for Ricoh.jar

e Click here to download the rf IDEAS Remote Card Reader Manager installation file, (.zip file), which contains the rf
IDEAS Remote Card Reader Manager for Ricoh.jar

3.5.2 Install rf IDEAS Remote Card Reader Manager for Ricoh.jar

e Place the rf IDEAS Remote Card Reader Manager for Ricoh installation .zip file in C:\Program Files, or in any other
folder of your choice.

e Unzip the rf IDEAS Remote Card Reader Manager for Ricoh installation file.

User Manual



3.6 Run rf IDEAS Remote Card Reader Manager for Ricoh

- Navigate to / Open the rf IDEAS Remote Card Reader Manager for Ricoh installation folder.

-f IDEAS

« To launch the rf IDEAS Remote Card Redaer Manager for Ricoh application, double click the rf IDEAS Remote Card

Reader Manager for Ricoh.jar

Name h
Documentation
End-User License Agreement (EULA)
lib
resources
sample C5V files
sample SecureHWG config files

|| rf IDEAS Remote Card Reader Manager for Ricoh v1.0.6.jar

User Manual

Date modified

10/3/2023 11:.07 AM
10/3/2023 11:.07 AM
10/3/2023 11:02 AM
10/3/2023 2:38 PM

10/3/2023 11:.08 AM
10/3/2023 11:.08 AM
10/3/2023 2:13 PM

Type

File folder
File folder
File folder
File folder
File folder
File folder

Executable Jar File

Size

349 KB
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-f IDEAS
4. Configure the rf IDEAS Remote Card Reader Manager for Ricoh

4.1 Single Device Configuration (one rf IDEAS Card reader connected to Ricoh MFP)

411 Login & Verify that CIS Plugin is Installed

+ Click on the Single Device Configuration tab

« Enterthe IP address + Admin credentials (Username and/or Password) for the Host MFP (=MFP onto which the rf IDEAS
reader is connected to)

+ Click on the "CIS Plugin Installer” tab

+ Set the CIS Plugin installer's mode to “Verify”

107f IDEAS Remote Card Reader Manager for Ricoh - 8 x

Device P Address [in03012 |
Device Admiistrator Usermame faamn |
sword |

Mode: O Deploy © Undeploy ® Verity

Reader Plugin(s) Deployment File (.JSON) Select File

+ Click on the Select file button to load the rf IDEAS plugin “deployment” .json file

101f IDEAS Remote Card Reader Manager for Ricoh - 5 X

Single Device Configuration | Multi Device Configuration |
ress [10.1030142

( Cis Pugin nstaller | Status | Confguraion |

Mode: O Deploy © Undeploy ® Verity

Reader Plugin(s) Deployment File (.JSON) Select File

0 Open x
[ deploycardreaderjson

) devicepropertesison

File Name: |

]
Fies ofType: 35O Comma st Cison =

+ Select the following file:
rf IDEAS Remote Card Reader Manager for Ricoh\resources\deploycardreader.json, and click Open
« Click “Proceed” button

Reader Plugin{s) Deployment File (.JSON)  C:\Program Files\rf IDEAS Remote Card Reader for Select File

‘ C:\Program Files\rf IDEAS Remote Card Reader for Ricoh\resources\deploycardreader,json selected.
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411 Login & Verify that CIS Plugin is Installed

« Click "Yes" to start rf IDEAS reader CIS plugin(s) installation on the Ricoh MFP

Confirmation ot

? Would you like to proceed?

Yes Ho

-f IDEAS

NOTE: If you see RxConfServlet is missing on device while working with G2 SOP with SDK/j, please first install it on the

machine. You can do this via the Web Interface\Configuration (Admin mode)\Install.

Sample Responses
Successful Results

10 1f IDEAS Remote Card Reader Manager for Ricoh
Single Device Configuration | Multi Device Configuration

Device IP Address [10.10.30 142
Usemame [agmin
Device Password |

Connection Type * HTTP

CIS Plugin Installer | Status | Configuration

Mode: (2 Deploy () Undeploy @ Verify

Reader Plugin(s) Deployment File (JSON) - C'Program FileSIRF IDeasiRiconCardRez

Procsed ][ fesmt

C:Program Files\RF IDeasiRicohC:

_CIS_deployment json selected

|2023-04-26 09:21:33  Info: Processing dsvice 10.10.30.142 - CIS Plugin installation status verification

|2023-04-26 09:21:35 : Reading Reader Configs from file: C\Program Files\RF IDeasIRiconC; . CIS_deployment f json
|2023-04-26 09:21:36 : Debug: [10.10.30.142) Trying to connect

|2023-04-26 09:21:36 * Debug: [10.10.30.142] Connected to rxop success

12023-04-26 09:21:36 * Debug: [10.10.30.142] Checking device compatibility.

|2023-04-26 09:22:13: Debug: [10.10.30.142] Checking if serviet conf needed.

|2023-04-26 09:22:23 Debug: [10.10.30.142) isConfSen/stinstalled

|2023-04-26 09:22:23 - Info: [10.10.30.142] Found RxConfServiet on device

|2023-04-26 09:22:33  Debug: [10.10.30.142] received app infolist 35

|2023-04-26 09:22:33 - Info: [10.10.30.142] Verification success! App is installed. 1667760129
|2023-04-26 09:22:33 - Info: [10.10.30 142] Verification success! App s installed. 1657760130
|2023-04-26 09:22:34 :[10.10.30.142] verify assignment of reader o CIS plugin.

Unsuccessful Results
If you receive the following results.....

10 1f IDEAS Remote Card Reader Manager for Ricoh
Single Device Configuration | Multi Device Configuration

Device IP Address |10.10.30.142
Usemane [simin
password [ ]
‘Connection Type: HTTP

IS Plugir Status | Confi

Mode:  (® Deploy ( Undeploy O Verify

Reater P eomentFi 1500

C:\Program Files\RFIDeas\RicohCardReaderManager\sample_CIS_deployment_files\deploycardreaderjson selected

2023-04-26 12:38:34 : Info: Processing device 10.10.30.142 - CIS Plugin installation status verification

2023-04-26 12:38:34 : Reading Reader Configs from file: C:\Program Files\RFIDeas\RicohCardReaderManager\sample_CIS_deployment_files\deploycardreaderjson 2023-04-26 12:38:56 : Debug: [10.10.30.142]
Trying to connect

2023-04-26 12:38:56 : Debug: [10.10.30.142] Connected to rxop success.
2023-04-26 12:38:56 : Debug: [10.10.30.142] Checking device compatibility.
2023-04-26 12:41:44 : Error: [10.10.30.142] Failed to verify assignment: -~ init -~ Device not reachable.

Ensure that Machine is accessible/connected to the network, and then try again.
- Wait for Proceed and/or Reset to be available once more (i.e. not greyed out)

User Manual
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41.2 If rf IDEAS Plugin is not Installed

« If the rf IDEAS plugins are not installed, please set the CIS Plugin Installer's mode to “Deploy”

0. ¢f IDEAS Remote Card Reader Manager for Ricoh - X
{_Single Device C tion | Multi Device Cs |

Device IP Address | 101030142

Der Username [ admin
Des Password ]
Connection Type TP
CIS Plugis Staws | Configuration |

Mode: ® Deploy C Undeploy O Verify

RoaterPain) Dptoment e 501

+ Click on the Select file button to load the rf IDEAS plugin “deployment” .json file

+ Select rf IDEAS Remote Card Reader for Ricoh\resources\deploycardreader.json
+ Click the "Proceed” button

Reader Plugin{s) Deployment File (.JSON) C:\Program Files\rf IDEAS Remote C

‘ Proceed | | Reset

‘ C:\Program Files\rf IDEAS Remote Card Reader for Ricoh\resources\deploycardreader.json selected.

- Click "Yes" for the rf IDEAS CIS Plugin(s) to be installed on the target Ricoh MFP

Confirmation x
E Would you like to proceed?

NOTE: If you see RxConfServlet is missing on device while working with G2 SOP with SDK/j, please first install it on the
machine. You can do this via the Web Interface\Configuration (Admin mode)\Install.

Log File Responses
Successful Results

10 1f IDEAS Remote Card Reader Manager for Ricoh

- x
Single Device Configuration | Mult Device Configuration
Device IP Address [10.10.30.142
Device Username  [admin
Device Password |

ConnectionType  HTTP
CIS Plugin Installer | Status | Configuration

Mode: @ Deploy O Undeploy O Verify

Reater () Deployment i JSON) 6\ progrr FIef 5550 ot Car e

Proceet___| (Lot

[cAProgram Files\e IDE te Card

deployment selected

12023-04-26 10:02:28 : Info: Processing device 10.10.30.142 - CIS Plugin installation.

2023-04-26 10:02:28 : Reading Reader Configs from file: G:\Program Files\RF IDeas\RiconC:
12023-04-26 10:02:20 : Debug: [10.10.30.142] Trying o connect.

12023-04-26 10:0229 : Debug: [10.10.30.142] Connected to op success
12023-04-26 10:02:29 - Debug: [10.10.30.142] Checking device compatibility.
12023-04-26 10:02:57 : Debug: [10.10.30.142] Checking if senlet conf needed
12023-04-26 10:03.07 : Debug: [10.10.30.142] isConfSenvietinstalled
12023-04-26 10:0307 - Info: [10.10.30.142] Found ReConfSenvet on device

_CIS_deployment

12023-04-26 10:03:33 . Info: [10.10.30.142] Installation success: com.ridp.usb.cis.Mideas
12023-04-26 10:03:55 : Info: [10.10.30.142] Installation success: com.ridp.utils.Configs endet
12023-04-26 10:03:55 : [10.10.30.142] assign reader to CIS plugin.

The Remote Card Reader Manager application will automatically reboot the MFP after pluigin installation.
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4.2 If rf IDEAS Plugin is not Installed

Unsuccessful Results

If you receive the following results.....

1D 1f IDEAS Remote Card Reader Manager for Ricoh - X

[ i figuration | Multi Device Configuration |

Device IP Address [ 1010.30142
" Usemame [ agmin
Password ]

ConnectionType ~ HTTP

IS Plugir Status | Configurat

Mode:  ® Deploy C Undeploy © Verify
Reader Plugin(s) Deployment ile (JSON) | C:\Program Files\rf IDEAS Remote

C:\Program Files\rf IDEAS Rermote Card Reader for Ricoh

2023-04-26 12:57:01: Info: Processing device 10.10.30.142 - CIS Plugin removal.

2023-04-26 12:57:01: Reading Reader Configs from file: C:\Program Files\RFIDeas\RicohCardReaderManager\sample_CIS_deployment_files\deploycardreader,json 2023-04-26 12:57:01: Debug: [1010.30.142]
Trying to connect.

2023-04-26 12:57:01: Debug: [10.10.30.142] Connected to rxop success.

2023-04-26 12:57:01: Debug: [10.10.30.142] Checking device compatibility. 2023-04-26 12:59:49 : Error: [1010.30142] Failed to uninstall the application.

-~ init -~ Device not reachable:

Ensure that Machine is accessible/connected to the network, and then try again.

+ Wait for Proceed and/or Reset to be available once more (i.e. not greyed out)

Undeploy Function:

- You can Undeploy any plugin file uploaded to the MFP via the rf IDEAS Remote Card Reader Manager for Ricoh application by
selecting the "Undeploy” radio button, then clicking the “Select File” button.

- It is not able to Undeploy plugin files installed via WIM or RIM.

4.1.3 Using Ricoh's Remote Installer Manager (RIM) to install RfldeasReaderPlugin &
RiDPConfigServletinstaller

1. Install RIM

2. Start RIM NOTE: Don't forget to set the Ricoh MFP admin credentials under File\Environment Setting\Device
Communication Settings\Authentication Settings!

3. Right-click on Device List

4. Click on Add, and Select > Manual Entry to input the IP address of one Ricoh MFP with a Ricoh Card Reader
(Manufactured by rf IDEAS)

5. Right click on the Ricoh MFP, Select Offline Operations > Install [2visit course]...> 1. Install [Device]

6. Select RfldeasReaderPlugin.zip, and click Open

7. Click Yes in the Remote installer Manager Popup window NOTE: Do not turn the device's power off while the process is
being performed

8. Wait for the process to be completed. NOTE: you can also access the Ricoh MFP locally (Panel) or via WIM to
confirm that the plugin was installed

9. Repeat steps 5 thru to 8 for RiDPConfigServletinstaller.zip

10. Close RIM
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41.4 Using WIM to Install RfldeasReaderPlugin & RiDPConfigServietinstaller

- RfldeasReaderPlugin.zip v1.00.10 and RiDPConfigServietinstaller.zip v2.02.28 can be installed/removed via WIM using
below

1. WIM --> Device Management --> Configuration --> Install.

|
M Device Name : RICOH N

i Status/Information » ‘

Configuration
Address Book

@ Device Management »

@ Print Job/Stored File  »
Main Power Off

2. Browse to the RFldeasReaderPlug-in.zip on your local PC.

3. Click "Display Extended Feature List".

4. Select the Radio button in the Total Applications list.

5. Click “Install” button.

6. Verify that RfldeasReaderPlugin.zip v1.00.10 is installed successfully. Information regarding the installed applications
can be confirmed from the Extended Feature Setting’s Extended Feature Info screen and the Startup Setting screen.
6.1 Click on Extended Feature Info (Startup Setting) from the Extended Feature Settings menu. Up to 4 applications

can be displayed at once. Changes are not possible. Changing pages is done by clicking on the index button.
6.2 Click on the properties button of the application that you wish to display information for. Return to the
“Extended feature Info” page with the “Back” button.
7. Repeat steps 2-6 above for RiDPConfigServletinstaller.zip
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41.4 Using WIM to Install RfldeasReaderPlugin & RiDPConfigServietinstaller

8. Register the CIS plugin. The CIS plugin needs to be registered to the MFP. In January 2019, Ricoh released a new
model generation with G2.5 panels. Therefore, different arrangements of the MFP configuration for CIS plugin
registration are described in the following subsections.
8.10n G3 Panels

+ Press “Settings”.

+ Press “System Settings”.

- Press "Network/Interface”.

+ Press "Control Panel: External Interface Software Settings”.

- Select “IC Card Software Settings” and ensure that "Proximity Card Reader” is enabled.

« Select “Proximity Card Reader”. This window will ask you to connect your card reader.

+ Plug your rf IDEAS Card Reader to the left or back of the SOP panel.

« A dialog will be shown that your card reader was registered.

- Click "OK".

+ The "Proximity Card Reader Settings” page will display as follows: Please verify that Vendor ID: “0c27" and

Product ID “ToDo" are set. In addition, the "Auth.” checkbox must be enabled.

8.2 O0n G2.5 Panels

+ On the Home Screen of the SOP click "User Tools".

« Select “Screen Features”.

« Scroll to the bottom of the list and select “Screen device settings”.

« External Interface Software Settings.

- Select “IC Card Reader” and ensure that “Proximity Card Reader” is enabled.

+ Select “Proximity Card Reader Settings”. This window will ask you to connect your card reader.

« Plug your RF ideas Card Reader to the right side of the SOP panel. (You may need to remove the bracket first).
- If the cabling is unclear, please refer to the “"Service Manual” of the specific Ricoh MFP for more detailed

instructions.

+ The "Proximity Card Reader Settings” page will display as follows: Please verify that Vendor ID: “0c27" and

Product ID "3BFA" (alternatively 3CFA) are set.

- In addition, the "Auth.” checkbox must be enabled. Click “Ok”.
» Use the “OK" and “back” button to return to home screen.
- Reboot the device.

8.3 0n G2.5 Panels with ACT 1.2s

+ Press “System Settings”.

- Press “Network/Interface”.

+ Press "External Interface Software Settings”.

- Select “Proximity Card Reader”.

+ Press "Proximity Card Reader Software Settings”

« Plug the card reader into the tablet.

+ A "Toast” message pops up “The card reader has been registered”. This message will disappear after a few

seconds.

- Enable checkbox Authentication to "Active”.

- Select as Software to use “RFldeasReaderPlug-in".
» Press “OK".

» Go back to home screen.

» Reboot the MFD.

8.4 On G2 Panels

User Manual

+ On the Home Screen of the SOP click "User Tools".

- Select “Screen Features”.

« Scroll to the bottom of the list and select “Screen device settings”.

- ICCard/Bluetooth Software Settings.

- Select “IC Card Software Settings” and ensure that "Proximity Card Reader” is enabled.

+ Select “Proximity Card Reader Settings”. This window will ask you to connect your card reader.

Plug your rf IDEAS Card Reader to the right side of the SOP panel.

« A dialog will be shown that your card reader was registered.
- Click "OK".
+ The "Proximity Card Reader Settings” page will display as follows: Please verify that Vendor ID: “0c27" and

Product ID “ToDo" are set. In addition, the "Auth.” checkbox must be enabled.
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41.5 Checking reader status in Single Device Configuration

+ Click on the Status tab
+ Click on the “Get Status” button

1D IDEAS Remote Card Reader Manager for Ricoh

Single Device Configuration r Multi Device Configuration |

Device IP Address [10.10.30.142 |

Device Administrator Usename [agmn |

Device i Password |

Connection Type HTTP

[ CIS Plugin Installer | Status | C ion_|

« Choose “Yes"” when ready to proceed to rf IDEAS reader status verification

Confirmation =

Would you like to proceed?

Log File Responses
Successful Results

10 1f IDEAS Remote Card Reader Manager for Ricoh - x
Single Device Configuration | Multi Device Configuration |

Device IP Address [10.10.30.142

vsemame fagmn ]

Password ]

ConnectionType  HTTP

IS Plugin Installer | Status | Configuration

Get Status.

20230425 19:07:59
Waiting for user's input

2023-04-25 19:08:57

The user selected Yes

(Gonnecting to & Ghecking status of IfIDEAS reader@Ricon HFP with IP Address=10.10.30.142

Reader status = RemateC: ridp.usb.cis. fidea: 1129, stateCode=ATTACHED, manifacturer=Rideas, model=PcPror, firmware=, lastFwChange=, configuration=ricoh_Awid Felica Digitag ICLASS.hwg*, lastCract 08:10, special data by Rdeas, ermorLevel-|
[Request sentto rfIDEAS reader@Ricoh MFP with IP Address=10.10.30.142 processed successfully.

Reader(=Rildeas, PCPror, .. ficoh_Awid Felica Digitag ICLASS hwge, 2023-04-14 08:10)@Ricoh MFP wih IP Address= 10.10.30.142
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41.6 Upload Secure .HWG+ file

+ Click on the “Configuration” tab
+ Click on the “Select File" button
- Navigate to the appropriate Secure .HWG+ file for the customer, and then click “Open”

10 1f IDEAS Remote Card Reader Manager for Ricoh

figuration | Multi figuration |

Device P Address [1o1030142 |
istator Usemame oamn |

Connection Type ~ HTTP

CIS Plugin Installer | Status | Configuration

Reader Configuration File (HWG+) Select File I Upload

o Open x

) 4configTesthwg+

[} 80581AKU Secure.nwg+
[ ricoh_Awid Felica Digitag iCLAS S.nwg+

File Name: | |
Files of Iype: |Reader Configuration Fle(HWG+) -]
2
- You will see the Configuration File settings below
Reader Configuration File (HWG+)  C:\Pragram Files\RF IDeas\RiconC: S ._config_files\ricoh_ Upload
{2023-04-25 19:12:51
C\Program Files\RF IDeas|RicohC: ple_t ;_config_files'ricoh_Awid Felica Digitag iCLASS hwg+ selected.

— fIDEAS Configuration File Start—

(Configuration #1 AWID_RDRG38X_COMPATIBLE, High Priority= OFF

|

COMMUNICATION PROTOGOL

| - Keystroke

|

FORMAT: DATA FORMAT Mode

| - Strip leading bit count = 1

| - Strip trail bit count = 1

| - 1D Field bit count = 16

| - 1D format = Decimal

| - FAG format = Decimal

| - FAC/ID Delimiter is ON( unknown )
|

READER + CARD READ STATUS INDICATOR

| -Beep on card read = ON

| - LED = AUTO(Reader)

|

SAMPLE OUTPUT: <»<><><FAC-<unknown=<ID><»<><><>

Configuration #2 FELICA_NFC3, High Priority= OFF
|

COMMUNICATION PROTOCOL

| - Keystroke

+ Click the "Upload” button
- Choose “Yes" when ready to proceed with configuring a single rf IDEAS reader.

0 1fIDEAS Remote Card Reader Manager fo Ricoh
| Singie Device Configuraion | Wl Device Confguraton |

Device P Address [l0t03042 ]

Device Administrator Usemame fagmn |

Dovice Administrator Password |

Comectontipe TP
(g | (==
o o s ] [

2023.04.25 19:13.49

._SecursHWG_config_fles\icon_Awid Felica Digitag ICLASS nwge selected.
Waltng for users input.

e <
S —
[es]
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41.6 Upload Secure .HWG+ file

Log File Responses
Successful Results

10 1f IDEAS Remote Card Reader Manager for Ricon -
Single Device Configuration |  Muiti Device Configuration |
Device IP Address [10.10.30.142
[admin
Password |

ConnectionType ~ HTTP

CIS Plugin Installer | Status | Configuration

Reader Configuration File (HWG-) |G\Program Files\RF IDeasIRiconCardReaderhlanagersample_SecureHWG_config_files¥icoh._ SelectFile Il Upload

2023-04-25 19:13:49
C:Program Files|RF IDeas|RiconCardReadertanagerisample_SscursHWG_config_files\ricoh_Awid Felica Digitag ICLASS hwg+ selected
aiting for users input

12023-04-25 19:15:52
The user selected Yes.
(Gonnecting to & Configuring If IDEAS reader@Riceh MFP with IP Address=10.10.30.142

Readsr configuration result = 201
(Configuration successfully uploaded o If IDEAS readsr@IP Address = 10.10.30.142

(Conneciing to & Checking status of f IDEAS reader@Ricoh MFP with IP Address=10.10.30.142
[Reader status = RemoteCardReaderStatus [cisName=com.ridp.usb.cis.fMideas, pluginid=1667760129, stateCode=ATTACHED, manifacturer=Rildeas, model=PcProx, firmware=, IastFwChange=, configuration=ricoh_Awid Felica Digitag ICLASS.hwg+, 1astCraCH 1338, special data by Rildeas, erorLevel=

Request sentto rfIDEAS reader@Ricoh MFP with IP Address= 10.10.30.142 processed successfuly.
fer(=Rfdeas, PcProx, ,, ficoh_Awid Felica Digitag ICLASS.hwg+, 2023-04-25 13:38)@Ricoh MFP with IP Address= 10.10.30.142
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4.2 Multi-Device / Fleet Configuration
4.21 Login & Verify that CIS Plugin is Installed

+ Click on the "Multi Device Configuration” tab

« Enter the Admin credentials (Username and/or Password) for the target MFPs (= MFPs onto which the rf IDEAS reader
is connected to)

« Click on "Select File” to load the .CSV containing all the target MFPs

1D f IDEAS Remote Card Reader Man:
Single Device Configuration

Username  [Admin | Password | Connection Type HTTP

Device List (CSV File) ‘

IS Plug | Fleet Configuration

Mode: @ Deploy O Undeploy O Verify
Reader Plugin(s) Deployment File (.JSON)

Select File

- Select: rf IDEAS Remote Card Reader Manager for Ricoh\sample_files\RCRM Sample MFP list.csv, and click “Open”
+ Click on View .CSV file content to review the list of target MFPs

10 Device List x
Device Display Name Address IP Address Operation Panel Group Comment
MP C2004ex (10.10.30.130) |RNP583879294B2F tc.ds 10.10.30.130 Smart Group1 Supported device
MP C2004ex (10.10.30.142) |RNPO02673B7A55C icds  |10.10.30.142 Smart Group2 Supported device
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4.21 Login & Verify that CIS Plugin is Installed

« Click on the “CIS Plugin Installer” tab
« Set the CIS Plugin Installer mode to "Verify”
+ Click on the “Select” file button to load the rf IDEAS plugin deployment .json file

10 1f IDEAS Remote Card Reader Manager for Ricoh

-f IDEAS

- X
("single Device Configuration | Multi Device Configuration |
B — — E— U,
Device List (.CSVFile)  C:\Program Files\RF IDeas\RicohCardReaderhlanagerisample_CSV_files\Sample MFPHEH‘EV‘ Select File ‘ ‘ View .CSV file Content
'CIS Plugin Installer | Fleet Configuration
Mode: O Deploy ©) Undeploy ® Verify
PAPRSR————
+ Select rf IDEAS Remote Card Reader Manager for Ricoh\resources\deploycardreader.json, and click Open
10 IDEAS Remote Card Reader Manager for Ricoh - X
( figuration | Mult Device Configuration |
Device Administrator Username  [agmin ] Password ComectionType  HTTP
Device List (.CSV File) C\PrngramFues\RFIDeas\RmnnCavdReanevManagensample,CSVj\es\samp\eMFPI\stuv‘ Select File ‘ ‘ View .CSV file Content
R e oo |
Mode: ) Deploy O Undeploy @ Verify
[P ——
o Open X
Lokt
[ deploycarareader;sor

[} deviceproperties.json

File Name: | json ]
Files ofType: [JSON (Comma detmited) Json) =
« Click "Proceed
10 rf IDEAS Remote Card Reader Manager for Ricoh
Single Device C ion | Multi Device C on |
Device Administrator Username  [admin Device Administrator Passward ConnectionType | HTTP
Device List ((CSV File)  C‘Pragram Files\RF D ple_CSV._{ MFF‘hslr.sv‘ Select File ‘ ‘ View .CSV file Content

CIS Plugin Installer | Fleet C. 1

Mode: () Deploy () Undeploy @ Verify
Reader Plugin(s) Deployment File (JSON) C:\Program Files\rf IDEAS Remot Select File

IC:\Program Files\rf IDEAS Remote Card Reader Manager for Ricoh\resources\deploycardreader.json selected.
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4.21 Login & Verify that CIS Plugin is Installed
- Click "Yes" to start rf IDEAS reader CIS plugin(s) installation on the Ricoh MFP

Confirmation X

Iz' Would you like to proceed?

NOTE: If you see RxConfServlet is missing on device while working with G2 SOP with SDK/j, please first install it on the
machine. You can do this via the Web Interface\Configuration (Admin mode)\install.

Log File Responses
Successful Results

10 1f IDEAS Remote Card Reader Manager for Ricoh

Single Device Configuration | Miulti Device Configuration

Username  [agmin Device Administrator Password Connection Type HTTP
Device List (CSVFile) | C:Program FilesIRF IDesIRiconCardReadertianagensample_CSV_fles\Sample HFP listcsy | SelectFile | [ view csvie content
IS Plugi Fleet Configuration

Mode: (® Deploy ) Undeploy O Verify

Reado Plgins)Deporment e LJSON)-Pratam Flos ¥ Deas RonCaroe

Proceed I Reset

[C2Program Files\RF IDeasiRiconC: _CIS_deployment f json selected

(2023-04-26 09:57:00 - Info: Processing evice 10.10.30.130 - CIS Plugin installation

(2023-04-26 09:57:00 : Reading Reader Configs from file: CAProgram Files\RF IDeasIRiconC: ._CIS_deployment_f Json
(2023-04-26 09:57:00 : Debug: [10.10.30.130] Trying to connect

(2023-04-26 09:57:00 : Debug: [10.10.30.130] Connected to rxop success.

12023-04-26 09:57:00 - Debug: [10.10.30.130] Checking device compatibilty.

(2023-04-26 09:57:13 : Error: [10.10.30.130] Failed to install the application.

|- init ~ Device not reachable.

(2023-04-26 09:57:13 - Info: Processing device 10.10.30.142 - CIS Plugin installation.

(2023-04-26 09:57:13 : Reading Reader Configs from file: C:\Program Files\RF IDeas\RiconC: ._CIs_deployment_f
(2023-04-26 09:57:14: Debug:[10.10.30.142] Trying to connect.

(2023-04-26 09:57:14 Debug: [10.10.30.142] Connected to rxop success.

12023-04-26 09:57:14 Debug: [10.10.30.142] Checking device compatibilty.

12023-04-26 09:57:41: Debug: [10.10.30.142] Checking I serviet conf needed.

(2023-04-26 09:57:51 : Debug: [10.10.30.142] isConfSenvetinstalled

(2023-04-26 09:57:51 : Info: [10.10.30.142] Found ReConfServet on device

12023-04-26 09:58:19 - Info:[10.10.30.142] Installation success: com ridp usb.cis. fideas

12023-04-26 09:58:42 - Info: [10.10.30.142] Installation success: com ridp.utils_configserviet

(2023-04-26 09:58:42 : [10.10.30.142] acsign reader o CIS plugin.
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4.2.2 If rf IDEAS Plugin is not Installed

-f IDEAS

If the rf IDEAS plugins are not installed, please Set the CIS Plugin Installer 's mode to “Deploy”
Click on the “Select File” button to load the rf IDEAS plugin deployment .json file
Select rf IDEAS Remote Card Reader Manager for Ricoh\resources\deploycardreader.json, and click Open

After loading the .json file click the “Proceed” button

107 IDEAS Remote Card Reader Manager for Rich

- [m] X
[ Single Device C: | Multi Device C |
Device Administrator Usermname [agmin | Device e Type HTTP
Device List ((CSVFile)  C:\rfiD ple_CSV_f MFP list.csv ‘ Select File ‘ l View .CSV file Content
CIS Plugin Installer | Fleet C ion |
Mode: @ Deploy ) Undeploy O Verify

Reader Plugin(s) Deployment File (.JSON) C:\rfiIDEAS\

Select File

Proceed ‘ ‘ Reset

C:\rfID

ple_CIS_¢ tf json selected

- Click on “Yes" for the rf IDEAS CIS Plugin(s) to be installed on the target Ricoh MFPs

Confirmation

Iz' Would you like to proceed?

X

NOTE: If you see RxConfServlet is missing on device while working with G2 SOP with SDK/j, please first install it on the
machine. You can do this via the Web Interface\Configuration (Admin mode)\Install.

Log File Responses

Successful Results

10 rf IDEAS Remote Card Reader Manager for Ricoh

Single Device Configuration_|( Multi Device Configuration

Device

Password

Usemname  [agmin Device

Device List(.CSV File)  CProgram Files\RF IDeas\RicohC: . Csvf

Connection Type

WFP list csv |

HTTP.

Select File ‘ ‘ View CSV file Content

CIS Plugin Installer | Fieet Configuration

Mode: ® Deploy (0 Undeploy (O Verify

Reader Plugin(s) Deployment File (JSON) ~ G:\Program Files\RF IDeas\RiconCardRe Select File

Proceed I

Reset

CProgram Files\RF IDeas\RiconCardReaderlanagensample_CIS_deployment_filesideploycardreader json selected

12023-04-26 09:57:00 - Infor Processing dsvice 10.10.30.130 - CIS Plugin installation

12023-04-25 09:57:00 : Reading Reader Configs from file: C:\Program Files\RF IDeas\RicohC:
12023-04-26 09:57:00 : Debug: [10.10.30.130] Trying to connect

12023-04-26 09:57:00 - Debug: [10.10.30.130] Connected o xop success.

12023-04-26 09:57:00 - Debug: [10.10.30.130] Checking device compatibilty.

12023-04-26 09:5713 © Errar:[10.10.30.130] Failed to install the application.

~ init - Device not reachable.

._CIS_deployment | json

12023-04-25 09:57:13 - Info: Processing device 10.10.30.142 - CIS Plugin installation.

12023-04-26 09:57:13 : Reading Reader Configs from file: C:\Program Files\RF IDeasiRicohC:
12023-04-26 09:57:14 : Debug: [10.10.30.142] Trying to connect.

12023-04-26 09'57:14 - Debug:[10.10.30.142] Gonnected to nop success.

12023-04-26 09:57:14 ; Debug:[10.10.20.142] Checking device compatioilfy.

12023-04-25 09:57:41 : Debug: [10.10.30 142] Checking if servlet conf needed

12023-04-26 09'57:51 - Debug: [10.10.30.142] isConfSenvstinstalled

12023-04-26 09'57°51 - Info: [10.10.30.142] Found RyConfSenviet on device

12023-04-26 09:58:19 - Info: [10.10.30.142] Installation success: com ridp.usb cis rMideas
12023-04-25 09:58:42 - Infor [10.10.30.142] Installation success: com ridp.utils.configsenviet
12023-04-26 09:58:42 - [10.10.30.142] assign reader to CIS plugin

_ClS_deployment_f json

The Remote Card Reader Manager application will automatically reboot the MFP after plugin installation.
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4.2.2 If rf IDEAS Plugin is not Installed

Undeploy Function:

- You can Undeploy any plugin file uploaded to the MFP via the rf IDEAS Remote Card Reader Manager for Ricoh application by
selecting the “Undeploy” radio button, then clicking the “Select File” button.

- Itis not able to Undeploy plugin files installed via WIM or RIM.

4.2.3 Using Ricoh's Remote Installer Manager (RIM) Installer Manager to install
RfldeasReaderPlugin & RiDPConfigServletinstaller

1. Install RIM

2. Start RIM NOTE: Don't forget to set the Ricoh G2.5 SOP MFP admin credentials under File\Environment Setting\Device
Communication Settings\Authentication Settings!

3. Right-click on Device List

4. Click on Add, and Select > Specify File to load .CSV containing multiple Ricoh G2.5 SOP MFP(s)

5. Right - click on Ricoh G2.5 SOP MFP(s), Select Offline Operations > Install [2visit course]...> 1. Install [Device]

6. Select RfldeasReaderPlugin.zip, and click Open

7. Click yes in the Remote installer Manager Popup window NOTE: Do not turn the device’s power off while the process is
being performed.

8. Wait for the process to be completed. NOTE: you can also access the Ricoh G2.5 SOP MFP locally (Panel) or via WIM to
confirm that the plugin was installed

9. Repeat steps 5 thru to 8 for RiDPConfigServletinstaller.zip

10. Close RIM
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4.2.4 Select a Secure .HWG+ File for a “Group” of Readers

-f IDEAS

The Fleet Configuration function allows you to configure multiple readers, with the same Secure .HWG+ files, simultaneously.

- Click on the Fleet Configuration tab
« Click on the “Select Reader Configuration File (HWG+)" button

10 ¢f IDEAS Remote Card Reader Manager for Ricoh

((ingle Device Configuration | Muit Devics Configuration |

Username  [admin Device Password | connection Type HTTP
Device List (CSVFile)  GiProgram FilesIRF IDeasIRIconCardReadertianagenisample_CSV_fles\Sample MFP list.csv View .CSV file Content

CIS Plugin Installer | Fleet Configuration

Taseiie I Reader Contguraon Fie (HWG=) i Vi WG oy e contnt I Eom

Tomi iz I

1 (HWG+) I View HWG+ Config file content I

00 |

Please define rows correctly to proceed.

- Select rf IDEAS Remote Card Reader for Ricoh\sample_files\80581AKUSecure.hwg+
+ Click "Open”

+ Your selected Secure .HWG+ file appears in the task bar
« Click on the "View .HWG+ Config file content” button to view configuration settings

10 1f IDEAS Remote Card Reader Manager for Ricoh

10 Visualize HWG File

Add Another Task

Usename  [agmin ] ComectionType  HTTP

Device List (CSVFile)  CIProgram Files\RF osv. istesv | selectrie | [ view.Csv e Content |

CIS Plugin Installer

I Taskia I Reader Confguration i (FWG=) T View WG Ganig i conent I Grows ]

[ = IDeasiRiconC I View WG Config file content | Group(s) |

Total # ofRead
)

User Manual

— HIDEAS Cenfiguration File Start—

[Coniguration #1 HID_PROX_RDR508X COMPATIBLEIH10301 by default), High Prioity= OFF

1

COUMUNICATION PROTOCOL.

1 -Keystioke

I

FORMAT: DATAFORMAT Mode

1 - Stip leaing bit count= 1
1 - Stip trail b count = 1

1 -ID Field bit coun = 16

1 1D format = Decimal

|

'READER + GARD READ STATUS INDIGATOR
1 -Beep on card read = ON
I - LED = AUTOReader)

1
SANPLEOUTPUT. >0 <iD> > <>

EQUIVALENT,
|

COMMUNICATION PROTOCOL

I ~Keystroke

1

FORMAT: DATAFORMAT Hode

1 ~Stip leading bit count =0

-ID Field bit count = 64

1
1
| -ID format = Decimal
I

LT
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4.2.4 Select a Secure .HWG+ File for a “Group” of Readers

- Click on the “Select Device Group(s)” button to choose the MFP that the above chosen Secure .HWG+ file should be applied
to.

10 1fIDEAS Remote Card Reader Manager for Ricoh

Single Device Configuration | Multi Device Configuration |

Username  [admin | i Password Connection Type HTTP
DovicoList (Vo) [C-Pogram FissiF DeasiicanCcRsaderdanagers ample_GSY_flesSampl P teay | satecri | [ View-cov e Conom_|

CIS Plugin Installer | Fleet Configuration

TaskNo. | Reader Configuration File (HWG+) [ View HWG+ Confi file content [ Groups [ Total # of Readers [
1 _ca IRF IDeasIRiconC: I View HWG-+ Config file content I Select 1 010 I

Please define rows correctly to proceed. Add Another Task.

To Configure 1 Group of Readers
« Let's select “Group 1" which contains MP C2004ex with IP address = 10.10.30.130, and then click “Save”

I Select Device Group(s) X

[] Group2 (1)

4.2.5 Select a Secure .HWG+ File for Another “Group” of Readers

The Fleet Configuration function allows you to configure groups of readers, with different Secure .HWG+ files, simultaneously.
- To apply a different configuration to Group 2 which contains MP C2004ex with IP address = 10.10.30.142
+ Click on "Add Another Task”

f IDEAS Remote Card Reader Manager for Ricoh

ingle Device Configuration || Muiti Device Configuration

levice i Usemame  [admin ] Device i Password [ ConnectionType TP
Device List (CSV File)  CProgram FilesiRF IDeasiRicohCardReadertianagerisample_CSV._flesiSample MFP lstcsv | Select File: | [ View csvfile Content |
15 Plugin installer | Fleet Configuration
T I T I e e I T I i I
1[_c IRF IDeas\RiconCi | View .HWG+ Config file content | Groupt I on | Remove.

Add Another Task

« Click on the “Select Reader Configuration File((HWG+)" button

Task No. Reader C File (HWG+) View .HWG+ Config file content Groups Total # of Readers
1| C:ArfIDEASIRicoh View .HWG+ Config file content Group1 o1 Remove
2] Select Reader C ion File (.HWG+) View .HWG+ Config file content Select Device Group(s) 0/0 Remove

User Manual

32



User Manual

4.2.5 Select a Secure .HWG+ File for Another “Group” of Readers

-f IDEAS

- Select rf IDEAS Remote Card Reader Manager for Ricoh\sample_files\ricoh_Awid Felica Digitag iCLASS. hwg+

+ Click "Open”

0 QOpen

Look i [] sample_SecsreHWG_contig_fles

[*] (=] = (= Bl

X

[} sose1AKUSecure. wg+
[} ricon_awid Felica igitag iCLASS. hwge

Foeame:  [scomtalesthws.

Fles of Typa: |Reader C File (HWiG)

+ Click on the "View .HWG+ Config file content” button

- If all Secure .HWG+ files settings are correct, “Close” the Visualize HWG+ file window

aram e s ] View 3w 1

Group
View 00 1

© Visusize MG Fle

|- 1102AS Conigursien Fie Stan—

_ RORESEX_COMPATIBLE,
|

'COMMUIICATION PROTOCOL

I “Kessrote.

1

FORMAT. DATAFORMAT e

1 ~Only 838 cards win 745 Bt count 26
"

|

1

1

1

1 FAC Flad bl court « 7
1 FAC fomal = HEX

1 ~FAC 1DDslimier s ON urknown )
1
READER + CARD READ STATUS INOICATOR

| Beepor oFF

1 LE0= L)

1
FORMAT: DATA FORMAT dorde
1 -Siipleaing bt count =

1=

Click on the “Select Device Group(s)” button to choose the MFP that the above chosen HWG+ file should be applied to

1orf IDEAS Remote Card Reader Manager for Ricoh

[ single Device Configuration | Multi Device Configuration |

- X
mame  [aomin ] Password ConnectionType _ HTTP
DeviceList(CSVFle)  G1Pragram FllsiRF DessRisohCardRsadeanagensampe_CS1._flesiSample FP tco | setectrle | [ view.cov e conton_|
CIS Plugin Installer | Fleet Configuration
Task o T Reader Configuration File (HINGS) I View HWG+ Gonfig fle content I Grouss Total# o Readers I
[N IDeas RiconCardReaderManagerisampi-._| View HWG+ Confg fle content I Groupt on I Remove
7 ) 1 View HWG+ Confg il content | o0 | Remove

“Select Group 2" which in this example contains MP C2004ex with IP address = 10.10.30.142

Click “Save”

10 Select Device Group(s)

[ Group1 (1)

[ Group2 (1
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4.2.6 Program Readers or Groups of Readers

+ See the Group?2 assignment to the task bar
- Click the “Upload” button to upload the HWG+ files

CIS Plugin Installer | Fleet Configuration

-f IDEAS

1[_caprogram Files \RicohCardReaderManagerisampl.._| View HWG Config file content I Groupt | I Remove.
2| c:Program Files\RF IDeas\RiconCardReaderManagerisampl.. | View HWG+ Config file content | Group2 | (%] | Remove
Tasks Logs
f 1
- Click "Yes" to activate Fleet reader Configuration.
Confirmation s

Log File Responses

Would you like to proceed?

Auu Anoue1 1aSK

Soft Reset.

Reset

_SecureHWG_config_f
fGroups: Group1
[Total # of reader to be configured: 1

1P Address=10.10.30.130
[2022-12-14 20:02:46

IConnectto http:/10.10.30.130:80 [110.10.30.130] faled: Connection refused: connect
[2022-12-14 20:02:46

Reader configuration resuit =-1.

1 IDEAS reader@Ricoh MFP with [P Addre:

10.10.30.130 configuration failed.

22-12-14 2002
(Groups: Group2
[Total # of reader to be configured: 1

2022-

Address=10.10.30.142

[2022-12-14 20:0250

Reader configuration result = 201
ly

Address = 10.10.30.142

[2022-12-14 20:0255
1€ Address=10.10.30.142

46
(Config: C:AMIDEASIRicohCardReaderhianagerisample_SecureHWG_config_filesvicon_Awid Felica Digitag ICLASS hwge

. stateCode=ATTACHED,
[Request sent to T IDEAS reader@Ricoh HFP with IP Address= 10.10.30.142 processed successfully.
Beex b ic Eelica Dinitan iC1 ASS 1214

Unsuccessful Result
Ensure that Machine is accessible/connected
to the network, and then try again.

Successful Result

firmware=, 3 "/

= 101030 14

ASS hwge,

1423,

by Riideas, errorLe

K1l

DN
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4.2.6 Program Readers or Groups of Readers

+ To export results of your Task No. 1 fleet configuration, click the button under Total # of Readers column, in the Task
No.1row (n/n).
+ Click the "Export” button in the pop up window.

© rf IDEAS Remote Card Reader Manager for Ricoh -8
1

o samin Device Aaminstator Passwora Comec

e e

. Cs§ [ selctiie | [ view csvrecomtent |

|(cisPuom msiter L

Taskro Rasta Conboraion i (THG") T Vi FVG= ot s contnt Gious T To s oo
[ Copropram s e IDsas iconCardRosdrianagorsampi_Secur—_| Viow WG+ Conty e contnt I Groupt I T
2| oprouram st Dses RiconCorReaserManagersanpi._Secur_| Viow WG+ Cont e contnt I Grousz I (0

ot sasmertas
e sonnesr st

* Progammes MFPs x

GontgFie P Address Gow s Pocessed s Sucoasstu Nossage
[CProgram FiesiRF Dsast. 10.1030.1 (ouer os o

0230425 195615

0230425 1956:16
e

Readettanasensample_SscusHiG_conta_flsit

[

0230425 195621

- To export results of your Task No. 2 fleet configuration, click the button under Total # of Readers column, in the Task
No. 2 row (n/n).
+ Click the “Export” button in the pop up window.

o 11DEAS Remote Gard Reader Manager for Ricon - x
| Single Device Conuration | Wit Dovice Confguration'|
[—— oo
s 1
Tasiio T e T Viow T Gows T Tota 7 otReacers
1|_CaProgram Files\RF IDeas\RiconCardReaderManagerisampie_Secur... | ‘View HWG+ Config file content I Group! 1 i
2| Cibrogiam Files R IpeasRiconCardRoaderManagerisamplo_Socur.. | ‘View WG Confi file content | ‘Group2. I T 1
sonsuse ot
[L—— x
onngrie | ipagmess ) I rEmeom | meem
o . SecureHWG_conf_flesticon_ [ioi030122 oz Jres o At conta i prondes
r—
osis s
oiz o
JU——
I =
ek ot e e
10 Programmed MFPs X
ConigFie | padmess | Grow [ oProcesses | issucces | Wsssage
CProgram FilesRF Deast_|10.1030 122 Jorowz ves o |t cont s pronaea
o Save X

o
[ samp wrp istesy

File Name:  [Sample MFP list- FAILED To configure.csv |

Files of Type: [CSV (Comma deimitsa) C.con =

E

User Manual 35




-f IDEAS
5. Have Additional Questions/Need Assistance?

Tech Support
Click here to submit a help request to rf IDEAS Tech Support.

Troubleshooting FAQs
Click here access Troubleshooting FAQs.

rf IDEAS Knowledge Base
https:/knowl Rail .com

—
IDEAS

rf IDEAS® and WAVE ID® are registered trademarks of rf IDEAS, Inc. Trademarks not belonging to rf
IDEAS are property of their respective companies.

©May 15th 2023 rf IDEAS, Inc. All rights reserved. Products are subject to change without notice.

425 N. Martingale Road, Suite 1680 Schaumburg, IL 60173 // Toll Free: (866) 439-4884 //
Voice: (847) 870-1723  Fax: (847) 483-1129 // Email: sales@rfIDEAS.com // rfIDEAS.com
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