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1. Overview

IDEAS

1.1 rf IDEAS Remote Card Reader Manager for Ricoh Overview

The rf IDEAS Remote Card Reader Manager for Ricoh allows technical service professionals to remotely manage rf IDEAS
readers attached to Ricoh MFPs. The current version of the application provides the ability to remotely update both
Secure .hwg+ files (used to configure reader card types, reader settings, and data formatting) and Secure Blob *.ini files
(used to configure Smartcard secure reader settings and security keys (sent to SAM card) for Legic, MIFARE and other
Smartcards) to rf IDEAS readers attached to G2, G2.5, and G3 SOPs. End users can either configure readers individually, or
a fleet of multiple readers simultaneously.

1.2 Prerequisites & Supported Platforms
1.2.1 Ricoh MFP Prerequisites

In order to use the rf IDEAS Remote Card Reader Manager for Ricoh, you must make sure that the MFPs you are wishing to
remotely configure meet the following requirements.

Component Prerequisites

MFP G2, G2.5 or G3 SOP

SmartSDK Version 2.30 (and above) must be installed on each machine
The rf IDEAS Remote Card Reader Manager application is not compatible with SmartSDK versions lower than version 2.30. If the SOP(s) you want to
remotely configure do not have version 2.30 or higher, you will need to upgrade the SmartSDK to version 2.30 (and above) before you can remotely
configure the SOP.

Firmware Latest MFP firmware must be installed on each machine

HTTPS HTTPS must be enabled on each MFP

Energy Saving Mode

Make sure Energy Saving Mode is set to ‘Low Power Mode' or ‘Off".

If the MFP is set to ‘Sleep Mode’ or Energy Saving ‘On’, then the Remote Card Reader Manager application will be unable to communicate to the reader
while the MFP is in deep energy save / sleep mode.

SOP Application

Applications must use the CIS Interface of the SmartSDK Version 2.30 (and above)

rxconfServlet.zip Plugin

Version 3.8.8 must be installed on each SOP using SDK/J

Prior versions of the rxconfServlet.zip plugin may not be compatible. To ensure compatibility, please install rxconfServlet 3.8.8 on all MFPs you wish to
remotely configure. If the MFP is using a 3rd party SOP application, that application must be able to install and run operations with rxconfServlet 3.8.8.
You may encounter compatibility issues if the 3rd party SOP application is using a prior version of the rxconfServlet.zip plugin.

1.2.2 rf IDEAS Supported Readers

rf IDEAS Models/SKUs

RDR-80xx1xxU

RDR-80xx1xxU-RSOP
KT-80xx1xxU-RSOP

RDR-75x1xxU
RDR-7Lx1xxU
KT-80xx1xxU

RDR-80xx1xxU-G3

RDR-30xx1xxU

RDR-30xx1xxU-RSOP

RDR-80Lx1xxU
RDR-8Xxx1xxU

RDR-30xx1xxU-MXS
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1.2.3 Supported Operating Systems

- Window 0OS

The rf IDEAS Remote Card Reader Manager for Ricoh runs on Java 8 SE. Click here to download Java 8 SE
Runtime Environment from Oracle. Oracle account registration required to download.

1.2.4 Required Files

+ RfldeasReaderPlugin.zip v1.1.0 and RiDPConfigServletinstaller.zip v2.02.28 Ricoh Card Reader CIS Plugin
included in the following download package folder: rf IDEAS Remote Card Reader Manager for Ricoh\resources

+ .json file (parameters for CIS Plugin installation, removal, etc.) Sample included in the following download
package folder: rf IDEAS Remote Card Reader Manager for Ricoh\resources

. csv file (list of the target MFPs and their IP address) Sample included in the following download package folder:
rfIDEAS Remote Card Reader Manager for Ricoh\sample_ files

»  Secure .hwg+ file Sample included in the following download package folder: rf IDEAS Remote Card Reader Manager
for Ricoh\sample_files

»  Secure Blob *.ini file Sample included in the following download package folder: rf IDEAS Remote Card Reader
Manager for Ricoh\sample_files

1.2.5 Readers Supported per Host

« Number of readers supported per host: 1 connected to the SOP

1.2.6 RICOH INTERNATIONAL B.V. Product Development Notifications

This product has been developed using Ricoh Company Ltd's proprietary embedded architecture or other proprietary
Ricoh products.

This rf IDEAS Remote Card Reader Manager for Ricoh User Manual includes information which has been

provided by Ricoh Company, Ltd, and such information is © Ricoh Company, Ltd or its licensors. Copying in whole orin
part of the Ricoh information without the permission of Ricoh is prohibited, except to the limited extent permitted by
mandatory applicable law.

Products

RfldeasReaderPlugin
1667760129

RiDPConfigServletinstaller
1667760130
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1.3 Summary of Features

Single Device Configuration

IDEAS

Includes rf IDEAS CIS -
Plugin(s) deployment and
reader configuration Host Device (i.e. MFP with rf IDEAS reader) access
rf IDEAS reader-related Task
p—— Task mode
Priangen Phiginegs] Depioarosat Fi (JS0H] ekt Fiw
Task or Sub-Task initialization ®
File(s) required for the chosen Task or Sub-Task
Task or Sub-Task logs T
Multi-Devi Fleet Configuration
Includes rf IDEAS CIS
Plugin(s) deployment and = R
reader configuration [~ Host Device (i.e. MFP with rf IDEAS reader) access
i Dsee (. In File(s) required for the chosen Task
e e e G Py
rf IDEAS reader-related Task —-cssss s ile(s) content visualization
I " Franer Cormigarskon i [ G, G T Tokal # 3f Rraters T |
| 1 St Beelr Corlige s I "] I Boreon |
rf IDEAS reader-related ——
Sub-Task(s)
File(s) required for the File(s) content Configuration results
chosen Sub-Task visualization + e g Task
Task or Sub-Task initialization —| “ Export to .CSV file T
o

Sub-Task
addition

Task or Sub-Task logs
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2. Enabling the Ricoh MFP

21 Ricoh MFP

211 Determine Ricoh Card Reader Vendor ID (VID) and Product ID (PID)

Ooti e f IDEAS Confi { L Dotion 2 - Usi . Devi
« Plug your rf IDEAS reader into the computer - Start Device Manager (Windows 0S)
- Start the rf IDEAS Configuration Utility « Locate and Expand Human Interface Devices
+ Can be downloaded here:
rfideas.com/support/tools/downloads e

& Device Manager - o

- Click the Connect icon in the left hand nav. E B

. ; ;:‘;:;;MB and eutputs
+ Once connected, you will see your reader appear 3] Brmeincderee
) Bhusteeshy
under Device List 2 ot
s Disk dhives.
L) Ema-mm-:
- o R——
x » B Keybawds
= I': :sncls‘:echwowdmu
BELE LT DN RLRATION o e and cther gonbng devices
@ o RO e patisie ] g::::;mwn
TS0 Ervmdent B Other devices

B ¥ 1DEAS Cotianstion Uty | WASE 1D Solo i WINE T2 Pl -

01 SRR
5B Frwweve; 20

P Sottwore components

§ Software tevices

& Sound, sidew ard game contraten
B orage cortrellen

mrcugn | 285 Sotaun 1.8 Zauaats | 960C

“Properties”
0 SR Ingin Dewioe Properties. £
A i G Drwer  Defa | Evem
Lonct Nt B File  Achicn Wiew Hal Fw ISE gut Devse
Dewie i Humae iedoe Desoes. -

Mafacurw (S symee dewcen
Locatn P S000% b _S9007

° W HD-comglint endor- el Tewenda

"
W 2 D Device

o FORRFT HID Bt e

ol Lagptich USB bpet Divice
Bl Moo g Conturst

=1 /USB LLASS 00000

¥ Pstatle Diesce Corrrel de

+ Copy the VID and PID shown under Device List vy

i U3 g Dievics

& UiE inpu Doce
5 Ko T R
[ ————
W M s omes powning dvces
= Marvtos:

#01 RDR-805x1AxU [ —

USE Firmware: 16.2.0

LUID: 0/0x0000

0C27:2BFA RF IDeas
VID PID

e
¥

33
1
&

« Click the "Details” tab, then set Property to
“Hardware IDs”

- Copy the VID and PID shown under Device List

5 I Device Frogperie: ®
) Gered Diesr Deisih_Everty

155
g USERO Dese

Hartnam b

% 4
4 D compls vendor-d8f  Veka

b HE-complisnt vendos 0l | i6n 0 (EIAS0 JBERIREV TR0
o M- complent vendor 0 | iEmen [P _BES

[ HID-compla mreless ind VID PID

4 12T HD Device

i IR HD Evern Fiter

ik Logiiech USE ngan Device

ik Micsatt

L It D
[ [ ]
£ Whemory technclegy devces

) Mce a0 omes peisting dsices

= Wit

I Mtk pispiens

7 Demer desices

S Pink e

R Printers

+ Right-click on the USB input device and select
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2.1.2 Set the Ricoh Card Reader Vendor ID and Product ID on Ricoh MFP

Option 1 - Using tt bl Monitor (WIM)
« Login into the Web Image Monitor with MFP username + password
WIM -> Device Management

i Status/Information + | | m Device Name : RICOH 1
+ Go to Configuration

WIM -> Device Management -> Configuration

ce Management y Configuration

Address Book

Print Job/Stored File »
Main Power Off

- Click on Program/Change USB Device List
WIM -> Device Management -> Configuration -> Program/Change USB Device List

- Enter the four characters collected earlier into respective Vendor ID and Product ID field e
- e.g. Vendor ID: “0C27", Product ID “3BFA" st

wEna
® At bl Boication
- demani Emal Natiakion

« Enter the characters below into respective Vendor ID and Product ID field el —
« e.g. Vendor ID: “0C27", Product ID “3CFA" & rorumhes i
=i

 arhrss Sushartication
D Setting Informatie Impast ety (Garver]
ETREISN PRE TS BEtics Lt i
® oo iendily Commhar Fariodibminitr st Merage
= Campuiory Senuity Stamg
OK { Cancel 1 Cinnithorioed Gy Prewsitien: Coviae

W U Ted Copy Pravention: DEUmenT sane

If settings are changed while the device is connected, reconnact the device or restart the machina to apply th L SR |
Enter hexadecimal numbers (0 -9, a - f, A - F) with a maximum of 4 digits for each 1D.

W Device 1
Vendor ID : 0c27
Product [0 : 3BFA

W Device 2
vendor ID : 0C27
Product ID:3CFA_ |

oK | cancel

Program/Change USB Device List

0K | cancel

If settings are changed while the device is connected, reconnect the device or restart the machine to apply the setting changes.
Enter hexadecimal numbers (0 - 9, a - f, A - F) with a maximum of 4 digits for each 1D.
Device No. | Vendor 10 | Product ID |
| Device 1 | oc27 e
| Device 2 'oc27 I3CFA '
| Deviced | '
| Device 4
| Device 5
| Device 6
Device 7
Device 8
| Device 9
| Device 10 |

0K | cancel
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2.1.2 Set the Ricoh Card Reader Vendor ID and Product ID on

Setting Vi D o ID on G3 Machi

External Device

L]

[+]

Introduction and Basic Operations
Copy
Document Server

[+ +]

Fax

Printer

Scan
Mainienance
Troubleshooting

[+ -+ O+ I+ ]

Settings

Configuring the Authentication Server
Managing Devices

B System Settings ltems

EDIsplawlnpul

Riconh MFP

s i Y

T TR
!s:)una
| Metworkinterface
|sena (EmaivFolder)
|settings for Administrator
IMacmnafComrol Panel Information
Address Book Items
Tray/Paper Settings ltems
Copier/Document Server Settings ltems
Fax Settings Items

-f IDEAS

Satting ttems

Description

Register/Change USB Device List

Regisier Product ID and Vendor ID information for an IC card reader device as a sel 10 the device [ist 1o Imit e usage of USH devices.

The "Product ID™ and “Viendor 07 information for a USE device have been assigned by the manufaciurer o dentify the individual device. ™vendor
D" input settings are between 00001 and OxFFFE and “Product ID" inpul satlings ane batween O and OxFFFF. Up 10 ten pairs of "Frodect 10"

and "vendor D" information can be registerad

« Please reboot (switch off - then on) the device after making those changes.
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2.1.2 Set the Ricoh Card Reader Vendor ID and Product ID on Ricoh MFP
Option 2 - Using the Panel

- Login into the Panel
Panel -> User Tools

- Go to Machine Settings
Panel -> User Tools -> Machine Settings

- Click on Program/Change USB Device List
Panel -> User Tools -> Machine Settings -> Program/Change USB Device List

- Enter the four characters collected earlier into respective Vendor ID and Product ID field
+ e.g. Vendor ID: "0C27", Product ID "3BFA"

- Enter the characters below into respective Vendor ID and Product ID field
+ e.g. Vendor ID: "0C27", Product ID "3BFA"

2.3 Complete Ricoh MFP Configuration

« Set the "Screen Startup Mode” to Normal
+ The default Screen Startup Mode is "Quick”. It boots the screen as fast as possible even though some
background applications may not be ready yet.
« The "Quick” startup mode may cause misunderstanding that device is ready to use.
- To avoid those misunderstandings, it is recommended to set “Normal” Screen Startup Mode.

+ Enable Human Detection Sensor
- This sensor should be enabled by factory. The settings organization has been changed when migrating
models from Classic screen type to the new Standard screen type.
« The following subsections shows screenshots.
- Screen type Classic
- Press [Settings] on the Home screen. Press [Machine Features Settings].
- Press [System Settings] [General Features] tab [Human Detection Sensor], and then press
[Active].
- Press [OK]. After completing the procedure, press [Home]
- Screen type Standard
« Press [Settings] on the Home screen. Press [System Settings].
- Press [Machine][Power/Energy Saving][Human Detection Sensor].

User Manual 0
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3. Create Secure .HWG+ and Secure Blob *.INI Files and List of
MFPs to Target for Multi-Device Updates

You will need to use the rf IDEAS Configuration Utility (download here) to create a Secure .HWG+ file(s) that can be

3.1 Create Secure HWG+ file(s)

used to remotely update readers with the rf IDEAS Remote Card Reader Manager for Ricoh application.
Secure .hwg+ files allow you to configure reader card types, reader settings, and data formatting.

.
COMFIEURATIONIS)

.
B 1 1DEAS Configuration Litlity | WE D Solo and WAVE ID® Flus
DEViCE LT

Comection Type

(@ USE [Uriversal Sarial Bus] ports

Q) seriak R5-232 andl virual COM
+
theough

Use COM ports
Q cthemet fLocal IP 10.10.30.154}
P
HID ICLASS C5N
. - -
17 Adddrass a = 4
For 10001 Fitnl el 1P
s =1 UISE LD D/G0000
B 1 1DEAS Contiqurstion Uity | WAVE D Solo anis WVE D8 Plus = i
401 ROR.80x 1 Axt @ - . D
v » +. (@) Enabie Extended Mode
&
Data Format Dsfimiters Euad Hastiog
write
ABC 123 . 987654321 XYZ T GN
Advanced Sattings

Disconne
Wiegand ta keystroke data format

Conpect

t Wiegand bits

#1 LISE LUID: D/EwD0000

Sample Secure HWG+ files are included with the rf IDEAS Remote Card Reader Manager for Ricoh tool installer package, to

help you understand the format and content within a Secure .HWG+ file.
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3.2 Create Secure Blob *.ini files

+ You will need to use the rf IDEAS Smartcard Manager (download here) to create a Secure Blob *.INI file that can
be used to remotely update secure Smartcard readers with the rf IDEAS Remote Card Reader Manager for Ricoh
application.

+ Secure Blob *.INI files are used to configure Smartcard secure reader settings and security keys (sent to SAM card) for
Legic, MIFARE and other Smartcards.

- Smartcard Manzger == H
File Options  Help

Gereral Setings  MIFARE Clazsic Settings

Card Corfiguration Index: |2 ~ {4l rumbers are 1 hexd
Key
Erter card key A | 000000000200 | B | 000000003000
ey ID: o1
Eroam K

File Data Configuratian

Read Bockor Sector: (@ Bock () Sector

Bloch/Sector #. |

e Smartcard Manager - x
Off=et in Fie: |00 | Fil=  Options  Help
Leath: 105 | Gereral Setlings | Legic Settngs

Card Corfiguration Incex |1 "'|

File Key Canfiquration Segment |dentification

Autherteate with Key Borkey B @A (DB (0 Use Stamp Addvess
[ 1 (] 2
Key Reference: |01 | (@) Ise Segret Nuvber
Generaly Key Feferenca - Kay ID abevel Erter Legic Stamp:
{Slamp isin hexp
Segmert. El
Stamp Lengh: ]
Diata Fomat
Vints card zattngs Wirte bosye | | Wiite evenyihing 1o reacer
Data Offest: o
Connected 1o reader, PWN-22 2. LUIDHOO00 -~
Data Lenath: El
Byte order: (@) Stancerd
(O Feversed
Cuiput Base
(®) Hex
() Decimal
Wrie card scttings | | Wrie keys White evendhing to reader

Cernscted tareader, FW:20 5, LLID-0000

Sample Secure Blob *.INI files are included with the rf IDEAS Remote Card Reader Manager for Ricoh tool installer
package, to help you understand the format and content within a Secure Blob *.INI file.

Further configuration guides are available at:
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3.3 Compile the List of MFPs Hosting Ricoh Card Readers Requiring Configuration

User Manual

1. Log onto the SLNX admin page

2. Navigate to the Devices tab

3. Right click on the name header and select “Columns”.

4. Ensure the following “column” objects are selected (you
can select others, the following is the minimum
requirement):

« Device Display Name

- Address

» Network: IP Address

« Operational Panel

- Group
NOTE: The tool may or may not ignore unneeded columns

5. Click on “Views" and select “Save as”

RICOH

Streamline NX

Profte Dwtaull feisral)

e

Languap | Engisn

[ ton

[eesoaogf
7
i

RICOH Streamline NX
[~ oo ]

L Hast Hame:

[EFoE T =8l
8 (0 1P Addres
bl * E«ar. nve Driay hares =
= :‘-‘.c | .35 (10, T, Seet Mg
() Cerfiente groups. |
& Cossion: -] wa3san ¢1f B Sert Dascending
:": A w4020 (1| @ Sonhgues Sont
e ] wosq of W] Gt St
@ uenwnl:ﬁ it be A1 Coumny
w3000 (1 3 Aure
2
= WIS |
= s asea (f Colmes
-1 LT=0 i
= ¥i 2300 (3| I Froess veves vusiey vams
-1 M
= wriseq  Gdd Caiosisted Colime
- u s
-1 w0 (s W Agatdign
=  Cigon (| I Lamasgn
Y=z [T
n ke Dres Dumay e
o H«S0 Y e
F e _—
T B sy ' s ——
v o w Netwat UAC Asmvas
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e o ¢ ) cuwr s
o o ¢ - ESTTTEaee. [ et
T 5 smn o
R Deven (W et
I e s —
e o) 5 r_u-u-u
e N
f e Leow
M= 1 Fresne Devis Doupy ame
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! s Commanen ¢
[wesr wullll P
i 0
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Enter View Name*

6. Enter a name for your new view and click the "OK" button | Card Readers| | |
e | emen |

[Vaw = [Carareases | S8 @[ @ [ %

7. Now you will have the new View Name you just saved via the View

Basi “
dropdown for future use. i~ c
Counters
8. To Export the device, select the CSV export icon.
9. The exported CSV file will be downloaded to your browser’s default location.
See sample .CSV file below included in
rf IDEAS Remote Card Reader Manager for Ricon\sample_ files
# Format Version: https.//protect-us. mimecast.com/s/CrERCxkw 1 jum3VZeWAH 7P ?domain=5.1.1.0
# Generated at: 09/30/2021 14:17:44
# Function Name: Device List
# Device Display Name Address Network: |P Addre Operation Panel Group
dev_displayname dev_address dev_ipaddress operation_panel dev_real_group_name
MP C2004ex (10.10.30.130) RNP583879294B2F.tc.ds 10.10.30.130 Smart Groupl
MP C2004ex (10.10.30.142) RNPO0O2673B7A55C 1c.ds 10.10.30.142 Smart Group2
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4. Installing the rf IDEAS Remote Card Reader Manager for Ricoh
4.1 Verify Java (JRE or Default JDK) Version

The rf IDEAS Remote Card Reader Manager for Ricoh is a Java application. Use the following Command Prompts to
determine if Java 8 SE is currently installed on your PC.

- Start Command Prompt (or Terminal)

B Command Frompt

+ Type java -version, and then hit ENTER

- Type Exit, and then hit ENTER

4.2 Install or Update Java

« Click here to download Java 8 SE Runtime Environment from Oracle. Oracle account registration required to
download.

How to download and install Java on https:/www.java.com/en/download/help/windows__manual__download.html
Windows? https:/www.java.com/en/download/help/windows__offline__download.html
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4.3 Install rf IDEAS Remote Card Reader Manager for Ricoh

4.31 Download rf IDEAS Remote Card Reader Manager for Ricoh.jar

e Click here to download the rf IDEAS Remote Card Reader Manager installation file, (.zip file), which contains the rf
IDEAS Remote Card Reader Manager for Ricoh.jar

4.3.2 Install rf IDEAS Remote Card Reader Manager for Ricoh.jar

e Place the rf IDEAS Remote Card Reader Manager for Ricoh installation .zip file in C:\Program Files, or in any other
folder of your choice.

¢ Unzip the rf IDEAS Remote Card Reader Manager for Ricoh installation file.

User Manual
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4.4 Run rf IDEAS Remote Card Reader Manager for Ricoh

-f IDEAS

- Navigate to / Open the rf IDEAS Remote Card Reader Manager for Ricoh installation folder.

- To launch the rf IDEAS Remote Card Redaer Manager for Ricoh application, double click the rf IDEAS Remote Card

Reader Manager for Ricoh.jar

MName v Status Date modified

3/20/2024 5:59 AM
3/20/2024 2:58 AM
3/20/2024 9:56 AM
3/20/2024 9:59 AM
3/20/2024 9:59 AM

documentation
lib
rESOUFCES
sample_files
|2 | if IDEAS Remote Card Reader Manager for Ricoh-v1.3.0-alpha+328.jar

[ONONORONO]

User Manual

Type Size

File folder
File folder
File folder
File folder
Executable Jar File 356 KB

16



-f IDEAS
5. Configure the rf IDEAS Remote Card Reader Manager for Ricoh
5.1 Single Device Configuration (one rf IDEAS Card reader connected to Ricoh MFP)

511 Login & Verify that CIS Plugin is Installed

+ Click on the Single Device Configuration tab

- Enter the IP address + Admin credentials (Username and Password) for the Host MFP (MFP onto which the rf IDEAS
reader is connected to)

+ Click on the “CIS Plugin Installer” tab

+ Set the CIS Plugin installer's mode to “Verify”

[ Single Device Cor ion | Multi Device Configuration

Device IP Add |10.10:211.12 |

Device Administrator Usarname  admin |

Davice AdMINISIrator PASSWOrl  ssss |

[ Ci§ Pugin Installer | status |" Configuration |

Mode: 0 Deploy ) Undeploy @Fv?m;!

Reader Plugin{s) Deployment Flie {.J SON) select Fila

| Proceed | Reset

+ Click on the Select file button to load the rf IDEAS plugin “deployment” ,json file

© Single Devica Configuration | Mulli Devica C

Device IP Address [10.10.211.12 |

Device Administrator Username  |sdmin |

Device Adminisiraior Password  ssss |

| CIS Plugin mstaiter [’ status | Configuration |
Mode: 2 Deploy Z Unceploy @& Verify
Reader Prugin{s) Daploymant Fila (.| SON) Salect Flie

Procesd

It Cpen x

Look in: |5 resources ,:| @@E‘

File Name: |deDIorcardreader.iaun |

Files of Type: |J SON (Comma delimitzd) (*ison) -]

- Select the following file:
rf IDEAS Remote Card Reader Manager for Ricoh\resources\deploycardreader.json, and click Open
+ Click "Proceed” button

User Manual 17
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511 Login & Verify that CIS Plugin is Installed

Sample Responses
Plugins are installed on MFP

| Single Device Configuration | Mulli Device C

Device Admini u tadmn
Device Administrator Password [eees |

| CIS Plugin Installer | Status | Configuration |

Mode: () Deploy () Undeploy & Venfy
Reader Plugin{s) Deployment File {JSON)  C\Program Fliesirf IDEAS Apps\i_IDEAS_ Select File !
Proceed I Reset |

C\Pragram Files'rf IDEAS Appsirf_IDEAS_Remote_Card_Reader_Manager_fer_Ricoh_alpha_v13.0-alpha+ ploy |son selected.

2024-03-10 14:06:00 : Info: Procsssing device 10.10.211.12 - CIS Plugin installation status venfication.

2024-03-19 14:06:10 : Reading Reader Configs from file: C\Program Fllesi IDEAS Apps\_IDEAS_Remote_Card_Reader_Manager_for_Ricoh_alpha_v1 3.0-alpha+328vesources\deplovcardreaderison
2024-03-18 14:06:11 : Debug: [10.10.211.12] Trying to connect.

2024-03-18 14:06:11: Debug: [10.10.211.12] Checking device compatitility...
2024-03-19 14:06:40 : Debug:[10.10.211.12] isS0P = true, Connected to nop success.
2024-03-18 14:06:40 : Debug: [10.10.211.12] Checking if senvist confneeded.
2024-03-19 14.00.40 . Info. [10.10.211.12) Rx(‘.onTSerwei Isnot needed

2024-03-18 14.06:48 . Debu info list 38

2024-03-19 14:06:48 © Infa: 110 10.211.12] Verification success! App is installed. 1667760129
2024-03-18 14:06:48 : Info: [10.10.211. 12] Veriicstion succass! App is installed. 1667760130

—

2024-03-19 14:06:52 - {Infoi 10 10.211. 12] seftting readerwae 1etme¢

2024-03-19 14:06:52 : [Info{10.10.211,12] selting authertication is enabled. SUCCESS

2024-03-19 14:06:52 : [Infoj10.10.211.12] setting <USB_CLASS> is equal: KSR SUCCESS

2024-03-19 14:08:52 : [Info{10.10.211.12] setting <PLUGIN=> is equal com.fidp.usb.ds fideas SUCCESS
2024-03-19 14:06:52 ; [Infol 10.10.211,12] setting <READER NAME= is equal; pcProx Card Reader SUCCESS
2024-03-19 14:08:52 | [Info{10.10.211.12] setting <VENDOR_ID= |s equal: 0CZ7 SUCCESS

2024-03-19 14:06;52 : [INf0i 10.10.211.12] setting <PRODUCT_ID> IS equal 3BFA SUCCESS

2024-03-19 140652 : [Info{10.10.211.12] setting <READER USED= is equal. USB SUCCESS

2024-03-19 14:06:52 : [10.10.211.12] Process complete.

Plugins are not installed on MFP

. Single Devica Config | Mt Dawice ion |

Device IP Address [1 0.10.211.12
Devica Admini u [admin
Device Administrator Password [sses

CIS Plugin Instalier | Status | Configuration |

Mode: O Deploy T Undeploy ® Verify
Reader Plugin(s) Deployment File (. SON| _C'iPr_n_qr;rn Fiesid IDE.ﬁs ﬁpns\n_DE_ﬁSh Select File
Proceed || Resel |

(C\Program Filesyf IDEAS Apps'i_IDEAS Remote_Card_Reader_Manager_for_Ricoh_alpha_v1.3.0-alpha+328\ der.json selected.

2024-03-1915:14:40 : Info: Processing device 10.10.211.12 - CIS Flugin installztion status venfication

2024-03-12 15:14:40 : Reading Reader Configs from file: C:\Program Files\T IDEAS Apps\ri_IDEAS_Remote_Card_Reader_Manager_for_Ricoh_alpha_v1.3.0-alpha»328\resources\deploycardreaderjson
2024-03-1915:14:41 : Debug: [10.10.211.12] Trying to connect.

2024-03-1915:14:41 : Dabug: [10.10.211.12] Checking device compalibility...

2024-03-1915.15.08 . Debug: [10.10.211.12} isSOP = rue. Connedted lo mop success,

2024-03-1915:15:08 : Debug: [10.10.211.12) Checking if servet conf needed,

2024-03-1915:15:08 | info: |1u.1u_211.1z| RaConfSemnviet Is nc!needeu

: warn [10.10.211.12] Verification failed! App is missing 1567760129
12] Verification failed! App is missing. 1667760130
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51.2 If rf IDEAS Plugin is not Installed

- If the rf IDEAS plugins are not installed, please set the CIS Plugin Installer’s mode to “Deploy”

-f IDEAS

[ Single Device Config |" Multi Device C: ion_|

Device IP Address [10.70.211 12 |
Device Admini U [admin |

Davica Administrator Password [sess 1

[ Cis Plugin nstalier | staws | C n |

Mode: & Deploy ) Undeploy 0 Veriry

Reader Plugin(s) Deployment File (.JSON| | SeiectFile
T |

+ Click on the Select file button to load the rf IDEAS plugin “deployment” ,json file
- Select rf IDEAS Remote Card Reader for Ricoh\resources\deploycardreader.json

Devica Adminisator lsamame [aome |

Onteicn AEmiERITanT Pasiwoid

R S

" Opem ®
s T EEEEE
e ]
ks o Type:[150M Conma sstmbe) - fson) izl

[ovan_ ][ et |

« Click the “Proceed” button
- Click "Yes" for the rf IDEAS CIS Plugin(s) to be installed on the target Ricoh MFP

Log File Responses
Plugins have been successfully deployed

Dewice IP Address [10.99.211 12 |
Devics Adminsirator Usemame  [samin |
Device Adminisiralor Password [sees |

Moge: @& Depioy © Undeploy ) Verily

Readet Pluginis) File LJSOM| CLUse oD - ADEASDes) | Seloct Fle

€.z ersjcidu O eDrive - MDEAS Des ol IDEAS_Remole_Card_Reader_Manager_for_Ricon_algha_1 3,0-alpha+328esources deplovcarireader json selected

[2024-03-25 09:56:50 . Info. Procassing devce 10.10.211.12 - CIS Plugin inctataton.

{2024-03-25 DB:S6:51 -Degug: (10.70.211,12] Tring 16 connect

12024-03-25 080:56:51 _ Debug: 110.10.211.121 Chacking Sevce comegatisliity.
12024-03-25 08 57,26 Dwdug [10.10 21112} is30P = frue. Cannected Io mop success
[2024-03-25 0575726 Dedug’ [10.90 211.12) Check
ir.1 al 2 (1010 RConisacdql
0.10.217.12] Installation succe:

(2024-03-29 DESTET 10,1021 1.121 3564 reader o CFS plugin...
[2024-03-25 04:57:40 . [Infa10.10.211. 2] sefing reader ware fatched..
[A24-03-25 0¥ 5T7:42  Rebooling Deves, Mis may lake & Tew minudes
[2024-03-25 10r08:28 ' Redoo! compieted successhuly.

The Remote Card Reader Manager application will automatically reboot the MFP after plugin installation.
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51.2 If rf IDEAS Plugin is not Installed

Undeploy Function:

+ You can Undeploy any plugin file uploaded to the MFP via the rf IDEAS Remote Card Reader Manager for Ricoh application by
selecting the “Undeploy” radio button, then clicking the “Select File” button.

« Itis not able to Undeploy plugin files installed via WIM or RIM.

5.1.3 Using Ricoh's Remote Installer Manager (RIM) to install RfldeasReaderPlugin &
RiDPConfigServletinstaller

1. Install RIM

2. Start RIM NOTE: Don't forget to set the Ricoh MFP admin credentials under File\Environment Setting\Device
Communication Settings\Authentication Settings!

3. Right-click on Device List

4. Click on Add, and Select > Manual Entry to input the IP address of one Ricoh MFP with a Ricoh Card Reader
(Manufactured by rf IDEAS)

5. Right click on the Ricoh MFP, Select Offline Operations > Install [2visit course]...> 1. Install [Device]

6. Select RfldeasReaderPlugin.zip, and click Open

7. Click Yes in the Remote installer Manager Popup window NOTE: Do not turn the device's power off while the process is
being performed

8. Wait for the process to be completed. NOTE: you can also access the Ricoh MFP locally (Panel) or via WIM to
confirm that the plugin was installed

9. Repeat steps 5 thru to 8 for RiDPConfigServletinstaller.zip

10. Close RIM
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5.1.4 Using WIM to Install RfldeasReaderPlugin & RiDPConfigServletinstaller

- RfldeasReaderPlugin.zip v1.1.0 and RiDPConfigServietinstaller.zip v2.02.28 can be installed/removed via WIM using

below

1. WIM --> Device Management --> Configuration --> Install.

i Status/Information »

@ Device Management »

Print Job/Stored File >

: RICOH

W Device Name

Configuration
Address Book
Main Power Off

2. Browse to the RFldeasReaderPlug-in.zip on your local PC.

3. Click "Display Extended Feature List".
4. Select the Radio button in the Total Applications list.
5. Click "Install” button.

6. Verify that RfldeasReaderPlugin.zip v1.1.0 is installed successfully. Information regarding the installed applications
can be confirmed from the Extended Feature Setting’s Extended Feature Info screen and the Startup Setting screen.
6.1 Click on Extended Feature Info (Startup Setting) from the Extended Feature Settings menu. Up to 4 applications

can be displayed at once. Changes are not possible. Changing pages is done by clicking on the index button.
6.2 Click on the properties button of the application that you wish to display information for. Return to the
“Extended feature Info” page with the "Back” button.
7. Repeat steps 2-6 above for RiDPConfigServletinstaller.zip

User Manual

21



-f IDEAS

5.1.4 Using WIM to Install RfldeasReaderPlugin & RiDPConfigServletinstaller

8. Register the CIS plugin. The CIS plugin needs to be registered to the MFP. In January 2019, Ricoh released a new
model generation with G2.5 panels. Therefore, different arrangements of the MFP configuration for CIS plugin
registration are described in the following subsections.
8.10n G3 Panels

« Press “Settings”.

+ Press “System Settings”.

- Press “Network/Interface”.

« Press “Control Panel: External Interface Software Settings”.

- Select “IC Card Software Settings” and ensure that “Proximity Card Reader” is enabled.

« Select "Proximity Card Reader”. This window will ask you to connect your card reader.

« Plug your rf IDEAS Card Reader to the left or back of the SOP panel.

« A dialog will be shown that your card reader was registered.

- Click "OK".

+ The "Proximity Card Reader Settings” page will display as follows: Please verify that Vendor ID: “0c27" and

Product ID “ToDo" are set. In addition, the "Auth.” checkbox must be enabled.

8.2 On G2.5 Panels

- On the Home Screen of the SOP click "User Tools".

« Select “Screen Features”.

- Scroll to the bottom of the list and select “Screen device settings”.

- External Interface Software Settings.

- Select “IC Card Reader” and ensure that “Proximity Card Reader” is enabled.

+ Select "Proximity Card Reader Settings”. This window will ask you to connect your card reader.

« Plug your RF ideas Card Reader to the right side of the SOP panel. (You may need to remove the bracket first).
- If the cabling is unclear, please refer to the “Service Manual” of the specific Ricoh MFP for more detailed

instructions.

+ The "Proximity Card Reader Settings” page will display as follows: Please verify that Vendor ID: “0c27" and

Product ID “3BFA" (alternatively 3CFA) are set.

- In addition, the "Auth.” checkbox must be enabled. Click “Ok”.
» Use the “OK" and “back” button to return to home screen.
- Reboot the device.

8.3 0n G2.5 Panels with ACT 1.2s

« Press “System Settings”.

- Press “Network/Interface”.

- Press “External Interface Software Settings”.

- Select “"Proximity Card Reader”.

+ Press "Proximity Card Reader Software Settings”

« Plug the card reader into the tablet.

- A "Toast” message pops up “The card reader has been registered”. This message will disappear after a few

seconds.

- Enable checkbox Authentication to "Active”.

- Select as Software to use “RFldeasReaderPlug-in".
» Press “OK".

» Go back to home screen.

+ Reboot the MFD.

8.4 On G2 Panels

User Manual

- On the Home Screen of the SOP click "User Tools".

« Select “Screen Features”.

- Scroll to the bottom of the list and select “Screen device settings”.

- ICCard/Bluetooth Software Settings.

- Select “IC Card Software Settings” and ensure that “Proximity Card Reader” is enabled.

« Select "Proximity Card Reader Settings”. This window will ask you to connect your card reader.

Plug your rf IDEAS Card Reader to the right side of the SOP panel.

+ A dialog will be shown that your card reader was registered.
- Click "OK".
« The "Proximity Card Reader Settings” page will display as follows: Please verify that Vendor ID: “0c27" and

Product ID “ToDo" are set. In addition, the "Auth.” checkbox must be enabled.

22



-f IDEAS

5.1.5 Checking reader status in Single Device Configuration

+ Click on the Status tab
+ Click on the “Get Status” button

Log File Responses
Successful Results

| Single Device Configuration | Multi Device Configuration

Device IP Address  [10.10.211.12
Mevice Administrator Username | admin

Device Administralor Password  sees

" Os Bmgin mstailer | Stams | Connguration |

Gel Siatus.
|2074-03-25 10:15 38
Connecting to & Checking status of f IDEAS reader@Ricoh MFP with [P Address=10.10.211.12
Reader siatus = Remote CardReaderStatus [cisMName=com ridp usb cis fidess, pluginld= 1'3%?760149 staleCode=ATTACHED, manifaciurer=Rideas, model=PcProx, Armware=, lasiFwChange=, configuration=
‘Requaesizentto fIDEAS reader@Ricon MFP with 1P 10.10.211.12 pr
|Reader(=Rfideas, PcProx, . . . \@Ricoh MFP with IP Address= 10.10.211.12
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5.6 Upload Secure .HWG+ file

Configure reader card types, reader settings and data formatting.

+ Click on the “"Configuration” tab

« Click the arrow next to “Choose File Type to Upload” and select .HWG+(secure)

+ Click on the "Select File" button

+ Choose the Secure .HWG+ file you would like to send to the reader, and then click “Open”.

NOTE: the current version of RCRM does not allow you send to Secure .HWG+ and Secure Blob .INI files at the same
time. This is a feature we plan to release in the future.

+ You will see the Configuration File settings below

[ CI5 Plugin status | € ion |
|.HW61{secure; | - | HA - Customers\Ricoh\TestingMI Testing\Wnkush Files\John © Testing'LEGIC CARD 1 SECURE hwg+ Select File | | Upload
2024-03-2510:46:18

H:4 - Custemers'RicohiTesting\IMl Testingankush Files\John C Testing\LEGIC CARD 1 SECURE hwg+ selacted.

'— rfIDEAS Configuration File Start—

Configuration #1 HID_PROX_RDRE08X_COMPATIBLEH 10301 by default), High Prioriy= OFF
|
COMMUNICATION PROTOCOL
| - Kaystroke
|
FORMAT: DATA FORMAT Mods
| - Strip leacing bit count=1
| - Strip trail bitcount=1
| - 1D Field bit count=16
| -1D format= Decimal
|
READER + CARD READ STATUS INDICATOR
| -Beeponcard read= 0N
| -LED = AUTC(Reader)
|
SAMPLE OUTPUT; == it <[ Dr e i<

(- rf IDEAS Configuration File End—/

+ Click the “"Upload” button
+ Choose "Yes" when ready to proceed with configuring a single rf IDEAS reader.

| Single Device | mur Device Connguration |

Device IP Address (104021112 |

Davice Administrator Username  [admin |

Device inistrator F |..no |

* CI5 Plugin Installer | Status | Confi

HWG+{sacure) |v | H:ld - Custemars\Riceh\TestingliM| Testing\ankuzh Files'Uohn C Testing\LEGIC CARD 1 SECURE hwg+ Select File | | Upicad |

[2024-03-25 1047 27
H\A - CustomersiRicohTestingiiM Testingiankush FilesJohn C Testing'LEGIC CARD 1 SECURE hwo+ selected.
fWaiting for user's inpul...

Confirmatior

ETE‘JJ Would you like to proceed?
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5.6 Upload Secure .HWG+ file

Log File Responses

Successful Results

© single Device Conngu | ec |

-f IDEAS

Device IP Address [10.10.211.12 |
Device Username [samin |

Device Administrator Password [asss |

CI Plugin Instafler | Status | €

|G+ {secure) 'tv| Ho - Cust RicatTastingUh Testing\Ankush Filssionn C Tastingl EGIC CARD 1 SECURE hwg+ Select file

2024-03-2510:47.27
HA-C s\RicohiTestingMNI Testing! Files\John C TasEngl EGIC CARD 1 SECURE hwg+ salected.
Walling for users input...

2024-03-25 10:49.07
{The user selecled Yes.
Cenneciing 1o & Configuring f IDEAS readen@Ricoh MFP with IP Address=10.1021112

Readar configuration result = 207
Configuration successfully uploaded to i IDEAS raader@IP Address = 1010211 12

Connaciing o & Checking status of f IDEAS MEP wath [P Add 109021112

Reader sistus = RemoteC; i ridp.ush cis rideas, plugi 16ETTE0120, stateCode=ATTACHED, manFzcurer=Rfideas, modal=PcProx firmware= lastFwChanga= configuration=4

Request sentto fIDEAS reader@Ricoh MFF: with IP Addrags= 10.10.211.12 processed successfully,
Readen=Rfideas, PcProx, . LEGIC CARD 1 SECURE hwg+, 2024-03-25 11716, @Ricch MFP with IP Address= 10.10.211.12

5.7 Upload Secure Blob *.ini file

Configure Smartcard secure reader settings and security keys (sent to SAM card) for Legic and MIFARE Smartcards.

Note: If you are updating both Secure Blob *.INI and Secure .HWG+ files, you must update the Secure Blob *.INI

before updating the Secure .HWG+ file.

Click on the “Configuration” tab

Click the arrow next to “Choose File Type to Upload”, and select .INI(Blob*, secure)
Navigate to the appropriate Secure Blob *.INI file for the customer, and then click “Open”
You will see the Configuration File settings below

Single Device Configuraton | Multl Device Configuration |

Devica IP Address  [10.10.211.12 |

Device Administrator Username |adrnin |

Device Administrator Password [ess |

[ €15 Pugin Instalter | sias | Configuraton |

JNI[Blob*, secure} 1'| Select File

User Manual
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x

Look lii: [Ij.lohn C Testing I'| @@ E} @Ig_—j

[ LEGIC CARD 2 SECUREni

D MIFARE Classic Card 1 Secure.ini

D MIFARE Classic Card 2 Secure.ini

D MiIFARE DESFire Secure Card 1_2 Secure.ini

File Name:  |LEGIC GARD 1 SECUREIni

Files of Type: [Mer Configuration File (INT}
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5.7 Upload Secure Blob *.ini file

+ Click the “"Upload” button
- Choose "Yes" when ready to proceed with configuring a single rf IDEAS reader.

|“Sigi Deics Contauiaion | Wi Devie Contauratin |

Device IP Address [10.10211.12
Device Admin u [admin

Device Administrator Password |nu

| CIS Plugin installer | Status [cmﬁg-mmu [

INI{Blob*, sacure) | v| H& - Customers\RicohiTestingiiM Testingwnkush FilesUshn C TestinglLECIC CARD 1 SECURE.inI Salect File | 1 Upload

2024-03-25 1268734
M4 - Customers\RicohiTestingIN] Testinglénkush Files\lohn C Testing'LEGIC CARD 1 SECURE ini selactad.
:Waiting for usars input...

Confirmation x

Would you like to procesd 7

No |
Log File Responses
Successful Results
| Single Device Configuration | Multi Deviee C: i
Device IP Add 101021112 ]
Device Administrator Username  |admin |
Device Adminisirator Fassword [sess |
"CIS Plugin Installer | Status |
INIBlob*, secure) |v| H\A - CustomersiRicohiTestingiN| Testingldnkush Filasiohn C Testingl EGIC CARD 1 SECURE ini Salact Fila | Upload
2024-03-25 13:0056
HAA - Custar R Testingdn T, g Fllez\John C Testing\LEGIC CARD 1 SECURE.inl selected.

Waillng for users input..

[2024-03-25 13:00:58
[The user selectzd Yes,
Connecting to & Configunng rf IDEAS reader@Ricoh MFP with IP Agdress=10.10.211.12

Raadar configuraton rasult=201.
(Configuration successfully uploadedto ifIDEAS readern@IP Address = 10.10.21112

iConnecting to & Checking staius of  IDEAS readen@Ricoh MFP with IP Address=10.10211.12

Reader slalus = RemoleCardReaderStatus [cisName=com ridp.usb ds.fideas, pluginld=1847700129, slateCode=ATTACHED, manifacturar=Rflde as, model=FcProx, itmware=, lastFwChange=, configuration=L
Request sent to M IDEAS reader@Ricon NFP with [P Address= 10.10.211.12 processed successiully.
Reader(=Rfdeas, PcProy, ., LEGIC CARD 1 SECURE ini, 2024-03-25 13:28)@Ricoh MFP with [P Address= 10.1021112
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5.2 Multi-Device / Fleet Configuration
5.21 Login & Verify that CIS Plugin is Installed

+ Click on the "Multi Device Configuration” tab

« Enter the Admin credentials (Username and/or Password) for the target MFPs (= MFPs onto which the rf IDEAS reader
is connected to)

+ Click on "Select File” to load the .CSV containing all the target MFPs

[ Single Device Configuration | Multi Device C

Device A |gdr|'|i|-| | Device Administrator Passwornd saae

Device List{ €SV File)  H8 - CustomersiRicohiTesting\Fleet MFP CEVS\RCRM_Sampla_MFP_List_2MFPs_1Sroup.csy | Selecl File | | View .C5V file Content

[ €15 Plugin Installer | Floet Configuration |

Mode: 0 Deploy ) Undeploy '® Verify
Reader Plugin(s) Deployment File {.J SON) Select File

Procead

File selaction cancelled by user.

I Open x

Look In: |gmmpcsv= 1:] @‘@E %Lﬁ‘:

|r_‘] Fleet Config Resuits Export

- Select your fleet .csv, and click “Open”
+ Click on the “View .CSV file Content” button to review the list of target MFPs

[ single Devica Connguration |~ Mult Davice Configuration |

Device ini 1=dmin Device Administralor Password e
Device List (C8V Hle)  H:A4 - Custermners\RicohiTestngiFlest MFP CSVsIRCRM_Sample_MFP_List 2MFPs_1Group.cev Select Fie | | Wiew CSV file Content
7 el
[
It Device List bad
Cevice Display HName | Address IP Address Operation Panel Group Comment
RgIM C2510 (RNPOOZETIBTASSCcds 1010217 14 Smart Groupd Supportad device
WP IN 550 IRMPOO267IR7ARSCtods 101021113 Smart Group Supportad device

_TE3
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5.21 Login & Verify that CIS Plugin is Installed

Click on the “CIS Plugin Installer” tab

Set the CIS Plugin Installer mode to “Verify”

Click on the “Select” file button to load the rf IDEAS plugin deployment .json file

Select rf IDEAS Remote Card Reader Manager for Ricoh\resources\deploycardreader.json, and click Open

Single Device Configuration | Mihmf‘

Device Administrator Usemame |ac|rnin | Device Administrator Password lanes

Device List {{CSVFile) H:\A - Customers\RicohiTestingFlesi MFP CSVS'RCRM_Sample_MFP_Lisi IMFPs_1Group.csv [ Selact File | | View .CSV file Comtant i

[ CIS Plugin Installer | Fleet Configuration |

Mode: 0 Deploy ) Undeploy & Verity

Reader Plugin(s) Deploymant File {.J SON) Select File

Flle sefaction cancelled by user
11 Open =
Look In: [ resources |'| @ ﬁ‘@

File Name: |ﬁeploycard'ea:!er_.f_son |

Files of Type: [Jsou{t_:madeﬁmg_r_._jsw! ]:|

- Click "Proceed”
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5.21 Login & Verify that CIS Plugin is Installed

« Click "Yes" to start rf IDEAS reader CIS plugin(s) installation on the Ricoh MFP

D ANITNSESION (SSTRNNE  [admin | Dewice daminietrator Passwond fowes ]
Divice Linl [ CSV ) HIA el | Samole_MFF_Lisl ZWFFs 6o cen | Selectle || View.CSV bie Content |

Wooe: T Deploy © Unoepiy @ vedify

Reoder ihe (IS0 | 20t | Seboct

File selection canceiied by user.

DEAE_Remots_Card_Reader_Wanager_for_Riceh_sipha v130-

Log File Responses
Plugins are installed on MFPs

uiaboe Wt evics Confiuraten |

(e Adminmicstns anmeame | sdmn [Masice Actmaninitator Hasawnrd
Divice List [C5V Fia} u_Samilo WP Lisi SHFFs_
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2041375 144252 W 110,10 211 17] ¥wrfication fased Apo b= aning, 167 TE0130

TEAR_Flemats_Card_Resdar Nansger_for_Fizh_sioha 1.3 3-afohas 3elmstauncasegiycad|

User Manual i 29




5.2.2 If rf IDEAS Plugin is not Installed

- If the rf IDEAS plugins are not installed, please set the CIS Plugin Installer ‘s mode to “Deploy”
« Click on the “Select File” button to load the rf IDEAS plugin deployment .json file

- Select rf IDEAS Remote Card Reader Manager for Ricoh\resources\deploycardreader.json, and click Open

r oS |
Device Administrator Usemame  [admin | Device Administrator Password wens R
Device List(.CSY Flle}) |HA-Customers\RicohiTestingiFlaet MFF CSVS'RTRM_Sample _MFFP_Lis1_2MFPs_1Group.csy | Select File ] | View .CSV file Content

Mode: 4 Daploy (1 Undegioy: © Verify
Ruadsr Phugins) Doplaymsnt Fis {JSON)

onied [ mese |

i Cpen %

o [men - EEEEE

Flle Name:  |oeploveardreacer son

Files of Type: | JSON [Comma delimited] {* json)

- After loading the .json file click the “Proceed” button
« Click on “Yes" for the rf IDEAS CIS Plugin(s) to be installed on the target Ricoh MFPs

Log File Responses
Plugins have been successfully deployed to MFPs

] :ﬁwmw‘nwj

Device Admiaistralo Usermane  [3dmin | mevice anministiais Passwere [sans
Device List LCEV File) HW-C g Flest MFP _Sampls_WFF_List 2WFPs_1Group.csv | Seloct Fle | View CSV fle Contont
 Cis Pugin insiatier | |

Mode  ® Deploy L Undeploy ) Vanty

Reater Fuging Flle {SOM] L Dnve - ADEAS\esk - :

Proceed I{ Resst

Lol - depf IDEAS_Remote,_Card_Resder_Manager for_Ricoh_albha w12 0-slpha+ 328resourcestdaployeaidrandarjson salednd

2024-03-25 1454734 " Indy Processing dewice 10 10.211 14 - CIS Plugin inatalistion

20260325 18 52 %4 Denug [10.10.211 14] Trying s conract

D024-03.25 14,6424 - Debug: [10.10.211 14] Checking device compatinity.
2024-03-25 14:54:54 - Debug: [10.10.211.14) (580F = rue. Connecled to pop success.
[T2e-03-25 185454 Dubug [10 10211 14} Checking it sendat cond nesded

. E480 - 1nda 11010 T8 R i

BxCanteerictic
| Installation success: comnidp.uso.as.iceas
CORS S COMAiop ulls

o 82 arrstul IR LI ) =g v L
12024-03-25 14:55:25 [Info[10.90.211 4] seting reader were fetched.
P02e-03-25 1455 29 Rebeoting Device. this mar fake a Tew minutes
2024-03-25 145650 - Reboct compieted sucoasshilly

2034-03-26 14:50:50: Inf: Procassing davics 10.10.211 12 - €IS Plugin installston

2024-03-2€ 14:60:50 : Dabuag: [10.10.211.73) Trving o connach.

2024-03-25 14:56:50 : Debug: [10.10.241 17 Checking device somoatibdily..

2070325 145516 Detug [10.10:211 13 550F = tiug Conneded 0 DOp Success
2024-03-26 1460:16 : Debug: [10.10.211.13) Checking f sendat conf needad

& -1 {5 - g izggtosaded

2022-03-25 185533 indy [0 19211 13] Instaliation success: comridp s os Mdeas
[2024-03-25 185046 7 In¥0 [$0.90 271 13] Instalisbon sUCcess: Com ndp ulils comhgeerdst
R SR T aaer FIagin.
20F-03-05 145849 [Infol 10010 211 12] seting reader were lelched
PEA-13-25 145850 ° Rebooting Dewvice, s maytake afew minies
2024-03-25 15:03:12: Rebeol completad cuccesshully

The Remote Card Reader Manager application will automatically reboot the MFPs after plugin installation.
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5.2.2 If rf IDEAS Plugin is not Installed

Undeploy Function:

- You can Undeploy any plugin file uploaded to the MFP via the rf IDEAS Remote Card Reader Manager for Ricoh application by
selecting the “Undeploy” radio button, then clicking the “Select File” button.

- Itis not able to Undeploy plugin files installed via WIM or RIM.

5.2.3 Using Ricoh’s Remote Installer Manager (RIM) to install
RfldeasReaderPlugin & RiDPConfigServletinstaller

1. Install RIM

2. Start RIM NOTE: Don't forget to set the admin credentials under File\Environment Setting\Device
Communication Settings\Authentication Settings!

3. Right-click on Device List

4. Click on Add, and Select > Specify File to load .CSV containing multiple MFP(s)

5. Right - click on MFP(s), Select Offline Operations > Install [2visit course]...> 1. Install [Device]

6. Select RfldeasReaderPlugin.zip, and click Open

7. Click yes in the Remote installer Manager Popup window NOTE: Do not turn the device’s power off while the process is
being performed.

8. Wait for the process to be completed. NOTE: you can also access the MFP locally (Panel) or via WIM to
confirm that the plugin was installed

9. Repeat steps 5 thru to 8 for RiDPConfigServletinstaller.zip

10. Close RIM
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5.2.4 Select a Secure .HWG+ File for a “"Group” of Readers

The Fleet Configuration function allows you to configure multiple readers, with the same Secure .HWG+ files, simultaneously.
« Click on the Fleet Configuration tab

« Click the arrow next to “Choose File Type to Upload” and select .HWG+(secure)

- Click the "Select Reader Configuration File” button in the task table to load in your Secure .HWG+ file

[ Single Devica Connguration | Mult Device €

Device Admini: Username  [admin | Davica A laans
Device List (CSVFile) HMW- Customers\RicohiTesting'Flest MFP CSVsIRCRI_Sample_MFP_List 2MFPs_1Croup.csv | Select File I I View .CSV file Content
[ €IS Plugin Installer | Fleel C
[ WG secure) [~
Task MNo. | Réadé.r(.‘mﬁguraﬁnn Filg | View Config fila cortent | Groups | Tatal # of Readers |
1] SelectReaderC ration File. = | Select Device Grou... | 00 Remove
(L =
Please felne rows corractly  Look in: Ilj John C Tashng ‘ 'I = ’E} Ij .ﬁ';g;'] = Add Anotner Task
[ LEGIC CARD 1 SECURE.hwg+
Tasks Lous | [} LEGIC CARD 2 SECURE.hwg+
[’} LEGIC CSN ONLY.hwg~
[y miFARE Clagsic Card 2 Secure 1000ms. hwg+
[ muFARE CSN ONLY
Frio Name:  |MFARE Classic Card 2 Secura hwgs |
Filas of Type: [mrmﬁnummn Filo (HWGs| -
o ]

« Choose the Secure .HWG+ file you would like to send to the readers, and then click “Open”
« Your selected Secure file appears in the task bar

- Click on the "View Config file content” button to view configuration settings
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5.2.4 Select a Secure .HWG+ File for a “Group” of Readers

- Click on the “Select Device Group(s)” button to choose the MFP that the above chosen Secure .HWG+ file should be applied
to.

| singie Device C: ion | Multi Device Cc tian |

Device Administrator Usermame | admin Device Administrator Password sesa |

Device List LCSV Filo)  H:\A - Customers\RicohiTestingiFle et MFP CSVsIRCRM_Sample_MFP_List_2MFPs_1Group.csy | Select Fle | [ View .CSV file Content

CIS Plugin Installer | FleetC

[migBiob*, secure) [-]

Task No. | Reader Configuration File | Vizw Config file conlent | Groups Tolal # of Readers |
: 1 HW-C rsIRicohi Testi Te. | View Canfig file content | Group | 02 | R

I Select Device Group(s) b Add Another Task

- With the RCRM, you have the ability to send different Secure .HWG+ files to different cohorts of readers simultaneously,
by creating additional groups in the MFP CSV file.

- Itis recommended that you begin using the utility with a single group (Group 1).

«  Then as you become more proficient, you have the option to send multiple Secure .HWG+ files to multiple MFPs by
adding additional Groups in the MFP CSV file.

NOTE: the current version of RCRM does not allow you send to Secure .HWG+ and Secure. Blob *.INI files at the same time.
This is a feature we plan to release in the future.

«  Click the “Upload” button to upload the HWG+ files to the targeted MFPs
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5.2.4 Select a Secure .HWG+ File for a “Group” of Readers

Log File Responses

User Manual

Sigle Device C 1" Malt; Devics Configuration |
Device Administrator Usemame  admin Device Administrator Password sees
Dovice List [C8V Fe)  HAA - CustomersiRicohiTestingiFleet MFP CEVS\RCRM_Sample_MFF_List 2MFPs_1Group csy Salect File View C 5V file Content

CIS Phugin Instalier | Fleet Configuration |

TaskMo. | Reades C Fila | View Config file content | Groups | Tolal # of Readers
1] HAA - CustomersiRicobiTesting Nl Testing... | View Config file content | Groupt 1 22

Adid Anditliind Tash

oo | sofReset || Reset

| Tasks Logs |

I

IEUEAH)!—ZS 15:40:36

Config. HIA - CustomarsiRicohiTe stingiMI TestinglAnkush FilasJohn C TasBngMIFARE Classic Card 2 Secure. hiwg+
(Groups: Group1

Total # of reader 1o be configured:: 2

£2024-03-25 154036
[Connecting fo & Configuring rf IDEAS resder@Ricoh MFP with [P Address=10.10.211 14

L

AP CELLE

‘Reader configuration result = 201

iC; 8L uploaded 1o f IDEAS reader@iP Addess = 1001021114
(2024-03-25 15:40:55

iConnecting to & Chacking status of i IDEAS readern@Ricoh MFP with iP Address=1010211.14

(Reader status = RemoteCardReaderSlatus [cisMamazcom ridp.ush cs fideas, pluginld= 1657780129, slateCode=ATTACHED, manifacturer=Rlldeas, model=FcPron, firmware=, lastFwChange=, configuratia
IRequest sent 1o M IDEAS readeng@Ricon MFP with [P addreza= 1010 211,14 processed succassfully.
(Reader=RNdeas, PcProx, ,  MIFARE Classic Card 2 Secure hwg+, 2024.03-25 15404@Ricoh MFF with [P Address= 10.10.211.14 =

[2024-03-25 15:4057
[Cenneciing o & Configunng rf IDEAS reader@Ricah MFP with [P Address=10.10211.13
b hebiad

‘Reader configuration resull = 201,
£l o d1o MIDEAS readen@iP Address = 1010.211.12.

[2024-03-25 154118
iConnecting 1o & Chacking status of f IDEAS readen@Ricoh MFF with IP Address=101021113

Reader status = RemoteCardReaderStatus [cisMameascom rdp.usb.cis fideas, pluginld= 1667760129, siateCode=ATTACHED, mandacturersRildeas, model=PcProx, firmwares, [astFwChanges, configuratia
(Request sent to il IDEAS reader@Ricoh MFP with IP Address= 10.10.211.13 processed successiully.
Reader(=Rdeas, PcProx, ,  MIFARE Classic Card 2 Securi hwg+, 2024-03-25 14154@Ricah MFP with IP Addreas= 10.10.211.13

[2024-03-25 15:4120

oepe. . .
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5.2.5 Select a Secure Blob *.INI File for a “Group” of Readers

The Fleet Configuration function allows you to configure multiple readers, with the same Secure Blob *.INI files simultaneously.
Note: If you are updating both Secure Blob *.INI and Secure .HWG+ files, you must update the Secure Blob *.INI before
updating the Secure .HWG+ file.

«  Click on the Fleet Configuration tab

«  Click the arrow next to “Choose File Type to Upload” and select .INI(Blob*, secure)

+  Click the "Select Reader Configuration File” button in the task table to load in your Secure Blob *.INI file
«  Choose the Secure Blob *.INI file you would like to send to the readers, and then click "“Open”

Sirgin Dawico Canfiguration |- Ml Tiovica Consigueation: |

i

Wl HA- CushmeER TSN gF T HFF 05

_gameis_MFF_LisL 2UFPs_15mig.co meioi e |[ wew cmvawecommmn |

| IS Pugn nasslir | Fisat Confiquranon |

P — =l
Taskhe | Reaaw Corguratin Flu I ViewCantg e coatiat [ Ced Tata # ot eeaduis
3 st Conguianon e | - I Remore
arimy| ¥ Open | [ o anomes Task_|

Lo [ omn Tewanp [=] =& o B |t

= [ Les cann 1 scunEim
|7 LEGIC CARD 2 SECURE i

| war e Comssic Car 2 Sacurmm
| WAFARE DESFire Saceorn Caed 1_2 Secura.ni

Fiegame | { Secum in
Fies of Trpe: | Rustar Confipurasion Fik |}

«  Your selected Secure Blob *.INI file appears in the task bar
«  Click on the "View Config file content” button to view configuration settings
. Click on the “Select Device Group(s)” button to choose the MFPs that the above chosen Secure Blob *.INI file should be

applied to.
| single Device Ci jon | Multi Device Con
Device Administrator sarname  adgmin J Device Adminisirator Password ssss |
Dovice List (.CSVFila)  H:A- Customers'RicchiTesting\Floet MFP CSVSIRCRM_Sampla_NMFP_List_IMFPs_1Croup.csy ‘ Salect File | | View.C SV file Content
[ CIS Plugin Installer  Fleet Configuration
[ s [}
| TaskNo. | Reader Configuration Filz ‘ View Config file confent | Groups | Tolal # of Readers ‘
1| HelA_CustomersRiconTastingiM Te.. | View Canfig file content | Groupi | 02 | Remove
0 Select Device Group(s) ® Add Another Task
[ tplond
Tasks Logs
(2 feroupt (2)
s |
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5.2.5 Select a Secure Blob *.INI File for a “Group” of Readers

+  With the RCRM, you have the ability to send different Secure Blob *.INI files to different cohorts of readers simultaneously,
by creating additional groups in the MFP CSV file.

- Itis recommended that you begin using the utility with a single group (Group 1).

«  Then as you become more proficient, you have the option to send multiple Secure Blob *.INI files to multiple MFPs by
adding additional Groups in the MFP CSV file.

NOTE: the current version of RCRM does not allow you send to Secure .HWG+ and Secure. Blob *.INI files at the same time.

This is a feature we plan release in the future.

+  Click the “Upload” button to upload the Secure Blob *.INI files to the targeted MFPs

| Single Device C | Mol Device Configuration |
Dovice Administrator Usemame admin Device Adminisirator Password
Device List {5V Fda) H'M-Cuslumers'ﬁlcuhh‘l‘as‘hmﬂeetHFF CEVERCRM_Sample_MFP_List 2MFPs_1Group.csy Solect File View C&Y file Content
CIS Plugin | Fleetc stion |
HWG{secure) [~
TaskMo. | Reader Configuration File | View Config file conlant | Groups | Total # of Readers
1| HiA- CustomersiRicohiTestingUNI Testing... | View Config file content 1| Groupl 1 22

Add Anctiimr Task
[ooees | TS i T

(2024-03-25 15:40:36

Config. HiA - CustomearsiRicohiTestingUMl Testing\Ankush Files\ahn C TestngMIFARE Classic Card 2 Sacure hwg+
iGroups: Group1 e
Total # of reades 1o b conligured: 2

»

2024-03-25 154036
(Connecling lo & Configuring rf IDEAS readen@Ricoh MFP wilh IP Address=10.10.211.14
Il- =

(Reader configuralion resull = 201
(Configuration successiully uploaded to of IDEAS reader@iP Addess = 101021114

2024-03-25 15:40:55
(Connedting to & Checking status of FIDEAS tea:fer@mmh MFP with P Address=1010,21114

(Reader status = RemoteCardReaderSlatus [cisMamezcom ridp.ush.cis rfideas, pluginld=166TT80129, slateCode=ATTACHED. manifaciurer=Rildeas, medel=PcPron, firmwares, lastFwChange=. configuratia
(Requast 2ent 1o M IDEAS reader@Ricoh MFP with IP Addrézs= 1010211, 14 processed successhully.
Readen=RNdeas, PCProx, . . MIFARE Classic Card 2 Secure hwg+, 2024-03-25 13.40)@Ricoh MFP wilh [P Address= 10.10.211.14 T

(2024-03-25 15:40:57
(Conneciing io & Configunng  IDEAS readen@Ricoh MFP wih IF Address=10.10211.13
s e e

Conh illy o'1o M IDEAS readen@iP Address = 101021112

I[ Reader configuration resull = 201

2024-03-25 1541718
(Connecting to & Checking status of i IDEAS readan@Ricoh MFP with IP Address=10 1021113

Reader siatus = RemoteCardReaderStatus [cisMame=com ridp.usb.cis fideas, pluginld=1667750129, siateCode=ATTACHED, manilaciurersRildeas, medel=PeProx, fismwares=, lastFwChange=, configuratia
(Raquest 2ent 1o M IDEAS reader@Ricoh MFP with IP Addréss= 10.10.211.13 proces2ed successiully,
Reader=RNdeas, PcProx, ,  MIFARE Classic Card 2 Secure hwg+, 2024-02-25 147154@Ricah NFP with IP Address= 10.10.211.13

2024-03-25 15:41.20
Qolrla..
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5.2.6 Export Results from Multi-Device Configuration

- To export results of your fleet configuration, click the button(s) below the “Total # of Readers” table heading.
+ Click the "Export” button in the pop-up window.

| Single Device C ion | Muli Device Confi

Device Administrator Username | admin Diavice Adminisiralor Password

Device List LCSV Filz)  HM- Customers'Ricoh\Testing\Fleet MFP CSUS\RCRM_Sample_MFF'_i_i5t_2MFF‘s_1Gruup.csv SelectFile View .C5V file Content
(CIS Plugin | Fieat L
JNHBlob®, secure) |vi
Task Mo, | Reader Configuralion File | View Config file content | Groups | Toial # of Readers
1| HMA-C s\Ricolli Testing\INI Testing... | View Config file content | Group1 | 212

0 Progammed MPPs o
. Comgde ||| 1B7ddess | R i Bmeadedy | s onaceanhd || . S — Hersane — R
H\A - Customers\Rico..| 1010211.14 Group Yes Yes Reader configuration result = 201. Configuration successfully uploaded to f IDEAS reader@IF Address =10.10.21..
H\A - Customers\Rico...| 10:10211.13 Group Yes Yes Reader configuration result = 201. Configuration successfully uploaded Lo 1T IDEAS readen@IF Address = 10.10.21..

0. Save A

Saveln: | TestResuits |v‘ @@@@]SI

UEE U ST T T

[Connentingto & Configuring rf T
024-03-2517:53:26

Reader configuration resuli=

Configuralion successfully up

(2024-03-2517:653:31
Connecting to & Checking sta

File Name: |RCRM_S ample_ MFP_List_2MFPs_1Group - Configurafion Results |

Files of Type: ICS\F{Coﬂnxladehli‘hd}[’.csv} |v

[ sae || cancer

Reader status = RemoteCardl
Roguast sentto f IDEAS read
Reader(=Rfideas, PeProy, M

tFwChange=, configuratio

|2024-03-25 17.53.33

Miama
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6. Have Additional Questions/Need Assistance?

Tech Support
Click here to submit a help request to rf IDEAS Tech Support.

Troubleshooting FAQs
Click here access Troubleshooting FAQs.

rf IDEAS Knowledge Base
https:/knowl il .com

—
IDEAS

rf IDEAS® and WAVE ID® are registered trademarks of rf IDEAS, Inc. Trademarks not belonging to rf
IDEAS are property of their respective companies.

©May 15th 2023 rf IDEAS, Inc. All rights reserved. Products are subject to change without notice.
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